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(BUCTPA

[oKyMeHTbT € 4acT oT HauumoHanHua TexHudecku ctaHgapT 3a baHkoB WHTepdenc 3sa
Crangaptmanpann Pasnnawanua (BUCTPA) n TexHonormyHa KOMyHUKaUMa Mexny CUCTeMUTE Ha
BGaHKNTe N NUUEH3NpaHNTe JOCTaBYMLM Ha NNaTeXHW YCryrn B paMKUTE Ha paslwmnpeHata AMpekTmBea
Ha EBponenckmsa cbio3 0THOCHO nnaTexHuTte ycnyrn — PSD 2 Directive (EU) 2015/2366.

Kato 6a3a e mn3nonassaH gokyMmeHTa Ha bepnuHckaTta rpyna NextGenPSD2 Implementation
guide, HO C OOMbIIHEHMSI KOUMTO OTpassiBaT HaUMOHaNHUTE cneundukn Npu manonssaHeTo Ha API
nHTepdgenc 3a loctbn OO CMeTKa.

TabnuumMte C onucaHne Ha CbAbPXaAHMETO Ha napamMeTpu, efnemMeHTn u aTpubytm ca
NPUNOXEeHN B opurmHanHua um eua ot gokymeHta NextGenPSD2 Implementation guide, 6e3 npesog
Ha 6Gbnrapckm esuk, ¢ Luen ga ce ocurypu:

- YHudukauus npu npunaraHeTo Ha ctaHgapTa Ha bepnuHckaTta rpyna

- EpHonoco4Ho pasbupaHe oT Bcuukm LMY 3a uenta M CbAbPKAHMETO Ha BCUYKK
napamMmeTpu, eneMeHTn n atpmbytu npu manonssaHe Ha APl uHTepdenc 3a Joctbn o
cMeTKa.

OnucaHveTo Ha cneunuyHuTe 3a MECTHUTE WM3NCKBaHMSA NapamMeTpu ca OLUBETEHM KaKTO
crnepsa:
- Hax®bnT hoH ca onucaHu cTaHgapTHUTE geduHuumnmn, kouTto Tpsabea aa ce cnaseat ot ANY
Npv N3MON3BaHETO UM CbINACHO HaLMOHANHUTE U3NCKBAHNS.
- Ha 3eneH ¢oH ca onucaHn HOBM gedUHULMK, KOUTO ca AobaBeHM KbM CTaHAapTa Ha
BepnuHckata rpyna, HO ca 3agb/DKMTENHM 3a M3Non3BaHe C uen ga OTroBOpPSAT Ha
cneumdukaTa Ha MECTHUTE perynaumm u NnaTexHu CUCTEMM.
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1. BbBEAEHUE

1.1. [Ipeducmopusi

C [PSD2] EBponenckuaTt cbio3 nybnvkyBa HOBa AMPEKTMBA OTHOCHO MaTeXHWUTe YCryrn Ha
BbTpewHnsa nasap. OceeH gpyroto [PSD2] cbabpka pasnopendbu 3a HOBU ycnyri, KOUTo Aa 6vaat
yrnpasnaBaHu oT T.Hap. [Joctasunum Ha [NnatexHu Ycnyrm ot Tpetn ctpanu (AMY) or umeto Ha
MonssaTen Ha nnaTtexHu ycnyrn (PSU). Tean HoBu ycnyru ca:

- WMHnummnpane Ha nnawaxe (PIS) ot AMY c pona Ha JOCTABYMK HA MHULUMNNPAHE HA
MIALWAHE, peduHmpaHa B 4n.66 Ha PSD2

- WHdbopmaums no cmetka (AIS) ot AMY ¢ pona Ha JOCTABYMK HA MHOOPMALIMNA 3a
cMmeTka, AedmHmpaHa B 4n.67 Ha PSD2

- [MoTBbpXOEHUE 3a HaNNYHOCT Ha cpefcTa no cmeTka (FCS) ot AMNY ¢ pona Ha [JocTaBumk
Ha NnaTteXHW MHCTPYMEHTU 1 NOTBbPXAEHNE 32 HANMYHOCT Ha CpeacTBa 3a TpaH3akuud
ot cmeTka (PIISP), aedmHunpana B 4n.65 Ha PSD2

3a ga pabotu ¢ HosuTe ycnyrn, Y Tpsbea ga uma goctbn 4o cMeTka Ha lNonssaTtens. Toan
A0CTbN 0OMKHOBEHO ce ynpaensasa oT [locTtaByuk Ha lNMnaTtexHu Ycnyru 3a ObenyxeaHe Ha CmeTka
(ArnyoC). CvrnacHo agupektmnearta, OMNYOC Ttpsbea ga ocurypu uHTepdenc HapedeH Joctbn Ao
cMmeTKa" KbM HEroBUTE cUCTEMU, KOUTO Aa 6baat nsnonssanum ot [iM1Y B ob6xBaTa perynupaH ot [PSD2].

Apyrn n3amckBaHus 3a BHepsABAHETO M U3MON3BaAHETO Ha TO3M MHTepdenc ce onpenendar ot
TexHnyeckn PerynatopeH CrtaHgapT (RTS) ot EBponenckusi 6aHkoB opraH v ce nybnukyBaHu B
OdmunaneH BecTHUK Ha EBponenckarta komucust Ha 13.03.2018.

1.2.

Bepcusa

HUcmopusi Ha OoKyMmeHma

OnucaHue Ha NpomeHuTe YtBbpKAaBaHe / My6aukysaHe

- PeweHune 3a n3anonssaHe Ha gokymeHta NextGen PSD2

. . YTBbpAeHa oT PaboTHa rpyna
Implementation guide, kaTo 6a3a 3a cb3aaBaHe.

MpeaocTaBeHa 3a 06CbKAaHe Ha

regulatoryReportType, KaTo CbAbpPKAHMETO U CTPYKTypaTa ce
3anassar.
4. EnemeHTbT paymentType ce npenmeHyBa Ha servicelevel,
KaTO CbAbPXKAHMETO M CTPYKTypaTa ce 3ana3.ar.
5. KopeKumsa Ha npumepuTe Ha 3aABKM 3a NnawaHe B €. 5.3.1
6. NpenmeHyBaHe Ha KPaNHM TOUKMU:

e BGN Budget Transfer 8 Domestic Budget Transfer BGN

1.0 - YTouHABaHe Ha o6xBaTa 1 AedUHUpPAHE HA MECTHUTE
NAaWwaHMA CbC cneunPUUHU XapaKTeEPUCTUKM GankuTe upes ABb.
04.2018
- OnucaHne Ha KOMMNOHEeHTUTe
- KoHKpeTHO onucaHme Ha APl KOMNOHEHTW, OTHOCHO Y1BbpAeHa ot PaboTHa rpyna
MaawaHua MpepocTtaBeHa 3a 06cbXaaHe Ha
1.1 Hoctbn ao nHdopmauma no cMeTKa 6aHKuTe ypes AbbB.
O6paboTKa Ha cbrnacus MybnunkysaHa cnen onobperHmne
MeToan Ha 3YU Ha C[1 Ha BOPUKA 06.2018
Tasu BepcuAa Ha AOKYMEHTA NPeACTaBAABA NPOMAHA Ha
Bepcua 1.1 KaTto cbabpKa cnegHute Kopekuum B CeKumna
11.1.1.
1. fleTaiinuTe 3a nnauiaHe Kbm btoaxkeTta B JSON dopmart ce
rpynupar B eanH enemeHT: budgetPaymentDetails
2. BcnuKM enemeHTH 3a NaallaHe KbM broa)KeTa cTaBaT Noa-
e/1leMeHTU B CTPYKTypaTa Ha eniemeHTa budgetPaymentDetails
1.2 3. EnemeHTbT documentKind ce npevmeHyBa Ha YTBbpaeHa ot PaboTHa rpyna




e BGN Credit Transfer 8 Domestic Credit Transfer BGN
e EUR Credit Transfer 8 SEPA Credit Transfer

7. MpomeHun B cTpyKTypaTta Ha APl Cross Border CT KakTo

cnepBa:
[ ,D,OI'I'bJ'IHeHVIe C KO, 3a BaJibop Ha njiawaHeTo

e [lonbnHeHwue ¢ noneta 3a Vime Ha 6aHka Ha nony4vaTten u
Appec Ha 6aHka Ha nony4arten B criydauTe, Korato He e
npepoctaseH IBAN n SWIFT BIC B HapexaaHeTo

8. MpomaAHa Ha 3a4b/KUTENHOCT Ha none MHpopmauma 3a
npesoja.
9. 3abenexkKa OTHOCHO Ab/XKMHATA Ha nosne NHdopmaumaA 3a
npesoaa B cuctemata bUCEPA
10. ATpnbyT cardNumber He moe Aa ce M3NON3Ba B 3aABKATA
3a MoTBbpKAEeHME 32 HAIMYHOCT NO CpeacTBa.
11. ATpubyt PAN He moXe ga ce M3M0/13Ba B 3aABKMUTE 33
Joctbn o cmeTka. NpenopbyBa ce U3N0A3BaHETO Ha
enemeHTa maskedPan.
12. MNpomaHa B UMeHaTa Ha NoaeTa B CTPYKTypaTa Ha
naawaHe KbM BroayKeTa, KakTo cneaBa:

e taxld s taxPayerld

e taxTp B taxPayerType

Bcuyku cnedsawju 8epcuu we ce mv/axKyeam Kamo
donvbaHeHuUe Ha npedwecmaauwume, d He KaKmo 8 cay4as 3d

NnpomAaHa

1.3

CbAabprka cnegHuTe fONbAHEHUA:

1. [dob6asa ce onucaHue Ha APl 3a MNnawaHe ¢ 6baeLy Banbop
(Future Dated Payments), MocTosHHO HapeKaaHe 3a
nepuoanyHo nnawgaHe (Standing Orders for
Recurring/Periodic Payments) n HapexaaHe Ha MacoBo
nnawaHe (Bulk Payment)

2. [obaes ce mHoXKecTBeHa 3YW aBTopum3auma (3a KO/ ¢

noseve OT egMH nognuc/asTopmsaums)

[ob6aBs ce pyHKUMA 32 AHYAMPAHE Ha NAallaHe

4. [ob6asa ce ¢pyHKUMA 3a MoanuceaHe Ha KowHMUa (Signing
Basket) ¢ uen noanuc/aBTopnsaums Ha MHOMKECTBEHO
nnawaHe

5. [obaes ce aBTOpM3aumMATa Ha Nog-pecypcuTe
MnawaHe/KowHunua/Covrnacme/AHynnpaHe Ha nnatjaHe

6. [Jobass ce HoB pecypc — Card Accounts u meToau Read
Card Account, Card Account Balances, Card Account
Transactions

7. Jobassar ce HoBn HTTP xeabpu, KaTo Hanpumep AaHHU 3a
npunoxeHneto, koeto AIY n3nonsea 3a Bpb3Ka C
MNonssatensa

8. [obaBs ce noka3BaHe Ha UMeHaTa Ha cobcTBEHMKaA Ha
CMeTKaTa B AeTal/In 33 CMeTKa Ype3 AOMb/IHUTENTHN
noneTa B Cbr1aCcMeTO U AeTalInTe 3a CMETKA

9. BKAOYBAT Ce€ NOCTOAHHM HapeXaAaHMA B CMUCHKA C
TpaHcakuuu no AlS

10. AkTyanmsunpaHe c nonpaskute ot bepaunHckaTta rpyna

a. Change logV1l.3V1.3.4

w

YTBbpaeHa ot PaboTHa rpyna




b. Change LogV1.3.4.V1.3.6
c. V1.3.6 Errata 20200327
11. UHTerpupat ce 4OMbAHUTENHUTE YCAYTn
a. M3BecTABAHe 33 NPOMAHA HA CbCTOAHME
b. nokasBaHe Ha MMeHaTa Ha COBCTBEHWKA Ha
CMEeTKaTa M CMUCHK C NOCTOAHHM HapeXgaHUA
C. Cbr/acue Npu NpeaocTaBsaHe HAa HAIMYHOCT
12. lo6aBAT ce npenopbKUTe 3a NONb/IBaHE Ha M3bpoeHuTe
noneTa B OTrOBOP Ha 3anuTBaHe 3a ,banaHc” u
» TPAHCAKLUMKN" NO CMeTKa




1.3. Cneuyudpukayus Ha uHmepghetca  Jocmbn o cmemka“*

To3n OOKYMEHT e 4acT OT cneuudukaumdara, KOATo AeduHupa crtaHgapT 3a uHTepdenc
~JOCTbIM OO CMeTKa“ U nocTura onepaTtnBHa CbBMECTUMOCT Ha nHTepdencute Ha AMYOC noHe 3a
OCHOBHUTe ycnyru, onpegeneHn ot PSD2. Ha ta3n 6a3a AMYOC moxe ga usnonssa To3un ctaHgapT
KaTo OCHOBa 3a BHegpsiBaHETO Ha MHTepdenc ,Joctbn Ao cmeTka“ B nbfieH obxsar, 3a ga 6bae
n3usano B cboTeeTcTBue ¢ PSD2.

NHuTepdenchbT e npoektnpaH kato B2B uHTepdenc mexay AMY covpebp 1 AMNMYOC cbpBbp.
Ha To31 eTan B TO31 JOKYMEHT € AeUHMpPaH NPOTOKO KITMEHT-CbPBBLP, Npuemaniku, ye ANY e knueHr,
T.€. BcuYkn APl noBunkBaHus ce nHuuumupat oT Hero. B Obaelumte CTbhku TO3M NPOTOKON MOXe Aa
Obae paswmpeH 4o NPOTOKON CbPBbP-CbPBBLP, kbaeTo 1 AMNYOC nHmunmnpa API noBMKBaHUS.

PamkaTta 3a onepaTvBHa CbBMECTUMOCT Onpeaens ornepaTUBHUTE NpaBuna, U3MCKBaHUNATa
KbM MOZ€eNa Ha JaHHWUTE W onMcaHMeTo Ha npouecuTte npu ,JocTbn A0 cMeTKa".

To3an [OKYMEHT petamnuavpa cTaHgapta 3a geduHupaHe Ha CbobueHuss 1 noapobHm
CTPYKTYpU Ha AdaHHW OT nHTepdenca Joctbn Jo cmeTka. 3a crneumdukaumaTa ce pasnuyasaT gBa
cnosi:

- TpaHcnopTeH cnon u

- [MpunoxeH cron

B Tasn Bepcusi Ha OOKyMeHTa 3a MpUMoXHus crion we 6baaT onuMcaHn camMoO OCHOBHUTE
ycnyrn. B 6bgewumte Bepcumn Ha Tasm pamMka HAKOW pasliMpeHn yCryru CbLlo We cTaHaT 4acT oT
cTaHgapTa, cnef Kato Te ca U3SICHEHW U na3apHaTa HyXaa OT TaX Beve e ngeHtudpuumpana.

B nokymeHTa ¢ uen abcTpakTHO onucaHve Ha npouecuTe ce U3nons3eBaTt NoHATuATa Pecypc u
KpanHa Touka, 3a KOUTOo crnefBa fa ce npunara criegHaTta uHtepnpeTtaums:
- Pecypc: Bug nHgopmauus, koato ce usmcksa ot AMMY kbm AMNMYOC mnnu ce reHepupa oT
AMYOC v cnep ToBa ce TpaHcnopTupa kbm Y
- KpanHa To4ka: KOHKpeTHO NOoCOYeH BMA MHOPMaLMA B paMKUTE Ha pecypca, KOUTO ce
pa3MeHsi B paMKuUTe Ha nHTepdenca 3a [loctbn 40 cMeTka

Mpumepwu:

{pecypc/xoHKpeTeH BUM}
{payments/sepa-credit-transfers}
W

{consents/consent-ID}



2. A3non3saHe Ha CUMBOAU U HOTauun
2.1. OcCHOBHU U QoNbLJHUMESITHU CUMBOJIU

HabopbT oT cumBonu e kogmpaH ¢ UTF 8;

- Cneuudoukaumsita n3nons3ea camo OCHOBHM TUNoBse AaHHu "String", "Boolean”,
"ISODateTime", "ISODate", "UUID" and "Integer" (c gbmkuna 32 6uta) n ISO 6asnpaHu
cnucbum ¢ kogose. 3a kogoBeTe aeduHupanu no 1ISO, ca gageHu pedepeHunn Kbm
KbM cboTBeTHUSA ISO ctaHgapT B 14.34;

- Max35Text, Max70Text, Max140Text and Max500Text aedomHmnpaT HM30BE C
MaKcumarnHa abimkuHa ot cboTBeTHO 35, 70, 140 n 500 cumsona;

- AMYOC 3agbmkutenHo TpssbBa aa npuemat TEKCTOBE, KOMTO ca CbCTaBEHU OT

cnegHute cumBonu (basosn):

ABCDEFGHIJKLMNOPQRSTUVWXYZ
abcdefghijklmnopqgrstuvwxXxyz
0123456789

[-2:().," +

Wnauusa (Space)

- PaspeweHno e [AMNYOC pa npuemat u AONbAHUTENHU OYKBEHM CMMBONU (KMpunnua)
CAMO KOI'ATO Te ce cbabpxart B norneta oT Tun TEXT (Mme, agpec, ocHOBaHue ...).

ABBITOEX3UWMKNMHONPCTY ®XUYWWTDBbIA
abBragexXx3smMmKNnMHONDNPCTY dGXUYwuws»>bIlA4a

- Mo3soneHo e AMNYOC pa koHBepTMpaT AOMBIHUTENHUTE CUMBOMM (KMpunuua) KbM
0asoBMTE CMMBONM (NATUHCKM) C Len CbobLeHusaTa Aa ce npuemaTt OT YyXOeCTPpaHHUTE NnaTexHu
cucTemu.

- 3abpaHeHo e n3non3BaHeTo Ha AOMbIHUTENTHUTE CUMBOSIM B MapkepuTte (Tag), KouTo ce
nons3eart 3a Havano u Kpan Ha enemMmeHTa:

lMpumep:

PaspelieHo: <element>Agpec</element>
. <epemeHT>Anpec</enemMeHT>

2.2. Homauyuu
2.2.1 Homauus npu nodasaHe Ha 3aseKa

MapameTpuTe Ha 3asBKUTE OT NPUMOXHUA nporpameH nHtepdgenc (APl), napametpute Ha
3arnaskata Ha HTTP 1 napameTpuTte OT CbAbpXaHWETO Ha TAMNOTO ce ykassaT B [lepuHMUnKN KakTo
cnefga (B TabnuyeH Bug):

Attribute Type Condition Description

Description of the semantic of the attribute and further

Attribute ta Type of attribute | condition L
& yp conditions

MoraT ga 6bhaTt 3agafeHu criegHUTe YCroBus:

- Mandatory: ATpnbyTtbT ce nogabpxa ot [ANMYOC u ce nanonaea ot Al1Y.



Conditional: ATpnbyTbT ce nogabpxa ot [ANMYOC n moxe aa ce na3nonsesa camo no HavymHa
onucaH B cobcTBeHaTa My [OKYMeHTauus 3a noggpbXka Ha umHTepdpenca [JocTtbn [oO
cMmeTKa.

Optional: ATpubyTbT ce nogabpxa oT AMYOC, Ho nsnonssaHeTo My € no n3dop 3a Ay
Optional if supported by API provider: ATpubyTbT MOXe Aa ce nogabpxa no XenaHue Ha
ArNYOC. Ako AINMYOC gokymeHTMpa, Ye nogabpxa atpmbyTta, M3nonssaHeTo My e no nsdop
3a [MNy. Ako ANMYOC He nogabpxa atpmbyta, a [AY ro nsanonsea B 3asBkaTa, TO T4 We
6bae oTxBbpreHa.

2.2.2 Homauus npu omeosop Ha 3as8Ka

MapameTpute Ha 3asBKUTE OT NPUNOXHUA NporpameH nHtepdgenc (APl), napametpute Ha
3arnaekata Ha HTTP u napameTpuTe OT CbAbpXXaHNETO Ha TANOTO ce ykassaT B [ledpuHMUMN KaKTO
cnefga (B TabnuyeH Bug):

Attribute

Type Condition Description

Attribute

Description of the semantic of the attribute and further

ta Type of attribute | condition -
& yp conditions

MoraT na 6baat 3agageHu crnegHuTe YCroBus:

Mandatory: ATpubyTsT ce nogabpxa ot OIMNYOC.

Conditional: ATpnbyTbT ce nogabpxa oT [ANMYOC n moxe aa ce nanonssa camo no HavmHa
onucaH B cobcTBeHaTa My AOKYMeHTauus 3a noadpbXkka Ha uHTepdperica Loctbn Ao
cMeTKa.

Optional: ATpubyTbT ce nogabpxa no xenaHue Ha AMYOC



3. TpaHcnopTeH caoun

KomyHukaumsta mexgy OY v ANYOC BuHaru ce rapaHtTupa 4pes nsnonssaHe Ha TLS Bpb3ka
c TLS Bepcua 1.2 [REC 5246] wnu no-eBucoka. 3a nsbopa Ha wmdpupallim naketu cnegea ga ce
cnaseat npenopbkute Ha NIST 3a kpuntorpadcka cuna. OMNYOC moxe ga npunarat v gpyru
N3nCKBaHWs 3a WndpupaHe, ako ToBa Ce U3NCKBa OT TAXHATa HaumMoHanHa areHuns 3a T curypHocr.

Tasun TLS Bpb3ka ce ycTtaHoBsaBa BuHaru ot AMNMY. He e HeobxogmMmo ga ce cb3gasa HoBa TLS
Bpb3Ka 3a BCcAKa TpaH3akuus, Ho [NYOC moxe ga npekpaTtu cblecTByBalla TLS Bpb3ka, ako ToBa
Ce N3NCKBa OT HAaCTPOMKUTE 3a CUTYPHOCT.

Cv3pgapgeHarta TLS-Bpb3ka BUHaru BKIoYBa yaocToBepsiBaHe Ha knveHTa (T.e. AANY). 3a ToBa
yaoctoBepsaBaHe, AlNY Tpsbea ga n3anonsea kBanuduuupaH ceptudukaT 3a yaoCTOBeEpsiBaHe Ha
yebcantoBe. Toam kBanuduuumpaH ceptudmkar Tpsbea ga 6bae wmsgageH OT KBanuduumpaH
AOCTaBYMK Ha JoBepuTernHu ycnyrn cbrrnacHo pernameHTa elDAS [elDAS]. CbabpxaHueTo Ha
cepTtudumkata TpsibBa Aa € cbBMeCcTUMO C nsnckeaHnaTa Ha [EBA-RTS].

CepTtudukaTtsT Ha 1Y Tpabea ga nokassa BcuYku poniv, kouto AINMY nma npaso Aa nsnonsea.


https://tools.ietf.org/html/rfc5246

4. MpunoxeH cnour — Boaewwm npuHUMnn

4.1. MecmonoJsioxeHue Ha NnapamMempume
NutepdencwT JOCT bl O CMETKA ce 6a3upa Ha nogxoga REST yenyru. (Yeb ycnyru,
KOUTO ocuUrypsiBat onepaTuBHa CbBMECTUMOCT MeXay KOMNITbpHUTE cuctemn B MIHTepHeT) [REC
2616].

Tosun noagxopn no3eorsiBa TpaHCNOpPTUPaHe Ha napamMeTpuTe Ha CbobLEeHUs B pasnnyHu
HMBa:
e Hueo HTTP Header (3arnaeeH pen)
e Hueo path (MaeHTUdUKaUna Ha pecypc Unu agpec) ¢ AONbIHUTENHN NapamMeTpu B
3asBKaTa
e Hwueo HTTP Body (cbabpxaHue)

MapameTpuTe Ha cbabpxaHneTo B cboTBeTHUA HTTP Body we 6baaT kogmpaxHm B JSON
unmn XML cuHTakeuc. CuHtakemnc B XML ce n3nonssa caMo Korato 3asiBkata CbabpKa:
¢ WHuummpaHe Ha nnawiaHe Bb3 ocHoBa Ha 1S020022 (cvobuweHue pain.001) n
CbOTBETHUS OTrOBOP 3a CTaTyC Ha nnawaHeTo (cbobeHune pain.002) nnm
¢ CbobuieHune 3a nHpopmaumsa Ha 6asata Ha nHdopmaums no 1ISO20022 (cbobLueHne
camt.052, camt.053 nnm camt.054)

Mo n3knoYeHne cbobLLIEHMATA 38 OTFOBOP MOXE Aa CbabpkaT doopmaT Ha OGUMKHOBEH
TEKCT B CbOOLLEHMATA C MHOpMaLUS 3a CMeTKa, 3a Aa noaabpxaT dopMaTUTe Ha CbOobLLIEHUS
MT940, MT941 nnu MT942.

MapameTpu Ha cbobLEeHMATa

4.1.1. KoOupaHe Ha napamempume 8 cbobweHuUsma Ha pasfuqyHume HuUea:

- Bwunaru c 6ykBn oT natmHckata asbyka

- Ha nmBo HTTP Header: BuHaru 3anoysa c rnaBHa 6ykea (Spinal-case)

- Ha HumBo path: BuHaru ce nanonseat manku 6ykeu (spinal-case)

- Ha nmeo HTTP Body, ako atpubyta e B JSON [REC 7159] dopmaTt napameTbpa BUHaru
3anoyBa c Marnka OykBa, a crnef ToOBa € pa3peLleHo M3MNon3BaHe Ha e4MHUYHA rnaBHa
oykea ( lowerCamelCase )

- Ha HmBo HTTP Body, moxe ga ce unanonsea n XML cuHTakcmuc coernacHo 1ISO20022
cTaHgapT

4.1.2. [lpunazaHe Ha napamempu 3a 0euHupaHe Ha API:
4.1.2.1. Ha HuBo path

Benukn gaHHn, kouto ngeHtndouumpat AMY v agpecupat pecypc:
- lgeHTudurkaumnsa Ha gocrtaBunka,
- peHTndukaumsa Ha ycnyrara,
- lgeHTudukaumnsa Ha nnaTexHust NpoaykT,
- lpeHTudoukaumsa Ha nogtuna Ha npoAaykTa 3a MHgopmMaumsi o cMmeTka
- lpeHTudmkaTop Ha BeYye cb3ganeH pecypc

4.1.2.2. HanHuso HTTP Header
e [lapameTbp 3a yka3BaHe Ha CMHTakcuca B cbabpxaHneto JSON / XML
e [lapameTbp cbabpxaHne Ha Ceptudukat n nognuc. lNpu nouckeane ot OMNMYOC,
AOrY Tpsbea ga nognvwe cboblieHusTa 3a 3asBku. [NognucsT ce Bkntousa B HTTP-



https://tools.ietf.org/html/rfc2616
https://tools.ietf.org/html/rfc2616
https://tools.ietf.org/html/rfc7159

Header. EnektpoHHuaTt noanunc Ha AIY Tpsabea aa ce ocHoBaBa Ha kBanuduumpaH
cepTudukaTt 3a enekTpoHHM nevatn. ToBa ce oTHacd 3a cnyvamte B kouto AMYOC
npeueHun, Yye mnaeHTuukaumsaTa ot TpaHCNOpPTHUA UHTepdenc He e goctaTbyHa.
CovrnacHo npasunata Ha EBA-RTS, ceptudumkatsTt Ha AMY Tpabsa ga nokassa
BCUYKM ponun, kouto ArY uma npaBo ga nsnonsea.

e [lapameTbp KOMTO CbAbpKa AaHHU 3a uaeHTUdnKauus Ha Nonseartens. JaHHuTe,
KouTo ce nssnu4yat ot IHTepHeT 6a3nmpaHOTO NPUNOXEHNE NN OT TOKbHA 3a
poctbn (ID, IP Address, Token, GEO nokauus ...)

e [lapameTbp Ha JaHHM OT NpoTokona (np. Bpeme Ha nocTbnBaHe Ha 3asBKa,
NpeHTudukaTop Ha 3asBka)

4.1.2.3. T[NapameTpu Ha 3asBKaTa:
HonbnHuTtenHa nHdopmMaumsa, Heobxoguma 3a obpaboTBaHe Ha UCKAHETO KaTo agpec
3a ynpasrfeHue Ha npoueca unm punTbp 3a 4OCTbN 40 KOHKpPeTHa MHdopmMaums

4.1.2.4. HaHueo HTTP Body

e CbabpXaHMeTo Ha BusHec AaHHU

e [laHHM 3a aBTEeHTUYHOCTTa Ha lMonaeaTtens (PSU)

¢ /Hdpopmaumsa 3a cbobueHnsa

e XuvnepBpb3kM 3a ynpasneHue Ha npoueca AMY — AMNYOC ot kpan go kpawn

MpenopbyBa ce MHoOpMauuATa OT HMBO Header unu oToenHu 4Yactv OT Hea Oa ce
cbxpaHsaBa npu OMYOC 3a 4ONbNHUTENHN NPOBEPKM U CTATUCTUYECKM LIeNN Ha HauMOHANHUS Unu
€BPOMNeNnckn perynaTtopeH oprax.

4.2. [lodnuceaHe Ha CbOOWEHUsI 8 MPUJIOXKHUS C/10U

Mpwn nounckeane ot AIMNYOC, AIY Tpsibea ga nognuiie cbobLeHnsTa 3a 3asiBKUTE, KOUTO
ca nanpateHu. NaunckeaHeto Ha AMNMYOC Tpsabea n3pMyHO Aa € NOCOYEHO B HEroBaTa AOKyMeHTauums.
Mo geduHMUMS NOANUCHT Ce BKOYBA KaTo napameTbp B HUBO HTTP-Header.

EnekTpoHHuaT nognuc Ha [Y Tpsabea ga ce ocHoBaBa Ha kBanuduuupaH ceptudumkar 3a
eneKkTpOHHM neyaTun. ToBa KeBanuduumMpaHo yaocToBepeHue TpsbeBa fa ©Obae wsgageHo oT
KBanudpuumMpaH AO0CTaBYMK Ha [OOBEPUTENHM YCNyrM B CbOTBETCTBUE C pernameHTa elDAS.
CbuobpxaHneto Ha cepTudukata TpsbBa ga € B CbOTBETCTBME C uM3uckBaHuATa Ha [EBA-RTS]
[okyMmeHTauuaTa 3a uHTepdgenc Joctbn O cmeTKka, cbBMecTuM ¢ PSD2, Bepcus 1.0, nybnukysaHa
Ha 08 deBpyapn 2018 r.

CovrnacHo PerynatopHusa TexHunyeckn Ctangapt [EBA-RTS], ceptudukatsT Ha ANMY
TpsbBa Aa nokasBa BCUYKM PONK, KOUTO MMa NpaBo Aa M3nona3ea.

Cneundukauuata Ha nognuca B HTTP npoTtokona mn kKoHkpeTHo B yactta HTTP Header
yHUMUMpa N3non3BaHeTo Ha cnegHUTe aTtpubyTu:

Attribute Type Condition Description

Digest String Conditional Is contained if and only if the "Signature" element is contained
in the header of the request.

Signature | Section 12 Conditional A signature of the request by the TPP on application level. This
might be mandated by ASPSP.

TPP- String Conditional The certificate used for signing the request, in base64

Signature- encoding. Must be contained if a signature is contained, see

Certificate above.




MpunoxeHnte AedUHNLMM Ha Te3n aTpubyTn HaAMa Oa ce NOoBTapST B No-HaTaTblUHATA
cneundmrkaums 3a No-recHo YeTeHe Ha JOKyMeHTa.

4.3. [HonwvnHumenHo usnon3eaHe Ha OAuth2 3a ydocmoeepsieaHe unu
asmopu3ayusi Ha PSU

API 3a [Joctbn go cmeTka we no3ponsea Ha ANYOC ga sHegpsia OAuth2 kaTo meTop 3a
YnpasneHune Ha cbrnacueto Ha [Monasaten kbm MY, 3a ycnyra HMumMmMpaHe Ha nnawaHis u / unm
NHudpopmaumsa no cmetka. B to3m cnyyan AMNY we 6bae knueHTta, NMNon3saTtenaT € cobCTBEHUK Ha
pecypca, a [iNYOC we 6baaT pecypcHUST cbpBbp B abctpakTHua mogen OAuth2.

Tasn cneuudukaums nogaobpxa ABa HadmHa 3a uHTerpypaHe Ha OAuth2. lMbpBaTa
Bb3MOXHOCT € ypgoctoBepsiBaHe Ha [lonseaTens B npeaBapuTeniHa CTblhka, npeobpasyBaHa B
noeHTUMKaLUMOHEH TOKbH 3a AOCTbN, KOUTO We 6bae 1u3nonseaH cnep ToBa B nHTepdenca XS2A.
Tasn npegBapuTenHa CTbMKa e u3nonsesa onummte 3a obpaboTka Ha npotokona OAuth2 6Ges
npeHaco4YBaHe KbM CbpBbpa 3a yaoctoBepsiBaHe. ToBa nanonssaHe Ha OAuth2 we 6bae nocoveHo B
Tasu cneundumkauma kato "ObmeH Ha aaHHK ¢ MNonseaTtens npu OAuth2 meTtoa Ha naeHTUdUKaumsa".
Becako OMNYOC, koeto npunara OAuth2 metoa, TpssbBa ga ykaxe B CBOsiTa AOKYMEHTaAUUSA BCUYKM
AONBbIAHUTENHN AeTaunn Ha To3n nHTepdenc 3a [Joctbn 4O CMeTKa.

Btopata Bb3MOXHOCT 3a uHTerpupaHe Ha OAuth2 e wuHTerpauusita kato noaxog 3a
3agbnboyeHo YcrtaHossiBaHe Ha WpeHtnyHocT (3YW) ypes OAuth2, konMto ga ce wusnonssa 3a
OTOpM3MpaHe Npu NHULMMpPaAHe Ha nnawaHms u obpaboTka Ha cbrnacus.

Koezamo ce usnonisa OAuth2, nosukeaHusama 3a Jlocmbri 00 cMemka“ pabomsm ¢ MOKbBH,
eMecmo 0a u3nosssam npasama Ha [lon3seamerns 8 cbanacuemo. Taka ce ocuaypsea uHmeapayus
Ha cbaniacuemo 3a ycny2ama u HeliHomo rpudobusaHe:

3a ycnyraTta PIS, OAuth2 we 6b4e nanonssaHa uHTerpmMpaHo ¢ npuaobusaHe Ha cbrinacue,
KaToO ce U3nbliHABaAT CregHUTe CTbMKU:

1) llaHHMTe 3a nnawaHe oT cMmeTka ce nybnukyeaTt (post) B CbOTBETHOTO CbOOLLlEHME 3a
MHuummnpaHe Ha nnailaHe.

2) MpoTtokonbT OAuth2 ce nsnonsea c uen "Astopmsauusn” 3a npugobmeaHe Ha cbrnacue u
paspeLleHne 3a Buaa Ha nnawiaHeTo, no 1.1.

3) Cnen ycnewHo oTopu3upaHe OT cTpaHa Ha [lon3BaTtensd, CbOTBETHOTO NnalliaHe
aBTOMaTU4HO ce uHmummpa ot ArNYOC.

3a ycniyra AlS, OAuth2 we 6bae nsnonasaHa MHTerpupaHo ¢ npugobmusaHe Ha Cbwrinacue,
KaTo ce M3NbIIHABAT CNegHUTEe CTbMKK:

1.) daHHuTe 3a goctbn Ao nHopMaunoHHuTe yenyrn (AlS) B CbvrnacmneTo ce nybnukysat
(post) kaTo KpariHa Todka 3a Cbrnacue Ha NpUNoXHUa nporpameH nHTepdenc (API) XS2A.

2.) NpoTtokonbT OAuth2 ce nsnonsea c uen "AsTtopusaums” Ha CbrrnacueTo, B YacTTa 3a
ycnyrute [locTbn 40 MHOpMaUms No CMeTKa.

3.) ANy moxe ga u3nonsea nonyyvyeHuss TokbH oT npotokona OAuth2, 3a goctbn Oo
KpanHaTa Touka (paspelueHuTe ycrnyrm 3a uHdopmaumsa no cMmeTka; 3a nepuoga Ha BanvaHOCT Ha
pas3peLleHoTo cbrnacue, pecn. nepuoga Ha BanuaHoOCT Ha TOKbHA 32 TEXHUYECKN JOCTbIM).

3a Ctbnka 2.) nogpobHocTuTe ca onucaHu B Pasgen 13.

Mpun nsnonsesaHeto Ha metoq OAuth2, 3asskute Ha APl nHtepdenca 3a Joctbn 4o
CMeTKa ce OTopu3npaT C AaHHUTE OT TOKbHA, BMECTO C AaHHW BbBeAeHU oT [Nonasartens.



4.4. Cmpykmypa Ha APl e unmepdgelica 3a locmbn do cmemka (XS2A Interface API
Structure)

NHTepdenchbT 3a [JocTbn OO CMeTKa € opueHTMpaH KbM OCTbN 4O pecypc (Cbrnacwue,
Mnawane, NHdpopmaums). AIMY ykasBa kakbB KOHKpETEH pecypc nanckea. 3a aa nony4ym pecypca, Ay
TpsibBa Aa ce npeactaBu M Aa Hanpasu 3asiBka 3a gocten kbM OMYOC. OMNY Ttpsabea ga noaroteu
CTpykTypata Ha cBoeTo API, Taka 4e ga npueme otroopa Ha [MYOC u Bcryku npefocTtaBeHn JaHHU
OT Hero.

3agaBkaTta TpaHcnopTupa 4Ype3 HTTP npoTokon, napaMmeTpu C pasnnuyHo CbabpXaHune

HTTPS://{mocraBuuk}/vl/{ycnyra} {?3agBpeHu—-rnapaMeTpu }

CBOBPXaHMEeTO Ha KOHKPETHAaTa yCJyra Ce yKasBa C IOIMI'BJIHUTEJIEH
rnapaMeTsp .

KbpeTto:

e [10CTaBYMK — CbAbpXaTENHO MMe Ha npunoxeHueTo (npumep: www.api.testbank.com)

e V1 — obo3Ha4yaBa BepcusiTa Ha UHTepenca

e ycCnyra — ykasBa Ce BMOa Ha pecypca (Cbrnacue, nnawiaHe, MacoBO MnallaHe,
nepnmoanyHO nnawjaHe, NOANUC Ha KOWHWLUA OT NralwaHnd, uHopmauusa 3a cMmeTka,
NMHpopmauus 3a kapTa, NOTBbPXKAEHME 3a HANMYHOCT NO CMETKA) U pasLUnpeHne 3a Bug,
n obxBaT Ha 3asBKaTa (nnawade / GropkeTeH NpeBo B fieBa Uiy cMeTka / 6anaHc no
cMeTKa)

e ?3asABeHM-NapameTpu — ca napameTpu, KOUTO Ce M3NOoN3BaT KaTto oMNTbp Npu UCKaHe
3a JOCTbIN A0 pecypc

e napameTpu — YykasBa cbabpxkaHue Ha aTtpubytm B JSON wmnmn XML dopmar.
KoampaHneto B XML 1S0O20022 pain.001 e camo koraTo 3asiBka ce nanckea ot AMNYOC
3a onpeneneH nnaTtexeH npoaykt. Becuukn octaHann napametpu ce onuceat B JSON
dopmar.

CtpykTypaTta 3asiska / OTroBOp MOXe Aa ce onuvLle B CNeaHUTe Kateropum

4.4.1. Path
ATpubyT, KONTO yKa3Ba B1Aa Ha pecypca

MpuMmep: https://api.testbank.com/vl/payments/sepa-credit-transfers

i

llpmMmep: https://api.testbank.com/vl/consents/consent-ID

4.4.2. Query parameter
ATpubyTn, Konto ce gobassa kbM path cnep 3Haka ,, ? “ kaTo ynpaBngaBawm pnarose Ha
npoueca unu untpupawm atpnbytn Ha metoamTe 3a goctbn Ypes GET

4.4.3. Header

ATpubytn, kogupanHm B HTTP 3arnaesmeto Ha 3asiBkata unu otroBopa (HTTP Request /
HTTP Response). [lpeacraBnasar paHHM 3a Tuna KoguvpaHe Ha WHQopmMaumara,
Noentndpukaums Ha OY, NpeHtndukauma Ha [lNonssatend, ToyeH 4yac Ha nogaBaHe Ha
3asiBKaTa, Kog Ha pesyntaT oT obpaboTka Ha 3asBkaTa.

4.4.4. Body
e 3asBka: /ickaHe 3a n3nbnHEHME Ha (PYHKUMUSA, NnocCoYeHa UNn ounTprpaHa ¢ napameTbp



e OrtroBop Ha 3agaBka: ATpmbyTn, KOUTO CbAbPXaT OTFOBOP MO ONpeaerieHn npasuna B

XML, JSON unun TekctoB dpopmar.

- B XML ¢hopmat ce npegcrtaBaT camo cbobuieHms oT Tun camt.052, camt.053,
camt.054, pain.002. CvobuieHne pain.002 ce n3rotBa caMmo ako B MbpBaTa CTbIKa
CcboOLEeHNeTo OT 3asiBkaTa € oT Tun pain.001.

- TekcTtoB hopmaT ce u3nonsea camo B Crlydan Ha TpaHCnopTupaHe Ha CbOoOLLEHNUS
MT940, MT941 n MT942

- [pwn BCu4km octaHanu cnyvam otroBopute ca JSON kogupanm

- [HoctaBka Ha pecypc ot obxBata Ha JOCTbI O CMETKA moxe aa cbabpxa v
XunepBpb3Kka 3a U3NbIIHEHWE Ha Npouec No naeHTudrKauusa nnm 4ocTsun 40 pecype
CbC 3HauYnTeneH obem oT Hopmauus.

Kogosete 3a HTTP oTtroBop, koMTO MoraT ga ce msnonasaTt B To3n XS2A uHTepdelnc, ca
noco4veHun B pasgen 14.11.

4.5. MHo20-8asilymHa cMemka

DedmHuuma: MHoro-BanyTHa CMeTKa € CbBKYMHOCT OT pasfuyHuM Nog-CMETKU, KOUTO ca
agpecupart oT eauH 1 cbly, naeHtudmkatop (kato IBAN, Hanp.). [Nog-cmeTkuTe ca 3aKOHOBO pasnnyHm
N BCUYKM Ce pasnuyasart Mo TAxHaTa BanyTta, canga v TpaHsakumn. ioeHTudurkatopsbT Ha cMeTkaTa
kaTo IBAN 3aegHO ¢ BanyTa, BUHarM yHMKanHo agpecupa nog-cMeTka Ha MHOro-BasnyTHa cMeTka.

Tasn cneumdukauunsa nogabpxka agpecupaHe Ha MHOro-BasyTHU CMETKM, KakTo Ha arpermpaHo
HWBO, Taka M Ha HMBO Nof-cMmeTka. ATpMbYTHT 3a koA BarnyTa B CbOTBETHATa CTPYKTypa OT OaHHM
"Account Reference" no3sonsBa narpaxxgaHeTo Ha CTPYKTYpU KaTo:

{"iban": "DE40100100103307118608"}
nnn

{"iban": "DE40100100103307118608",
"currency": "EUR"}

AKO OCHOBHaTa CMeTKa € MHOro-BasnyTHa CMeTKka Torasa:
e [bpPBOTO NO30BaBaHe ce OTHAcs A0 agpecupaHe kbm To3m IBAN 3a BCudkn noa-
CMETKN KbM HEro;
e BTOPOTO MNO30BaBaHe Ce OTHAcs caMo 3a NoA-CMeTKaTa BbB BaslyTa eBpo.

Tasu cneuundmkaums Ha nHTepdelica ce oTHacs 3a NOA-CMETKN Ha MHOI0O-BanyTHU CMETKU Mo
CbLLUMSA HAaYMH, KAKTO Npu OBMKHOBEHN cMeTKM. ToBa ce OTHacs KakTo 3a MHULMMpPaHe Ha nnallaHus,
Taka 1 3a ycnyrute 3a MHgopmMaums No cmeTka.

3abenexka: MpoaykTbT C MHOMO-BanyTHU CMETKU Ce U3MN0Ni3Ba Ha HAKoM nasapu B EBpona,
Hanp. B OHManH-6aHKoBUTE NPOAYKTUN Ha Benrmnckusa nasap. lNogapwbkkarta Ha Tasn PYyHKLMOHANHOCT
B nHTepdenca APl XS2A e npunoxmma camo Ha Te3u nasapu

4.6. Aemopu3auusi Kamo KpaliHa mo4kKa 8 pecypc
C HacTosiaTta Bepcus Ha TO3M JOKYMEHT Ce BbBeX4a HOBa KpalrHa TOYKa 3a aBTopusauus
Ha TpaH3akuun npun ycnyrute 3a MHUUMMpaHe Ha niallaHe n yCtaHOBABaHe Ha Cblrnacue. Ta3u
beHKLI,VIFI Cce m3nonsea B cnydyante, KOMTO N3NCKBAT aBTOpPU3aLnda OT Kpal7IHI/IFI NonsBaTten:

- W3nonsBaHe Ha 3YW c HAKOMKO HMBA, NPU KOUTO JafdeHa TpaH3aKuMs ce Hyxaae

OT paspeLlueHne oT noBeye oT eaunH NonaeaTten, Hanp. B KOPNopaTUBEH KOHTEKCT,

- [loagnuceaHe Ha rpyna TpaH3akumm ¢ egHa 3YWM aBTopm3auusi, Kakto ce npegnara B
oHnanH 6aHkupaHeTo Ha noseyeTo [AINMYOC



- [lognuceBaHe Ha rpyna TpaH3akuMm C HAKONKO HmBa Ha 3YW, korato ce uM3ucKBa
aBTOpu3auma oT noseye oT eauH NonseaTen, Hanp. B KOPNOPATUBEH KOHTEKCT.

Tasn HoBa ¢)yHKLI,VIOHaJ'IHOCT MOXe Oa Ce npunara n B npoueca Ha aBTOpPU3aLMA Ha
nHagmsuayanHn 3adBKkn, KOETO € 3HaYdunMa npomMdaHa B MOAeEsla Ha BepCudta nogabpikaHa OO0 TO3U
MOMeHT. [loceraluHaTa (byHKLl,I/IOHaJ'IHOCT 3a MHTEerpauna Ha ripoueca rno aBTopumsauund B Criydante Ha
MHUUMMPaHe Ha nriawaHna ninm yctaHoBdaBaHe Ha CblTlache BCe oue ce Nnoaabpixa.

MpouechbT Ha aBTOpPU3aLMs Ce OTAENS OT NpoLeca Ha noryyaBaHe Ha pecypcu B pesynTat
OT NOA4aBaHETO Ha 3asBKM 3a NnaLlaHe Unn ycTtaHoBsBaHe Ha cbrnacue. C apyrn Aymn npu 3asiBka 3a
MnawaHe KaTo pecypc, 3a KOeTO ce N3MCKBAT N Bpos aBTopm3aLmK, Le ce NosiBABa NnaTexeH pecypc
3a n 6pos aBTopu3aumm kato nog-pecypcu (SCA sub-resources).

"pynupaHeTo Ha HAKOSKO TpaH3aKuMu 3a eanH o6LL NpoLec Ha aBTopM3auus ce nogabpxka
KaTo KpalrHa To4ka 3a NoANMCBaHe Ha KowHuua. Toea e donbiHUMEHa (hyHKUUS KOSIMO MoXke Oa
610e npednoxeHa om AMyOC.

Ako Tasn dyHkums ce npegnara ot AMYOC, OMNMY moxe nbpBO Aa nofage AaHHW 3a
nnawaHe u cobrnacue, 6e3 ga 3anodHe paspelleHneTo. [NbpBa CTbMKa € rpynupaHe Ha CBbp3aHuTe
pecypcu 3a nnawaHe n cbrnacme B KowHuua. CrnegpsalwlaTa CTbMNKa € Ypes M3non3BaHe Ha KomaHaa
3a nognucBaHe Ha KOLWHWULM, KaTo KparHa To4yka. Taka ce cTapTupa aBTopu3aumsi Ha CbabpXKaHMETo
B KOLUHMUATA.

CnepaBallarta kapTuHa npeaocTtaBs o6l npernea Ha abcTpakTHUSA Moden npy pasnuyHn
cLieHapwuu:

Mogaen Ha JaHHKM 3a eQHOKPaTHO nralaHe Mopgen Ha gaHHKM 3a eQHOKPaTHO nnaljaHe
c egHa 3YWU aBTopusauus C Hakonko 3YW aBTopusaumm

Payment
resource

Payment
resource

Auth. sub-
resource

Auth. sub- Auth. sub-
resource 1 resource n

Mopen Ha gaHHMTe 3a yNbMIHOMOLLABAHETO Ha rpyna TpaH3akumm ¢ MHoxecTBo 3YW aBTopum3aumm

Payment resource 1

Signing-
Payment resource 2 basket

resource

Consent resource 1

Auth. sub- Auth. sub-
resource 1 resource n




3abenexka: ANMNYOC tpabea ga nogrotem nogpobHO onnucaHmne B CBOSITa AOKYMEHTaUUs 3a MeTtoaa m
orpaHu4eHuaTa npu rpynupade Ha nnawaxms. Korato npegnara yHkUMsTa 3a KOWHULA 3@ NOANKUC,
AMYOC moxe ga orpaHnym rpynupaHeTo Hanpumep:

- KbM BCUYKM BUOOBE NlallaHNs KakTo ca MHULMUpaHu (C egHa unv nosede aBtopmsaums
ce NoAnucBa KolHuuaTta OT BCUYKM HapedeHu nnawanunsa 6e3 orpaHuyenns),

- 3a MHauBMAyanHu nnawaHna (MbfHO OrpaHNUYeHne - BCSKO NallaHe e ce otopusmpa
NooTAENHO C €AVH UM HAKONKO noanuca),

- KbM eavH u cbw Bug nnawade (OMYOC rpynupa B KOWHMLA CaMO KpeauTHU
TpaHcdepu B MeCTHa BaryTa U M3UCKBA €OWH UMM HSKOMKO nognuca 3a usnarta
KOLUHMUA).

3abenexka: Ha To3u eTan ctaHgapTbT He 06XBaLla BCUYKM Bb3MOXHM CIlydaun Ha rpynvpaHe nopagu
MHOrobporiHUTE BapuaHTU U pasnuyHa CTEMEH Ha CIOXHOCT O0COGEeHO B KOpMopaTMBEH KOHTEKCT.
ChbluecTByBaT pasnuyHM NONMTMKM OTHOCHO cymMa, Bpoi Ha noanucu, pef 3a noanvMcBaHe U T.H.

OnTumMM3aumsa Ha npoueca 3a nogaBaHe Ha eQHOKPaTHMU NrawaHua

O6bwuaTt mogen, onucaH no-rope, nsuckea ot LAY ga craptvpa ABa nog-npoueca npu
WHMLMKMPAHe Ha nrallaHe, Cb3gaBaHe Ha KoWHMUa 3a NnoanncBaHe unn nogaBaHe Ha cbrnacue. Npu
nHMuMmnpaHe Ha nnawaHe Tun CENA KpeanteH npeBog ToBa 61 AoBeno 4O 3asBkKa:

POST /payments/sepa-credit-transfers {payment data}

KOATO reHepupa nnaTexHus pecypc M Bpblwa paymentld kaTto uaeHTUuKaums Ha
pecypcuTe.

Cnep ToBa 3anoyBa npoueca Ha YynbfHOMOLWABaHe, KaTo Cb3fdaBa nog-pecypc 3a
aBTOpM3aUnd CbC 3asiBKa:

POST /payments/sepa-credit-transfers/paymentid/authorisations
KaTto cneq ToBa ce Bpblia aapec Ha aBTopu3aums 3a To3u Nof-pecypc.

MpunaraHeTo Ha TOBa M3MCKBaHe 3a BCSKAa OTAESNHa aBTopu3aums 3a TpaH3akuuu, Hanp. B
nogxoga Redirect Ha 3YWN 6u yBenuuun 3HauyuTenHo 6poa Ha APl nosukBaHnuaTa. lMopagn Tasm
npuyMHa Hactosiwarta crneundukauus Bce owe nossonsasa Ha [OMNYOC ga cb3gage aBTOMaTUYHO
Heobxoaummna 6pon Ha agpecu 3a aBTopu3auma U fa gage 4ocTbn Ao Te3u nog-pecypev Ha [y, kato
BbpHE CbOTBETHUTE XMNEPBPB3KN, onucaHn B Pasgen 4.12. Pe3ynTatbT 3a cTaTyc Ha aBTopu3aumaTa
ce nony4aea crnej komaHgara:

GET /payments/sepa-credit-transfers /paymentld/authorisations/authorisationld

kbageto ANMYOC mMmnnmumTHO reHepupa pecypca 3a aBTopusaums n ngeHtudukaropa my.

4.7. OmmMsHa Ha nnawaHe Kamo kKpaliHa moYka 8 pecypc
YcnosusTa 3a ustpusaHe/otrernsHe Ha Cvrnacue 3a VIHpopmaumoHHu yenyru upes Oy
ca onuvcaHu B Olle B HavanHaTta Bepcus. YnpaBneHneTo Ha cbrinacneTo ce obpaborea mexay AMY un
Mons3eaTens v cbrnacueTo 3a 4OCTbN 40 MHAOPMAaLMOHHM yCryrn Moxe aa 6bae otaeneHo, 6e3 aa
MMa CTpaHu4yeH edpekT BbpXy U3MbIHEHNETO Ha TpaH3aKuunTe.

Ot Tasu Bepcus cneundurkauusaTa e nogabpxa OTMsHa Ha UHMUMMPAaHO NnalwaHe 4Ypes
AOrY. Tosn npouec e pasgeneH Ha ABe CTbMNKK:

1. NBTPMBAHE (DELETE) Ha cbOTBETHUSA pecypc, KOorato He ce U3nckea aBTopusaLms.

2. 3a cTapTupaHe Ha npolieca Nno aHynupaHe Ha nnaljaHe, ako ce U3UCKBa aBTopu3aums:
KomaHpa: POST payments/sepa-credit-transfers/paymentld/cancellation-authorizations



Btopata ctbnka mMoxe pga 6bae nponycHata, korato [OMNYOC He u3uckBa u3pudHa
aBTOpM3aums 3a aHynupaHe. HeobxoamMmocTTa 3a aBTopu3aunsa Ha aHynMpaHeTo ce cbobLlaBa vpes
nanpawjaHe Ha CbOTBETHU xunepBpb3kn kbm ONY, cp. Pasgen 4.12.

MooxoabT Ha aHynuMpaHe 4pe3 aBTopu3aumda LWe ce ynpaensBa 4Ype3 Moa-pecypc
paspelleHue 3a aHynupaHe Ha nnailaHe no aHanorus ¢ paspelleHnsita 3a MHMUunMpaHe Ha nnawlaHe.
NcTopuaTta Ha nanonsBaHuTe nog-pecypcurte npu paspelleHre 3a uHuuMmpaHe Ha nnawjaHe He ce
NPOMEHSAT Npe3 uenvs XU3HeH LMKbIT Ha NnawaHeTo € uen ga ce 3anasu uctopmara My oTHadarno
Aokpan. CrnegHnTe KapTUHKM NokKasBaT NPOMEHUTE Ha HUBO PeCYpC NPU MHULMUPAHO NnallaHe:

Mopen Ha gaHHMTEe 3a egHOKpaTHO nnaiwaHe Mopen Ha gaHHUTe 3a OTMsHa Ha nnauwaHe 6e3
c egHa 3YU aBTopusauus 3YW aBTOpm3auus

5:::;'::? Payment Transaction
resource resource status changed to
CANC,
resource no longer
Auth. sub- Auth. sub- addressable

resource resource

Mopen Ha gaHHMTE 3a OTMsIHa Ha NnawlaHe, koraTo ce nanckea 3YWM astopmsauus

Pavment Cancellation
re::.urce —| author. sub-
resource

Auth. sub-
resource

CboTBETHUTE opurnHasriHm nog-pecypcu 3a aBTopm3aumnda octaBat HENPOMEHEHU MNMPU
BCUYKHK CllyHan Ha OTMAHA Ha MHULUMNPAHO nialjaHe.

3a TpaH3akummu, npu KouTo € Heobxoamma MHorocteneHHa 3YW aBTopusaumsa 3a
NoTBbPXAEHME, MOXe Oa € Heobxoamma u MHorocTeneHHa 3YW aBTtopusaums 3a aHynupaHe. Ako
nonutukata Ha [AMNYOC wun3anckea eKBMBANEHTHOCT Ha paspelleHneTo, MOAENBbT 3a OTMSAHA Lie
CbAbpXa noseyve Nog-pecypcu 3a OTMsHa.

4.8. WN3uckeaHusi KbM KOHMeKcmHume 0aHHuU Ha [lon3eamen
CnegHute enemMeHTun OT AaHHM npenpawat nHdopmauus 3a NMonssarten / ANy

MHTepdenca n paswmnpsasaTt npoleaypuTe 3a ynpasneHue Ha pucka Ha ANMYOC. HactostenHo ce
npenopbyBa Te3n eNeMeHTU Ha JaHHWU da ce n3npauwat BbB BCUYKM CbObOLLEHNS 3a 3asBKa B
pPaMKuTe Ha TpaH3aKuusaTa 3a MHMUMMPAaHE Ha nnallaHe Unu 3a Cb3gaBaHe Ha cbrnacue, T.e. NoToum
¢ BkntoyeHa PSU noeHtndukaums. No-HatatbluHUTE AedUHNLMM HA NapamMeTpuTe Ha 3asBKkaTa B
CbOTBETHUTE CEKUUN HE NOBTAPAT AedUHULMATA HA Te3M eNleMeHTH ¢ Len no-godpa 4eTumocT.
EOMHCTBEHOTO U3KIIOYEHWE e, KOraTo YCroBUS, PasnuUyHn OT ,He3agbIDKUTENHU, ce npunaraT 3a




KOHKpPETHU cbobLleHns 3a 3asBka, Hanp. 3a I[P agpeca Ha PSU. [NoBeye nogpobHoCTU ca

npenoctaBeHun B npernega Ha gaHHuTe B Pasgen 5.2 nnn Pasgen 6.2.

Attribute

Format

Condition

Description

PSU-IP-Address

String

Optional

The forwarded IP Address
header field consists of the
corresponding HTTP
request IP Address field
between PSU and TPP.

PSU-IP-Port

String

Optional

The forwarded IP Port
header field consists of the
corresponding HTTP
request IP Port field
between PSU and TPP, if
available.

PSU-Accept

String

Optional

The forwarded IP Accept
header fields consist of the
corresponding HTTP
request Accept header
fields between PSU and
TPP, if available.

PSU-Accept-Charset

String

Optional

see above

PSU-Accept-Encoding

String

Optional

see above

PSU-Accept-Language

String

Optional

see above

PSU-User-Agent

String

Optional

The forwarded Agent
header field of the HTTP
request between PSU and
TPP, if available.

PSU-Http-Method

String

Optional

HTTP method used at the
PSU — TPP interface, if
available.
Valid values are:

e GET

e POST

e PUT

e PATCH

e DELETE

PSU-Device-ID

String

Optional

UUID (Universally Unique
Identifier) for a device,
which is used by the PSU,
if available.

UUID identifies either a
device or a device
dependant application
installation. In case of an
installation identification
this ID need to be unaltered
until removal from device.

PSU-Geo-Location

Geo Location

Optional

The forwarded Geo
Location of the
corresponding HTTP
request between PSU and
TPP if available.

3abenexka: MHdbopmauus 3a MNMonssarten / Y nHTepdenca moxe ga ce nsnonssa ot AMNYOC kato
BXOLHW OaHHU 32 CUCTEMUTE 3a OTKPMBAHE Ha M3MaMu U 3a ynpaBrieHne Ha pucka cu. Hakoum
AMYOC m3nonseat Tasu MHpopMauna 1 3a ga U3KMYaT HAKOM MeTo4M 3a y4OCToBepsiBaHe
(Hanpumep Hskom AMNMYOC He nosBonsasaT nonyyaBaHe Ha OTP 4ype3 SMS Ha cbLuma cMapTgOoH,
N3non3BaH 1 3a camarta TpaHsakuus). B gonbnHenune, ONMYOC moxe ga ce Hanoxu ga nonyyasa
KOHKpeTHa MHdopMaums, CBbp3aHa C yCTPOMCTBOTO, 3a Aa MOXe Aa noaabpKa onTuMmnanpaHa
npouenypa 3a npeHacoyBaHe Ha npunoxeHne-kbM-npunoxeHue 3a TPP. Nopagu T1e3n npuymHn
curHo ce npenopbyBa TPP ga BkntoyBa usanarta tasu nHpopmaums B CbOTBETHUTE CbOOLLIEHUS 3a
3asBeka. Jlunceawarta nHpopmaumsa moxe ga noseae 4o OUeHKa Ha NOTPebUTeNCcKoTo yCTPONCTBO



KaTo HEMpUIOXUMO 3a MeTOAa 3a y4OCTOBEPSBAHE UK A0 Knacudukaums Ha Tekyllata TpaH3akuns
KaTo ,TpaHCaKLMsi C NO-BUCOK PUCK®, HAnp. nopaam atakn cBbp3aHu CbC cecusita. Mo To3n HaumH
BEPOSATHOCTTA 3a OTXBbpPJSIsIHE HA Ta3u TpaH3akuMsa nopagm pesyntart OT OTKpMBaHE Ha namamu u /
UNun ynpasneHne Ha pucka moxe fa obae ysenuyena, Bx. [XS2A-SecB] 3a nogpo6HocTHW.

4.9. MHN3uckeaHus 3a udeHmudpukayus Ha My

[PSD2] 3agbmkaBa ngeHtuduumpaHeto Ha Y ga e upes elDAS ceptudukartn,
cBbp3aHu ¢ PSD2. CneundunyHnte cepTudmkaTti, KOUTO LLie ce n3nonseaT B KOHTeKCcTa Ha PSD2, ca
nocoyenu B [ETSI PSD2]. Nauckesanusata, gecdovHmnpann B [XS2A-OR], nauckeat Ha AMY
noeHTndukaums ypes QWAC un / unn QSEAL cepTtudmkart, nanonssax ot ANY.

AOMY e ot6enasaH B elDAS ceptudumkata cbe 3akoHHOTO cu ume. U Bce nak ANMY moxe ga
n3nonssa TbProBCKM HaMMeHOBaHUA (Mapk1) kbM NonssaTens, KOUTO CUNHO ce pasnuyasaT OT
3aKOHHOTO MYy MMe. 1o To3M HaumMH Moxe Ada e oT nonaa 3a ANy, ako [iNYOC e B cbCcTOAHNE Aa
N3nonssa CblUUTE TbProBCKM HanMmeHoBaHus Ha [ITY crnpsmo [NonssaTens BbB BCUYKM CBbP3aHN C
MonaBaTtens npouecu kato SCA. KOHKpeTHM HaMMEHOBaHUA Ha TbproBckaTa mapkarta Ha [I1Y morat
Aa 6baaT BbBeJeHM B NOMETOo 3a cepTuduKkaT Ha opraHu3auuoHHaTa eanHnua (MapkmpaHo ¢ eTukeT
,OU“). AMYOC moxe ga nrHopupa 3anucu B ToBa none.

MosicHeHue: 3non3saHeTo Ha noneto OU Ha cepTudmkat ot AlMY we aoseae 4o n3nons3BaHeTo
Ha HAKONKO cepTudumkarta, ako [y Bb3HamepsiBa Aa 13nona3ea pasfmyHn TbProBCKM Mapku npu
paboTaTa cu.

3abenexka: VanonsegaHeTo Ha noee4ye OT eauH ceptudumkaT ot AMY, Hanp. nopagu pasnuyHn
3anucu B OU He 03HayaBa, Ye yrnpaBrieHMeTOo Ha CbINacueTo TpeTupa Tesn pasnmyHn ceptudnkaTm
KaTo pasnuyHu eguHuum. Mo nogpasbupaHe 3aKOHHUAT COBCTBEHMK Ha cepTuduKaTa € KOHTpareHT
3a ynpaBrieHne Ha JoCTbNna Ype3 cbrnacue, a He TbproBckata Mapka, LumMtmupaHa B noneto Ha OU.

4.10. HN3uckeaHusi kbm URIs Ha Oy
AOrY moxe ga npegoctasu Hakonko URI Ha OMNMYOC kaTto napameTpu 3a criegsawim
CTBMNKM Ha NpoToKona Ha B3ammogencTtene. OT cbobpakeHns 3a cUrypHocT TpsibBa aa ce rapaHTupa,
ye Te3n URI ca 3awmteHn ot eIDAS QWAC Ha 1Y, nanonseaH 3a ngeHtuduuymparHe Ha Ary.
Mpwunara ce cnegHoTo:

URI, kouto ce npegoctasat ot [MY B TPP-Redirect-URI nnn TPP-Nok-Redirect-URI,
TpsibBa Aa cboTBETCTBAT Ha AoMeNnHa, 3awmTeH oT elDAS QWAC cepTtudukarta Ha [I[TY B noneto
CN unu SubjectAltName Ha cepTudmkaTta. Mons, o6bpHETE BHUMMaHME, Ye B criydyan Ha example-
TPP.com kaTo BbBexaaHe Ha ceptudukaTt TPP-Redirect-URI kaTto

e www.example-TPP.com/xs2a-client/v1/ASPSPidentifcation/mytransaction-id nnm

e redirections.example-TPP.com/xs2a-client/v1/ASPSPidentifcation/mytransaction-id
Onxa 6unm cbBMECTUMMN.
HdedunHnummnte cbec 3amecTBaLLM CMMBONW ce B3emaT npeasua Npy NPOBEPKUTE 3a CbOTBETCTBUE OT
AOrnyocC.
NMosicHeHue 3a B 6baewe: AMNMYOC B 6baeLle moraT ga OTXBbPAsAT 3asa9BKUTE, ako NpeaoCTaBeHNTe
URI agpecun He oTroBapAT. ToBa BCe oLle He e BanuaHO 3a TeKyllaTa Bepcus Ha cneuudukayusaTa.
MosicHeHue 3a B 6baelle: [NMopagn NpUYnHKU 3a MUrpauus, Tasu cneundukaums gaBa MaHaaTt Ha
AOMY pa nogobpxa TPP-Redirect-URI, nanonssaH BbB BCUYKM NPOLECU Ha pa3peLLaBaHe 3a
KOHKpETHa TpaH3akKuus No BPpEME Ha XU3HEHUS LUMKbI Ha Tasn TpaH3akuus. ToBa Moxe ga 6bae
npemMaxHaTo B crnejBaljaTta Bepcus Ha cneumdmkaumara.
MosicHeHue 3a B 6bAaewe: OrpaHnyerHnarta 3a URI we ce npunarat 3a URI Ha AIY, nanon3saHu B
6baewwm push yenyrm Ha AMYOC.



4.11. Memodu Ha docmbn Ype3 APl (APl Access Methods)

CnepgawumTe Tabnuum cbabpxaTt oduw nperne Ha metoguTe 3a goctbn no HTTP,
nogabpXKaHu OT KpanHUTE TOYKM Ha NPUNOXHUA nporpameH nHtepgenc (API), n ot pecypcu,

cb3gageHu ypes To3um APL.

MpunoxHuat MNporpamen VHTepdenc (API) nsrotsen ot [1Y Tpsibea ga nogavpxa
CTaHOapTHUTE MeToaM 3a AOoCTbN cbrnacHo HTTP npoTokona.

MeTtog POST — 3a cb3gaBaHe Ha pecypc. (MHuummnpaHe Ha nnawaHe; lNpegocrassHe Ha

cbrnacue)

MeTtog PUT - B cnyyau 3a ycTaHOBsIBaHe Ha MAEHTUYHOCT Ha Non3BaTtens npu Metos,

Embedded

MeTtog GET — 3a nony4yaBsaHe Ha nHgopmaums, cebp3ana ¢ ycnyra JOCT bl 4O
CMETKA. MNMpumepHO Npu nckaHe 3a pesyntaT OT 3asiBKa U UCKaHe 3a cTaTyc Ha nnaliaHe.
Meton DELETE — 3a ustpmBaHe Ha gaHHM nNo KOHKpeTHO cbrnacue 3a JOCTbI1 O

CMETKA.

OcBeH TOBa e gednHMpaHoO Aanu Tasm NnoaapbXkka Ha MeToaa € 3aabiKUTenHa unu
onumoHanHa 3a ANMYOC no tasun cneundukaums.

Cnepga Tabnuua c MeToaMTe Ha JOCTbN M yNpaBrieHne Ha KOHKPETHN pecypcu

4.11.1. KpalHu moyku 3a PasnnawaHus

Endpoints/Resources Method | Condition Description

payments/{payment-product} POST | Mandatory | Create a payment initiation resource addressable
under {paymentld} with all data relevant for the
corresponding payment product. This is the first
step in the API to initiate the related payment.
Section 5.3.1 and 5.3.2

payments/{payment- GET Mandatory | Read the details of an initiated payment.

product}/{paymentld} Section 5.5

payments/{payment- GET Mandatory | Read the transaction status of the payment.

product}/{paymentld}/status Section 5.4

bulk-payments/{payment-product} POST Optional | Create a bulk payment initiation resource
addressable under {paymentld} with all data
relevant for the corresponding payment product.
This is the first step in the API to initiate the
related bulk payment. Section 5.3.3

bulk-payments/{payment- GET Mandatory | Read the details of an initiated bulk payment.

product}/{paymentlid} Section 5.5

bulk-payments/{payment- GET Mandatory | Read the transaction status of the bulk payment.

product}/{paymentld}/status Section 5.4

periodic-payments/{payment- POST Optional |Create a standing order initiation resource for

product} recurrent i.e. periodic payments addressable
under {paymentld} with all data relevant for the
corresponding payment product and the
execution of the standing order. This is the first
step in the API to initiate the related
recurring/periodic payment. Section 5.3.4

periodic-payments/{payment- GET Mandatory | Read the details of an initiated standing order for

product}/{paymentld} recurring/periodic payments. Section 5.4

periodic-payments/{payment- GET Mandatory | Read the transaction status of the standing order

product}/{paymentld} /status for recurring/periodic payments. Section 5.4

{payment-service}/{payment- POST | Mandatory | Create an authorization sub-resource and start

product}/{paymentld}/authorisations

the authorization process, might in addition
transmit authentication and authorization related




data. This method is iterated n times for a n times
SCA authorization in a corporate context, each
creating an own authorization sub-endpoint for
the corresponding PSU authorizing the
transaction.

The ASPSP might make the usage of this access
method unnecessary in case of only one SCA
process needed, since the related authorization
resource might be automatically created by the
ASPSP after the submission of the payment data
with the first POST payments/{payment-product}
call. Section 7.1

{payment-service}/{payment- GET Mandatory | Read a list of all authorization sub-resources Ids
product}/{paymentld}/authorisations which have been created. Section 7.4
{payment-service}/{payment- PUT Mandatory | Update data on the authorization resource if
product}/{paymentld}/authorisations/ for needed. It may authorize a payment within the
{authorisationld} Embedded | Embedded SCA Approach where needed.
SCA Independently from the SCA Approach it supports
Approach, |e.g. the selection of the authentication method
Conditional | and a non-SCA PSU authentication.
for other |Section 7.2 and Section 7.3
approaches
{payment-service}/{payment- GET Mandatory | Read the SCA status of the authorization.
product}/{paymentld}/authorisations/ Section 7.5
{authorisationld}
{payment-service}/{payment- DELETE | Optional |Cancelsthe addressed payment with resource
product}/{paymentld} identification paymentld if applicable to the
payment-service, payment-product and received
in product related timelines (e.g. before end of
business day for scheduled payments of the last
business day before the scheduled execution
day).
The response to this DELETE command will tell
the TPP whether the
- access method was rejected
- access method was successful, or
- access method is generally applicable, but
further authorization processes are needed.
{payment-service}/{payment- POST Optional | Starts the authorization of the cancellation of the
product}/{paymentid}/cancellation- addressed payment with resource identification
authorisations paymentld if mandated by the ASPSP (i.e. the
DELETE access method is not sufficient) and if
applicable to the payment-service, and received
in product related timelines (e.g. before end of
business day for scheduled payments of the last
business day before the scheduled execution
day). Section 7.1
{payment-service}{payment- GET Optional | Retrieve a list of all created cancellation
product}/{paymentid}/cancellation- authorization sub-resources. If the POST
authorisations command on this endpoint is supported, then
also this GET method needs to be supported.
Section 5.7
{payment-service}/{payment- PUT Mandatory | Update data on the cancellation authorization
product}/{paymentld}/cancellation- for resource if needed. It may authorize a
authorisations/{authorisationld} Embedded | cancellation of the payment within the Embedded
SCA SCA Approach where needed.
Approach,

Conditional




for other
approaches

e.g. the selection of the authentication method
and a non-SCA PSU authentication.
Section 7.2 and Section 7.3

Independently from the SCA Approach it supports

{payment-service}/{payment-

product}/{paymentld}/cancelation-

authorisations/{authorisationld}

GET

Mandatory

authorization.
Section 7.5

Read the SCA status of the cancellation

4.11.2.

KpaltiHu moyku 3a UHobopmauus no cmMmemka

Endpoints/Resources

Method

Condition

Description

accounts

GET

Mandatory

Read all identifiers of the accounts, to which an
account access has been granted to through the
/consents endpoint by the PSU. In addition, relevant
information about the accounts and hyperlinks to
corresponding account information resources are
provided if a related consent has been already
granted.

- Remark: Note that the /consents endpoint
optionally offers to grant an access on all
available payment accounts of a PSU. In this case,
this endpoint will deliver the information about
all available payment accounts of the PSU at this
ASPSP.

Section 6.6.1

accounts/?withBalance

GET

Optional

Read the identifiers of the available payment
account together with booking balance information,
depending on the consent granted. Section 6.6.1

accounts/{account-id}

GET

Mandatory

Give detailed information about the addressed
account. Section 6.6.2

accounts/{account-id}
/?withBalance

GET

Optional

Give detailed information about the addressed
account together with balance information. Section
6.6.2

accounts/{account-id}/balances

GET

Mandatory

Give detailed balance information about the
addressed account. Section 6.6.3

accounts/{account-Id}
/transactions

GET

Mandatory

Read transaction reports or transaction lists of a
given account, depending on the steering parameter
"bookingStatus"

For a given account, additional parameters are e.g.
the attributes “dateFrom” and “dateTo”. The ASPSP
might add balance information, if transaction lists
without balances are not supported. Section 6.6.4

accounts/{account-id}
/transactions/?withBalance

GET

Optional

Read transaction reports or transaction lists of a
given account, depending on the steering parameter
"bookingStatus" together with balances.

Section 6.6.4

accounts/{account-id}
/transactions/{transaction-id}

GET

Optional

Read transaction details of an addressed transaction.
Section 6.6.5

3abenexka: VimanTte npeasua, vye napametpute {account-id} morat ga 6vaat mapkupanu ot ANMyOC
Taka, Yye peanHute Homepa Ha cmeTkun, kaTo IBAN mnnmn PAN, ga He ca yacT ot gedoumHnummnte Ha API
3a uenuTe Ha 3awmTaTta Ha gaHHuTe. Tasum TokbHM3auma ce ynpasngasa ot [AMYOC.

4.11.3.

KpaliHa moyka 3a kapmoga cMemeka




Tasn kpanHa Touyka gocTaBda MHopmauns 3a cMeTKaTa, CBbp3aHa C KpeauTHa KapTa, KbAeTo
cMeTKaTa ce M3Mos3Ba 3a CbrfacyBaHe Ha TpaH3aKuuuTe C KpeauTHU KapTu Ha [Mon3saTtens. Tasm
KpalHa To4Ka He e NPSAKO CBbp3aHa C KpeaAUTHUTE KapTW KaTo TakMBa, a ¢ ouHaHcoBaTa CMeTKa 3ag
CbOTBETHUTE KapTHW.

Endpoints/Resources Method Condition Description

card-accounts GET Optional Read all identifiers of the card accounts, to which an
account access has been granted to through the
/consents endpoint by the PSU. In addition, relevant
information about the card accounts and hyperlinks
to corresponding account information resources are
provided if a related consent has been already
granted. Section 6.7.1

card-accounts/{account-id} GET Optional Give detailed information about the addressed card
account. Section 6.7.2

card-accounts/{account- GET Optional Give detailed balance information about the

id}/balances addressed card account. Section 6.7.3

card-accounts/{account- GET Mandatory Read transaction reports or transaction lists related

id}/transactions to a given card account For a given card account,

additional parameters are e.g. the attributes
"dateFrom" and "dateTo". Section 6.7.4

3a6enexka: Vimante npeasug, 4ye napametpute {card-account-id} moraTt ga 6b4aT MapknpaHu ot
AOMYOC Taka, 4ye peanHuTe Homepa Ha cmeTku, kato IBAN unm PAN, oa He ca 4yacT oT gepuHuymmTe
Ha API 3a uenuTte Ha 3awmTaTa Ha gaHHuUTe. Tasn TokeHnsauus ce ynpaenssa ot AMYOC

4.11.4. KpatiHa mo4Yka 3a cbenacue
Endpoints/Resources Method Condition Description
consents POST Mandatory Create a consent resource, defining access rights to

dedicated accounts of a given PSU-ID. These
accounts are addressed explicitly in the method as
parameters as a core function. Section 6.4.1
consents POST Optional As an option, an ASPSP might optionally accept a
specific access right on the access on all psd2
related services for all available accounts.
As another option an ASPSP might optionally also
accept a command, where only access rights are
inserted without mentioning the addressed
account. The relation to accounts is then handled
afterwards between PSU and ASPSP. This option is
supported only within the Decoupled, OAuth2 or
Re-direct SCA Approach.
As a last option, an ASPSP might in addition accept
a command with access rights

e to see the list of available payment

accounts or
e to see the list of available payment
accounts with balances.

Section 6.4.1
consents/{consentld} GET Mandatory Reads the exact definition of the given consent
resource {consentld} including the validity status.
Section 6.4.3
consents/{consentld} DELETE Mandatory Delete the addressed consent. Section 6.5




consents/{consentld}/status GET Mandatory Read the authentication status of the addressed
consent resource. Section 6.4.2
consents/{consentld} POST Mandatory Create an authorization sub-resource and start the
/authorisations authorization process, might in addition transmit
authentication and authorization related data.
The ASPSP might make the usage of this access
method unnecessary, since the related
authorization resource will be automatically created
by the ASPSP after the submission of the consent
data with the first POST consents call. Section 7.1
consents/{consentld}/authorisation GET Mandatory Read a list of all authorisation sub-resources IDs
3 which have been created.
Section 7.4
consents/{consentld} PUT Mandatory for |Update data on the authorization resource if
/authorisations/{authorisationld} Embedded SCA | needed. It may authorize a consent within the
Approach, Embedded SCA Approach where needed.
conditional for |Independently from the SCA Approach it supports
other SCA e.g. the selection of the authentication method and
approaches a non-SCA PSU authentication.
Section 7.2 and Section 7.3
consents/{consentld} GET Mandatory Read the SCA status of the authorization.
/authorisations/{authorisationld} Section 7.5

4.11.5.

KpatiHa moyka 3a cbenacue 3a [lomebpx0eHue Ha HasluyYHOCm Ha

cpedcmaea rno cMemeka

Endpoints/Resources

Metho
d

Condition

Description

consents/confirmation-of-funds

POST

Optional

Create a consent resource to register a TPP
for the confirmation of funds service for a
given account by a PSU for a given PSU ID.
Section 10.2

consents/confirmation-of-funds/{consentld}

GET

Mandatory

Reads the exact definition of the given
consent resource {consentld} including the
validity status.

Section

DELETE

Mandatory

Terminate the addressed consent.
Section

consents/confirmation-of-
funds/{consentld}/status

GET

Mandatory

Read the consent status of the addressed
consent resource.
Section

consents/confirmation-of-
funds/{consentld}/authorisations

POST

Mandatory

Create an authorisation sub-resource and
start the authorisation process, might in
addition transmit authentication and
authorisation related data.

The ASPSP might make the usage of this
access method unnecessary, since the
related authorisation resource will be
automatically created by the ASPSP after the
submission of the consent data with the first
POST consents call.

Cp. [XS2A-IG]

consents/confirmation-of-
funds/{consentld}/authorisations/{authorisatio
nid}

PUT

Mandatory
for Embedded
SCA
Approach,
Conditional

Update data on the authorisation resource if
needed. It may authorise a consent within
the Embedded SCA Approach where
needed.




for other
approaches

Independently from the SCA Approach it
supports e.g. the selection of the
authentication method and a non-SCA PSU
authentication.

Cp. [XS2A-IG]

consents/confirmation-of-

nid}

funds/{consentld}/authorisations/{authorisatio

GET

Mandatory

Read the SCA status of the authorisation.
Cp. [XS2A-IG]

4.11.6.

KpatiHa moyka 3a noornuceaHe Ha KowHuua

Endpoints/Resources

Method

Condition

Description

signing-baskets

POST

Optional

Create a signing basket resource for authorizing
several transactions with one SCA method. The
resource identifications of these transactions are
contained in the payload of this access method.
Section 8.1

signing-baskets/{basketld}

GET

Optional

Retrieve the signing basket content. Section 8.2

signing-baskets/{basketld}/status

GET

Optional

By ERRATA 07.02.2019

signing-baskets/{basketld}

DELETE

Mandatory

Delete the signing basket structure as long as no
authorization has yet been applied. The underlying
transactions are not affected by this deletion.
Section 8.4

signing-baskets/{basketld}
/authorisations

POST

Mandatory

Create an authorization sub-resource and start the
authorization process, might in addition transmit
authentication and authorization related data.

The ASPSP might make the usage of this access
method unnecessary, since the related authorization
resource will be automatically created by the ASPSP
after the submission of the basket data with the first
POST consents call. Section 7.1

signing-baskets/{basketld}
/authorisations/{authorisationld}

PUT

Mandatory for
Embedded SCA
Approach,
conditional for
other SCA
approaches

Update data on the authorization resource if needed.
It may authorize all transactions in the addressed
signing basket within the Embedded SCA Approach
where needed.

Independently from the SCA Approach it supports
e.g. the selection of the authentication method and a
non-SCA PSU authentication.

Section 7.2 and Section 7.3

signing-baskets/{basketld}
/authorisations/{authorisationld}

GET

Mandatory

Read the SCA status of the authorization.
Section 7.5

4.11.7. KpatiHa moYka 3a nomebp)x0eHuUe Ha Haau4Hocm 1o cMemka
Endpoints/Resources Method Condition Description
funds-confirmations POST Mandatory Checks whether a specific amount is available at

point of time of the request on an account linked to a
given tuple card issuer(TPP)/card number, or
addressed by IBAN and TPP respectively.

Section 10.2

3abenexka: Metoante PUT HTTP morat ga 6baat agantupanm kbM TexHudecknte PATCH
MeToau B Obaella Bepcus Ha cneuudukaumsata. CbOTBETHOTO peLLEHME e ce 0TPasn B HacTosALWmMTE
nasapHu npakTukn n padotarta no ISO TC68 / SC9 / WG2 3a duHaHcosuTe API ycnyrn.



4.12. HTTP Response Codes and Additional Error Information

Tpabsa ga ce npaBu pasnuka mexagy oTroBopute Ha HMBO HTTP u oTroBopute Ha HMBO
Response Body. KoabT 3a otroBop Ha HMBO HTTP npoTtokosn, cbobuiaBa 3a yCneLwHo nnm HeycnewHo
npuemaHe Ha 3agBka ot [IY. CtaTyCcbT Ha MCKaHETO 3a nnawaHe unu cbrnacme obUKHOBEHO ce
BpbLua kato HTTP kog 200 (ycnewuHa) He3aBUCMMO fanu AeACTBUTENHOTO nnaLlaHe oT cbobLieHneTo
UNN CbrnacmeTo € ycrnewHo 3aBbplieHo unm He. KogoseTe 3a otroBop Ha HTTP 4XX Tpabea aa ce
AaBaT camo ako HacTosiwaTa 3asBka He Moxe fa 6bae u3nbriHeHa.

Ha HnBo Response Body ce npegocrtaBaT OTroBopu, CBbP3aHU C YCNELHOTO U3MbIIHEHWE
UnNu gocTaBka Ha pecypca.

Cnepga Tabnuua c kogoBeTe u oTroBopute Ha HMBO HTTP:

Status code

Description

200 OK

PUT, GET Response Codes

This return code is permitted when the request is repeated due to a time-out. The
response in that might be either a 200 or 201 code depending on the ASPSP
implementation.

The POST for a Funds request will also return 200 since it does not create a new
resource.

DELETE Response Code where a payment resource has been cancelled successfully and
no further cancellation authorization is required.

201 Created

POST Response code where Payment Initiation or Consent Request was correctly
performed.

202 Accepted

DELETE response code, where a payment resource can be cancelled in general, but
where a cancellation authorization is needed in addition.

204 No Content

DELETE Response code where a consent resource was successfully deleted. The code
indicates that the request was performed, but no content is returned.

400 Bad Request

Validation error occurred. This code will cover malformed syntax in request or incorrect
data in payload.

401 Unauthorized

The TPP or the PSU is not correctly authorized to perform the request. Retry the request
with correct authentication information.

403 Forbidden

Returned if the resource that was referenced in the path exists but cannot be accessed
by the TPP or the PSU. This code should only be used for non-sensitive id references as it
will reveal that the resource exists even though it cannot be accessed.

404 Not found

Returned if the resource that was referenced in the path does not exist or cannot be
referenced by the TPP or the PSU.

When in doubt if a specific id in the path is sensitive or not, use http code 404 instead of
403.

405 Method Not Allowed

This code is only sent when the http method (PUT, POST, DELETE, GET etc) is not
supported on a specific endpoint. It has nothing to do with the consent, payment or
account information data model. DELETE Response code in case of cancellation of a
payment initiation, where the payment initiation cannot be cancelled due to legal or
other operational reasons

406 Not Acceptable

The ASPSP cannot generate the content that the TPP specified in the Accept header.

408 Request Timeout

The sever is still working correctly, but an individual request has timed out.

409 Conflict

The request could not be completed due to a conflict with the current state of the target
resource.

415 Unsupported Media
Type

The TPP has supplied a media type which the ASPSP does not support.

429 Too Many Requests

The TPP has exceeded the number of requests allowed by the consent or by the RTS.

500 Internal Server Error

Internal server error occurred.

503 Service Unavailable

The ASPSP server is currently unavailable. Generally, this is a temporary state.




4.13. HonwbnaHumesHa uHgopmMauusi 3a 2pelku

Ako e Heobxogumo, ANMYOC moxe ga cbobwm Ha [Y gonbnHutTenHa nHdopmaums 3a rpeLuxka
B Anarora “3asiBka / OTroBop” B pe3ynTaT Ha KOWTO ce noryvasat kogoseTe 3a otroBop HTTP 4xx unu
5xx. Tasn cneundukauua npegnara gee Bb3MOXHocTM 3a [NMYOC - ga npegasaT camo OCHOBHaTta
UM OCHOBHAaTa 3aefHo C AonbfiHMTENHaTa nHgopmaums 3a rpewkn. ANMYOC moxe aa nsbepe egHo
OT pelwleHusaTa. MmanTte npensua, 4e ONbAHUTENHATA MHOPMAaLNA 3a rpeLlka e AeTaunHUAT KoA 3a
rpewka, kouto oborataBa MHpopMaumaTa Ha OCHOBHMS Tun "Koa Ha cbobuleHneTo", KakTto e
nedvHnpaH B pasgen 14.11.

B cnyyanTte, korato HAMa gedouHMpaH OCHOBEH KOJ, 3a rpeluka B otroBopa rno HTTP response
code B Pasgen 14.11, He MOXe Aa ce usnonssa v AonbIHUTENHA MHOPMaUKs 3a rpeLuka.

4.13.1. CneuugbuyHa donbrHuUmenHa uHgpopmauus 3a epewku rno NextGenPSD?2

Cneundukaumata no NextGenPSD2 npeanara cobGCTBEH HauvMH 3a TpaHCNOPTUPAHE Ha
ponbrHUTENHa WHpopmauusa 3a rpewkn. B Hes, ponbnHUTenHata WHgopmauus 3a rpewka ce
nanpawa go ArY c nomowita Ha enemeHT oT gaHHu tppMessagelnformation n atpmbyT “category” cbe
ctonHocT "ERROR". ATpubyTbT "code" nokassa rpewlkarta, cp. Pasgen 14.11 n, ako e npunoxmmo,
NbTHA HA eNeMeHTa Ha CboOLLIEHNETO 3a 3asiBKa, KOMTO NPOBOKMpPa ToBa CbobLyeHune 3a rpewka. OcBeH
TOBa ce npeanara nose B CBOOOAEH TEKCT, 3a ONMCaHMe Ha rpeLukaTa unu gencteusaTta, kouto Tpsbea
Aa 6baat npegnpuetun ot ANY.

To3un enemeHT Ha rpeluka Moxe ga 6bae BrpageH BbB BCUYKM CbobLLEHUA Ha 6a3aTa Ha
JSON ot uHTtepderica Joctbn go cmeTka. Ako kbm [IMY 6bae nanparteHa nHgpopmMauma 3a rpeLlka,
CbCTOSIHMETO Ha TpaH3akumsTa BuHarm € "OTxBbpreHa".

Mpumep 1: (Access token not correct)

{"tppMessages": [ {
"category": "ERROR",
"code": "TOKEN INVALID",
"text": "additional text information of the ASPSP up to 512
characters"

bl

B ponbnHeHne cbobLieHMeTo 3a OTroBOp MOXe Aa CbAabpxa cekuusa _links, cbabpxalia
XvnepBpb3ka, 3a ga cbobwm Ha OIY cneppawiarta cTbhka, ¢ Uen aa u3berHe cnefBalln rpeLuku.
Pasgen 4.12. ToBa ce oTHacsa 0cobeHo 3a criyyanTe Ha rpeLlukn nNpyv aBTeHTUKaums Ha onseaTens,
Korato MOXe [a ce HaroXu NoBTOPHO BbBeXJaHe Ha AaHHUTe 3a aBTopu3auna vpes AMY.

Mpumep 2: (Password incorrect)

{"tppMessages": [{
"category": "ERROR",
"code": "PSU CREDENTIALS INVALID",
"text": "additional text information of the ASPSP up to 512 characters"
Y1

" links":



{"updatePsuAuthentication":{"href":"/vl/payments/sepa-credit-
transfers/1234-wertig-983/authorisations/123auth456"}
}

4.13.2. CmaHdlapmu3upaHa donb/iHUMersiHa UHgopMauus 3a epewku
B [REC7807] e onncaHo ctaHaapTHO onpeeneHne Ha nHdgopmauusaTa 3a rpewku. MNo-gony ca
AedUHUpaHM M3MUCKBaHUS 3a ToBa Kak [a ce M3Mon3Ba Tasun CTaHgapTusvpaHa uvHgopmauus 3a
rpewKkn B KOHTeKCTa Ha nHTepdenca NextGenPSD2 XS2A.

Response Code
OTroeopuTe 3a rpeLky Ha HMBO HT TP oT TvnoBse 4xx unn 5xx ca aeuHupanm B pasgen 4.9.

Response Header

Attribute Type Condition Description

Content-Type String Mandatory The string application/problem + json is used

Response Body

Attribute Type Condition Description

type Max70Text Mandatory A URI reference [RFC3986] that identifies the problem
type.

Remark For Future: These URI will be provided by
NextGenPSD2 in future.

title Max70Text Optional Short human readable description of error type. Could be
in local language. To be provided by ASPSPs.
detail Max500Text Optional Detailed human readable text specific to this instance of

the error. XPath might be used to point to the issue
generating the error in addition.

Remark for Future: In future, a dedicated field might be
introduced for the XPath.

code Message Code Mandatory Message code to explain the nature of the underlying
error.
additionalErrors Array of Error Optional Might be used if more than one error is to be
Information communicated
_links Links Optional Should refer to next steps if the problem can be resolved

e.g. for re-submission of credentials.

Mpumep:

HTTP/1.1 401 Unauthorized

Content-Type: application/problem+json

Content-Language: en

{

"type": "https://berlingroup.com/error-codes/TOKEN_INVALID",

"title": " The OAuth2 token is associated to the TPP but is not valid for the addressed service/resource.",

"detail": " additional text information of the ASPSP up to 512 characters ",

"code": "TOKEN_INVALID",

"additionalErrors": [ {
"title": "The PSU-Corporate-ID cannot be matched by the addressed ASPSP.",
"detail": "additional text information of the ASPSP up to 512 characters”,


https://tools.ietf.org/html/rfc7807

“code": "CORPORATE_ID_INVALID"
bl

"_links": { }

}

4.14. UHpopmayusi 3a cmamyc

4.14.1. UHbopmayusi 3a cmamyc rpu ycryaa 3a UHUUUUpaHe Ha rnnaujaHe

Cuctemunte ot Tuna backend Ha [AMNYOC 3a nnawaHusa, noggbpxaT cTatyca Ha
TpaH3akumaTa, KonTo e geuHupan B ctaHaapt 1ISO20022 v ce pasrnexga B Tasu cneymdukayms kato
enemMeHT oT gaHHu "transactionStatus". [MYOC we gocraesa T03n cTaTyc BbB BCUYKM CbOOLLEHMSA 3a
OTroBOp cnep kaTo e 6un cb3gageH pecypc 3a UHULMMPAHE Ha MiallaHe U ako CbOTBETHOTO 3asiBEHO
cbobLLEeHNe e npaBUTHO bopmaTMpaHO N HAMa Apyra Texka rpeluka npu obpaboTkara.

CtaTyCcbT Ha TpaH3akuusaTa Npyv MHULUMWPaHE Ha nnawaHe ce NPOMEHs1 Mo BpeMe Ha
npoueca Ha UHULMMpaHe, B 3aBMCUMOCT OT pesynTtaTta npu noL-CTbMKN KaTo NPOBEPKM Ha hopmaTu,
npoBepkn Ha SCA, NpoBEPKN HA CMETKAa, CBbP3aHM CbC CblnacueTo unm ceoboaHaTa HanUYHOCT, Unn
B 3aBMCMMOCT OT Ha4yanoTo Ha NpouecuTe 3a NOLAroTOBKa Ha AEHS.

B kpasi Ha nnaTexHusa npouec CbCTOSTHMETO Ha TpaH3akuuaTa B nogcncrtemata Ha AMYOC
e "RJCT", KoeTo O3HavaBa "OTXBBbpreHo" nnu "ACSC", KOEeTO O3HavaBa
"AcceptedSettlementCompleted". B 3aBucumocT oT npoueca Ha ocyeTtoBoasaBaHe Ha [AINMYOC, pucka
OT AENCTBUTENHOTO NrallaHe, CbCTOAHNETO Ha (pnHaAHCOBaTa CMeTKa Ha cmeTkaTa Ha [Nonssartens
Unu gatarta u Yyaca Ha UHULUMMpaHe, NOCNeaHUST cTaTyc MoXe Aa 6bae OOCTUrHaT creq onpeaenex
nepuoa M crneg Kato MpouecbT Ha 3arnovBaHe Ha nnawiaHeto e 6un TakbB huHanuaupa.
CnepoBaTenHo, UHgopmauusaTa 3a ctaTyc B npoueca Ha obpaboTka Ha MHULUMMPAHOTO NnaiiaHe
MOXEe Aa ce pasgenn Ha criegHuUTe KogoBe:

"PDNG", konTo o3Ha4aBa "npeacrosw" ce nsnonasea ot AMNYOC 3a ga uHcdopmupa Y
OTHOCHO (haKTa, Ye nnawiaHeTo He € AoCcTurHano 6asoBMTE NPOBEPKY;

"RCVD", konto o3HauaBa " Received" ce nanonsea ot ANMYOC 3a ga nHdpopmupa AOY
OTHOCHO (haKTa, Ye nnawiaHeTo € AOCTUrHano Ao 6a3oBUTE NPOBEPKY;

"ACTC" obosHauyaBa “Accepted Technical Validation”, ¢ koeTo ce noTBbp)KAaBa
noeHTuukaumsaTa Ha lNonassatens, U ycnewHata Banuaumsi Ha CUHTaKCMca U CeMaHTMKaTa 3a
WHULMMPAHOTO NnalaHe;

"ACWC" «koeto o3HayaBa "AcceptedWithChanges", npu KoeTo npoBepkute 3a
aBTEHTMKALMS, CUHTAKTUYHN U CEMAHTUYHKU (MPOAYKTOBKM) 3anucu ca yenewHun n ANYOC nHgopmmpa
AY, ye HAKoM NpOMEHN ca BUNU NPUNOXEHW NpY 3anoYBaHETO Ha NnawaHeTo, Hanp. Ha 3asBeHaTa
Aarta Ha U3NbJIHEHNE;

"ACCP*, nma 3HaudeHue "Accepted Customer Profile”, c koeTo ce noTBbpxgaBa ycnewHa
npoBepka Ha puckosus npodun Ha lNonasaTtens;

"ACFC", koeto o3Ha4yaBa "AcceptedFundsChecked", no cmeTkata Ha [lonseaTtens
HaNU4HOCTTa Ha cpeacTBaTa € NpoBepeHa NOMOXUTENHO;

"ACSP", cbc 3HauveHne “Accepted Settlement in Process”, korato nnawiaHeto e
HACOYEHO KbM MnaTexHa CUCTEeMA, C OYaKBaHe Ha pe3ynTaT OT CETbI/IMEHTA;

- "ACSC", ce nsnonssa npu CTaHA4apTHW NnawaHna OTHOBO CbC 3HadeHue “Accepted
Settlement Completed”, koeTo nHpopmmpa 3a ycnewleH kparn Ha nnaliaHeTo oT cTpaHa Ha aebuTtopa;

"ACCC", ce wusnonsea camo npu HesabaBHM nnawaHna cbC 3HadveHne “Accepted
Settlement Completed”, koeTo MHOpMMpa 3a ycneLleH Kpan Ha nNnawaHeTo OT CTpaHa Ha KpeamTopa;

"RJCT", koeTo o3Ha4aBa "OTxBbpreHo";

"PART", ce nanonsea npu nHMuunpaHe Ha MacoBo nnaliaHe cbe 3Ha4veHue ,PartiallyAccepted”,
KOeTo MH(opMUpa, Y€ BCUYKM 3a4biDKUTENHWM aBTopu3auMm ca npemMuHanu, HO He BCUYKM
nnawaHus ca npueTn nopaan opyrm NpuYmHN.



Oy moxe ga noucka ypes 3asaBka kbM OAMNMYOC ga ce nHdopmupa 3a CbCTOSHMETO Ha
TexHm4yeckus npouec Ha 3YWM kato yacT OT npoueca Ha UHMUMMpaHe Ha nnaiwiaHeTo. M3nonsea ce
cbobweHneTo GET SCA Status Response Message. OTroBopbT 3a cTaTyca Ha ngeHTudurkaumaTa ce
npegocTaBsa Ypes enemMeHTa 3a gaHHu "scaStatus”.



Mpu npoBepka 3a HaNU4YHOCT, creuyndurKkaunsaTa NPeaocTaBs He3aabIKUTENEH eNeMeHT

"fundsAvailable": true/false

Konto moxe pga ce wusnon3ea 3aegHo ¢ kogosete "ACTC", "ACWC" mn "ACCP" B
CbOOLEeHNETO 3a OTrOBOP Ha CbCTOAHMETO. Ypes3 Hero ce ykasBa, Ye NnpoBepkaTa Ha cpefcTBaTa e
6una obpaboTteHa ¢ nocoyeHuss pesyntart. ToBa € e4uH M Cbll efleMEHT OT JaHHWUTE, U3MNOM3BaH B
3asiBKaTa 3a NOTBbpXOaBaHe Ha cpeacTeBaTa, U Moxe ga 6bae usnonssaH ot AlNYOC, 3a aa
nHdopmmpa LAY 3a HanUM4YHOCTTa Ha cpeacTBa, CbrnacHo usnckeaHusTa Ha [EBA-RTS].

[opu ako npoBepkaTa Ha cpeacrBata € MOMNOXMWTENHa, nnawaHeTo Moxe Aa Obae
OTXBbPJIEHO Ha NO-KbCHa hasa nopagun ApYrv NPUYUHNA.

Mpumep 1: MnHana e TexHM4yecka Banugaunsa u nofioXknTenHa npoBepka 3a HanMyHoCT
{"transactionStatus": "ACTC",
"fundsAvailable": true}

B cnyyain, 4e HaMa Hann4HM cpencTea, NnawaHeTo MOXe BCe oue Aa He Obae OTXBBLPIIEHO
nopaau npaktmkata Ha AMNMYOC u ye we Yaka NUKBMOHOCT 3a onpeaerneH nepuos oT BpeMe.

Mpumep 2: NMpoBepeH € KNMeHTCKUS Npodun 1 No cMeTkaTa HaMa 4OCTaTbYyHO HaNNYHOCT,
HO NnaLlaHeTo BCe OLe He € OTXBbPIIEHO.

{"transactionStatus": "ACCP",
"fundsAvailable": false}

NnawaHe ¢ 6bAeLwWwa gaTa n nepMoaUYHUTE NNawaHnA ca ABaTta Buaa nnawaHns, KouTo
He ce M3NbMHSABAT AMPEKTHO cned uHuuyumpaHeTo. 3a aeaTta Buaa nnawaxua AMNYOC moxe ga uma
HamaneHa WM HuKakBa NpPOBEpKa Ha noTpebuTenckust Npoun MnNu HanuU4YHOCTTa Ha CPeacTBa,
nopaan dakrta, Ye AENCTBUTENHUTE NNaLlaHus Ce U3BbPLUBAT NO-KbCHO. KpalHMAT cTaTyc no Bpeme
Ha npoueca Ha nHuummpaHe Ha nnawadeto e "ACTC" nnun "ACCP" B 3aBMCUMOCT OT npoueaypuTte Ha
AOMNYOC B cBouTe oHNanH KaHanu. EnemMeHTbT 3a gaHHM 3a HanuyHuTe cpeactea "fundsAvailable"
CbLLO MOXe [a Ce CbAbpKa B Clyyaln, Ye e u3BbplUeHa NpoBepKa Ha HaNUMYHOCTTa Ha cpeacTBaTta
npuv 3ano4BaHeTo Ha NnawaHeTo.

CraTtyc 3a oTMeHeHO nnawaHe - Cnea ycnewHo aHynMpaHe Ha MHULMMPAHO nnallaHe,
CbOTBETHUAT CTATyC Ha TpaH3akuuaTa npuema ctomHocT "CANC". To3u cTaTyc Ha TpaH3akuusaTa e
ce BpbLLa, 40KaTO OTMEHEHUST PeCcypcC 3a MHUUMMPpaHe Ha nrawaHeTo e agpecupyem.
3abenexka: To3n kog BCe oOlle He € YyacT OT KOAOBETE 3a CbCTOSHMETO Ha TpaH3akuumute no
ISO20022. bepnuHckaTta rpyna e BHeCe CbOTBETHO MCKaHe 3a NPOMSsIHA.

CraTtyc 3a 4aCTM4YHO OTOpPM3MpaHO MNnauwjaHe B npoueca Ha MHoxecTtBeHa 3YU -
Bbeexaa ce gonbnHuteneH cratyc "PATC" 3a "Partially Accepted Technical Correct". MHnyuunpaHo
nnawaHe, KOeTo € OoTopu3mpaHO MoHe OT eauH [lon3Baten, HO BCe OWe He € OKOHYaTerHo
OTOPM3MpPaAHO OT BCUYKM U3nckyemu Nonssatenu.

Oo6w, mopen Ha UHopmauma 3a ctaTyc
CnepBawara KapTuHKa NnpeaocTaBs obwma mogen 3a TpaHcopmMmauusTa Ha CbobLeHNeTo
npes3 pasnnyHuTe CTaTyCu B HErOBUS XKU3HEH LIMKBIT:



Statuses according applied checks

Communication layer Booking & accounting
— Bank Interbank
RCVD
(Received)

Status of batch booking bank
Type A in the X524 interface —t ‘

ACTC (AcceptedTedhnigalCorrect)

'TFT\ ACWC (AcceptedWjthChanges
fl ey 1 34
Al ! ]
ACCP
(AcceptedCuUStonmerProfile)
| 4
Status of batch bocking bank ACFC

Type B in the X524 interface

(AccetpedFunIt-: Checked)

ACSC (Accepted
SettlementCompleted debtor)

TPP interface

Status of realtime booking bank
in the XS2A interface

RICT (Rejected)

ACCC, (Accepted
CANC (Cancelled)

SettlementCompleted creditor

Real end status in bank backend

Used end status in the XS2A interface
depending on bank logic in online banking

Intermediary stati
communicated to TPP

—

4.14.2. HHgbopmayus 3a cmamyc rpu ycrnyaa 3a MIHghopmauus rno cMemeka kamo
rnpouec om npedocmassHe Ha cbharacue

Ycnyrute 3a MHdopmMauusa no cmeTka npefcTaBnsaBaT pecypcu, onmcaHu B CbrnacneTo Ha
nonaeatens npeg AMNYOC. B npoueca Ha YcTaHOBSABaHE Ha cbrfacue, CTaTyCbT Ha pecypcute B
CblracnMeTo MoXe ga ce NpoMeHd. 3a pasnuka OT npoueca Ha MHUMUMMpaHe Ha nnaiwiaHe, npu
npoBepka Ha pecypca 3a cbrrnacue e Heobxoammo camo 3YWM n HaAma obpaTtHa Bpb3ka ¢ backend
npunoxenunata Ha OMYOC. EnemMeHTHT 3a gaHHM 3a cTaTyca Ha CcbrnacueTo ce aeduHupa Karto
"consentStatus".

BbB (pasata YcTaHoBsIBaHe Ha cbrnacue, 3a enemeHTa ,consentStatus® ce nogabpxar
kogoBeTe "received”, "rejected" n "valid". Te ce oTHacAT 3a LUANOTO Cbrracue.

Cnep ycnewHo oTopmsnpaHe Ha cbriacue oT cTpaHa Ha lNonseaTens, oTAenHMTe pecypcu
B CbIlacneTo MOXe [a NPOMEHSAT cTaTyca Ch No BPEME Ha XXM3HEHUS LUKDBIT, 3@ KOETO ce nogabpxar
cnefHUTe KOOOBE:

"expired": CbrnacmeTto e natekno (Hanpumep crneg 90 gHu).

- "revokedByPsu": Cbtrnacmneto e oTMeHeHo ot lNonseaTtens

- "terminatedByTpp": AITY e npekpatun cbrrnacueTto

ArY moxe ga naternu Teamn ctatycu B cbobueHne Yped GET Status Response.

B npoueca Ha yctaHoBsiBaHe Ha cbrnacue AMNYOC nHpopmupa AMMY 3a cbCTOAHMETO Ha
TexHunyeckusa npouec Ha 3YU B pamknte Ha cbobuweHneto GET SCA Status Response Message. 3a
Tasu Len ce U3nonaea eneMeHTbT 3a gaHHn "scaStatus”.



4.15. Xunepepb3ku 3a ynpasseHue Ha APl npoyecu

NHTepdencouT 3a [locTbn 4O CMeTKa U3nckea npu ycnyrunte 3a MHnummpaHe Ha nnawiaHe v
MHdopmauma 3a cmeTkaTa aa ce HanpasaT Hakonko 3asaskm oT AMNMY kbm AMYOC. Cnen nckaHeTto 3a
MHuummnpaHe Ha nnawaHe un VickaHeTo 3a cbrnacue 3a uvHgopmauus 3a cmetka npu AMYOC ce
reHepupa cboTBeTHUA BN pecypc. Cneg tosa ANYOC npegocTtaBsa 103un pecypc Ha [1Y, a B yactTa
Location Header Ha oTroBopa Moxe [a ce CbAabpXa XMnepBpb3ka KbM Cb3afeHNs pecypc.

[Mpn OTroBOp Ha MCKaHe W Ha BCUYKW criedBalln 3asdBkM B pamkuTe Ha ycnyrute, OMNYOC
MOXXe [a Brpagu xmnepBpb3ka 3aegHo ¢ "Mapkep" 3a HeHaTa ceMaHTukaTa. Tasu xmnepBpb3ka MOXe
Aa 6bae nnm oTHocuTenHa Bpb3Ka, (C Len aa ce cnectn MAcTo, Hanp. ¢ "/ vl / payments / sepa-credit-
transfers" unun moxe pga 6vae rmobanHa Bpb3ka — OT BMAA:

https://www.testbank.com/psd2/authentication/vl/payments/transacti
on/asdf-asdf-asdf-1234.

moGanHnTe Bpb3KM MOXe fa ca HeobxoguMmu npu HAKoM obcToATencTsa, Hamp.
npeHaco4yBaHe. MapkepbT Ha xunepepb3kaTta TpaHCNopTUpa YHKLMOHANHOCTTAa Ha pecypca,
agpecupaH oT Bpb3kaTa, Hanp. "redirect".

XnnepBpb3KUTE 3a YyrNpaBrieHWe ce TpaHcrnopTupaT B efnemMeHTa 3a gaHHum "_links". Ton
MOXe [a CbabpKa €4Ha UIN HSKOSKO XUNEePBPBb3KU:

Mpumep: " links": {
"redirect": "https://www.testbank.com/asdfasdfasdf",
"self": "/vl/payments/sepa-credit-transfers/1234-wertig-983"

}
Cnncbk Ha xunepBpb3kuTe e geduHnpad B Cekuna 14.6

CnepgBa Tabnuua CbC CbObPXKAHMETO Ha XMNEpPBPbL3KUTE 3a YMpaBfieHUEe, KaKTo U
AONbIHUTENHN €NeMEeHTU Ha OaHHWUTE, KOUTO Ce TpaHCMopTMpaT B KOHTEKCTA Ha CbOTBETHaTa
xunepBpb3ka. [JonbAHUTENHM Bpb3kM Morat ga 6baat gobaseHn oT npunoxenuata Ha AMYOC.
MpenopbyBa ce ANYOC ga onuwat B 4OKyMeHTauusTa C U3Non3BaHETO Ha NOBeYe XMNnepBpb3Kku, 3a
Aa He 6baat urHopmpanm ot ANY.

Additional Link

Hyperlink Related Data Description

startAuthorisationWith (challengeData) The link to an endpoint where the authorization of a

PsuAuthentication transaction or of a transaction cancellation shall be
started, where PSU authentication data shall be uploaded
with the corresponding call.
Remark: In rare cases the ASPSP will ask only for some
dedicated ciphers of the passwords. This information is
then transported to the TPP by using the "challenge" data
element, normally used only in SCA context.

startAuthorisationWith (challengeData) Same as startAuthorisactionWith PsuAuthentication, but

EncryptedPsuAuthentication password is encrypted on application layer when uploaded.

updatePsuAuthenication (challengeData) The link to the payment initiation/consent resource, which

needs to be updated by a PSU password and eventually the PSU
identification if not delivered yet.

Remark: In rare cases the ASPSP will ask only for some
dedicated ciphers of the passwords. This information is then
transported to the TPP by using the “challenge” data element,
normally used only in SCA context.

updateEncryptedPsu (challengeData) Same as updatePsuAuthentication, but password is encrypted
Authentication on application layer when uploaded.




startAuthorisationWith scaMethods This is a link to and endpoint where the authorization of a
AuthenticationMethodSelection transaction or of a transaction cancellation shall be started,
where the selected SCA method shall be uploaded with the
corresponding call.

selectAuthenticationMethod scaMethods This is a link to a resource, where the TPP can select the
applicable strong customer authentication methods for the PSU,
if there were several available authentication methods.

authoriseTransaction challengeData, A link to the resource, where a “Transaction Authorization
chosenScaMethod Request” can be sent to. This request transports the result of
the SCA method performed by the customer, generating a
response to the challenge data.

startAuthorisationWith challengeData, A link to an endpoint, where an authorization of a transaction or
TransactionAuthorisation chosenSCAMethod a cancellation can be started, and where the response data for
the challenge is uploaded in the same call for the transaction
authorization or transaction cancellation at the same time in the
Embedded SCA Approach.

4.16. Pa3wupsieaHe Ha ampubymume 3a 0aHHU

AOMYOC moxe ga pobasa v gpyrm atpmbyT 3a JaHHM KbM CbOOLLEHMsTa 3a OTrOBOp.
Takua paswmnpeHus Tpsibea aa 6baat OKYMeHTUMpaHu B gokymeHTauuaTta Ha OIMYOC 3a HeroBus
nHTepdgenc Joctbn OO cmeTKa. Te3n atpmbyTn Ha JaHHM moraT ga 6bvaat urHopupanu ot AMY vnm
MoraT Aga 6baaTt MHTEpNpeTUpaHn, CamMo KakTo € onpeaeneHo ot AokymeHTauuaTa Ha ANMYOC.

AMYOC moxe ga nobasn AONBAHUTENHN HE3aAbIMKUTENHN aTpubyTn 3a JaHHU, KOUTO Aa
Obaat nogageHu, Hanp. 3a cb3gaBaHe Ha gonbrHuTenHwn ycnyrn. OceeH ToBa, ANMYOC moxe aa
noucka ot AlNY ga nogage gaHHM 3a obpaboTka Ha cobctBeH Tvn AaHHKU (Proprietary Data). Tosa
naunckeaHe Tpsibsa aa ce nybnukysa ot [INMYOC B gokymeHTaumdata my.

3abenexka: Npeamn ga ce gemHupat gonbnHUTeNHN atpndyTn, ot ANYOC ce n3ncksa ga
npeacTaBn TAXHOTO onucaHne Ha paboTHata rpyna NextGen B bepnvHckata rpyna, kbaeTo we 6bae
B3€TO pelleHne 3a cTaHgapTU3npaH Noaxod 3a CbOTBETHUTE aTpUbyTN Ha OaHHW.

4.17. lMonwneaHe Ha ampubymume 3a OaHHU

3a ga npefocTaBu kayecTBeHa ycnyra Ha ceouTe [Nonssatenu vpes AMY, AMYOC e pobpe
Aa nonbnea B oTroBopute Ha AlS 3aaBku n3bpoeHuTe nonera.

4.17.1. [lpedocmassiHe Ha baniaHC Ha cMemkKa
Tekywo pasnonaraemo cango (balanceType="“interimAvailable”)

4.17.2. [lpedocmassiHe Ha cnuUChbK Ha mpaHcakyuu om cMemka
e YHuKaneH ngeHtudukaTop Ha TpaHcakumaTa B [NMYOC (transactionld)
e |IBAN Ha KopecrnoHaeHTa, KbeTo e Hann4eH
e lme Ha KopecnoHaeHTa (creditorName, debtorName)
e [laTta (bookingDate)
e Banbop (valueDate)
e OcHoBaHue (remittancelnformationUnstructured)

4.18. [llpumep
B onncaHuna no-gony npumep ca BKNKOYEHU CLeHapumnTe 3a nofgaBaHe Ha 3asBka ot Y n
otroBopute ot [MYOC.

Request
- OMNY mn3npawa 3asBka ot ceoeTo API 3a nsnbnHeHne Ha nnawaHe ot Bua SEPA kpeguteH

TpaHcdep
- Cnepga uHgopmauus 3a KkogmpaHeTo n popmat Ha cbobuieHmneTo (JSON)



- WHpopmauus 3a mgeHTUdumkauma Ha TpaH3akumaTa M MOeHTUUKAUMOHEH HOMeEp Ha
3asBkaTa usgageHa ot Ay

- WHdopmauyus 3a lNonssatens, IP-address, MeECTONONOXEHME U TEXHUYECKN NapameTpu

- [Jarta n yac Ha nogaBaHe Ha 3asiBKaTa

- [HeTannu 3a nnawaHeTo B ynomeHaTus no-rope copmat JSON

POST https://api.testbank.com/vl/payments/sepa-credit-transfers
Content-Encoding: gzip

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721
PSU-IP-Address: 192.168.8.78

PSU-GEO-Location: GE0:52.506931;13.144558

PSU-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64;rv:54.0) Gecko/20100101 Firefox/54.0
Date: Sun, 06 Aug 2017 15:02:37 GMT

{

"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"debtorAccount": {"iban": "DE2310010010123456789"},
"creditorName": "Merchantl23",

"creditorAccount”: {"iban": "DE23100120020123456789"},
"remittanceInformationUnstructured”": "Ref Number Merchant"

}

Response in case of a redirect

- ANYOC BpwbLua otroBop Ha [IY 3a ycnewHo npueta 3asiBka Ha HuBo HTTP

- Bptbla oTroBop, 3a ctatyca Ha 3asiBkaTa 3a nrnaiiaHe - Nofly4yeHo yCneLHo

- [pepaBa nHpopmauusa 3a ngeHTUPUKaLMoOHEH HOMEpP Ha nnawaHeTo

- lMNopaea nHpopmaums kbm LY 3a redirect xunepepb3ka yUpes koATo [NonasaTtens cnensa
Aa noTBbpaun CBOSITA NOEHTUYHOCT

- WHdopmaums 3a xuvnepBpb3ka (SIMHK KbM HadanHaTa ToOYka Ha 3asdBkaTa) OT KOSATO
Monsesatensa Ha APl Ha [LOIMTY mMoxe fa noucka craTyCc Ha nfawlaHeTo no Herosus
naeHTudmkaumoHeH Homep cneg 3YU

Response
HTTP/1.x 201 Created

Response Body

{

"transactionStatus": "Received",

"paymentId": "1234-wertig-983",

" links": {
"redirect": "https://www.testbank.com/asdfasdfasdf",
"self": "/vl/payments/sepa-credit-transfers/1234-wertig-983"
}



5. ycnyra 3a UHUUMKPaHE Ha NNallaHe
5.1. [llpouec Ha NHUUuupaHe Ha naawjaHe

AnzanHbT Ha npunoxHua nporpameH uHTepdenc (APl) ce pasnuyaBa npu pasnuyHuTe
nogxoan Ha 3YWM (Embedded, Redirect, OAuth2 nnu Decoupled). MNpouecbT Ha uHMUMMPaHE Ha
nrawiaHus 3aBucKu B ronama crteneH ot noaxoga Ha 3YW, npunarad ot AMNMYOC. Han-cnoxeH e
npoteca npu npunaraHe Ha Embedded noaxof, KOMTO OCBEH BCUYKO Ce pasfens Ha pasfnuyHu MeToam
3a ygocTtoBepsiBaHe, HannyHu 3a lNMonseatens. o-gony ce npeactass obuwy npernes Ha pasnuyHun

cueHapuu 3a API.

5.1.1. Redirect nodxo0 Ha 3YM — ¢ u3puyHo cmapmupaHe Ha asmopu3auusi

Ako OMNYOC nopaobpxa noaxoga Redirect 3YWU, notokbT OT cboblieHna B ycnyrata 3a
WHUUMMpPAHe Ha nnawaHusa e npocT. [MbpBO ce m3npalwa 3asBka 3a MHMUMMPAHe Ha NnallaHeTo, a
cnepn ToBa ce nycka M3puyHo mckaHe ot LAY 3a ctapT Ha aBTOpusauudata. ToBa e nocrnegBaHo oT
npeHaco4YBaHe KbM canTa 3a ynbsiHoMmowasaHe Ha [AMYOC. Y moxe ga noucka nHgopmaumnsa 3a

cTaTyCa Ha 3asBKaTa cJie[ KaTO CeCndaTta Oboe BbpHaATa KbM Heroeata cucrema.

PSU PISP ASPSP

l PSU initiates a payment via a TPP - l
- 1. Payment-Initiation Request

e ‘\ 2a. Payment-Initiation Response (NOK)

« EN
k;/) http Codes: 401, 400, 403

http Statuscode: 201 (Created)

—[ [ ASPSP-SCA-Approach: REDIRECT

3. Start Authorisation Request

™, 4a. Star-Authorisation Response (NOK
< (enp ) — 2 Sar-Adhonsaton Res honse NOK) _
.~/ hitp Codes: 401, 400, 403

Feedback to the customer: hitp Statuscode: 201 (Created)
Authorise the transaction (redirect)

validate

= elDAS certificate
*» request syntax

= ipp role

+* semantics

validate

* elDAS cerificate
*  request syntax

* semantics

_ PSU re-directed to an authorisation webpage ofthe AsPSP " ]

The PSU autherises the payment

'

Redirect back to TPP J

5. Payment-Status Request

- 6. Paymeni-Status Response
http Statuscode: 200 (OK) — 15020022 Status

validate

+ elDAS ceriificate
» request syntax

* semantics



5.1.2. Redirect nodxo0 Ha 3YU — ¢ u3puyHo cmapmupaHe Ha asmopu3auusi ¢ Koo 3a

nomebpxodasaHe

B nonbnHeHne KbM ropHust cueHapum, moxe ga 6bvae novckaHa ot [iNMYOC 3asBka 3a

noTBbpXAeHMe Ha aBTopusauusaTa ot [Al1Y, cnep kaTo cecusita ce npeHaco4vsa KbM cucTemaTta Ha
AMY v cnep koHTpona Ha AMY Bbpxy Hes. B kpaHa cmeTka Moxe fa € Heobxoanma 3asiBka 3a
CbCTOSIHME Ha nnawaHe ot [iY 3a npoBepka Ha TOYHOTO CbCTOAHNE HA UHULMNPAHOTO Ha

nnawaHe.
PsSU PISP ASPSP
l PSU initiates a payment via a TPP - 1
= 1. Payment-Initiation Request o
L validate
s+ elDAS cerfificate
#  request syntax
it * tpp role
< (tnp) 22 Paymentiniiation Respanse (NOK) | |7 Z 05,
M hitp Codes: 401, 400, 403
< 2b. Payment-Initiation Response {OK)
- hitp Statuscode: 201 (Crested)
]: 1 ASPSP-SCA-Approach: REDIRECT
3. Start Authorisation Request o
walidate
# elDAS certificate
» request syntax
<« 4a. Start-Authorisation Response (NOK) *  semantics
htip Codes: 401, 400, 403
Feedback to the customer: < 4b_Start-Authorisation-Response (OK)
" Authorise the fransaction (redirect) - hitp Statuscode: 201 (Created)
query-paramefer state
PSU re-directed to an authorigation webpage of the ASPSP
With query parameter scate > I
|
I
I
. The PSU authorises the payment I
Query parameters state and confirmationCode |
Redirect back to TPP - ol
i T £i tionTode con
Cuery parameters =tate and confirmationd e Session fixation
by state
parameter
] 5. Transaction Authorisation Confirmation Request validate ]
confirmationCode = *  elDAS certificate
& request syntax
. i i . *  Semantics
Ll & 6. Transaction Authorisation Confirmation Respons|{ [« Specifically
- http Statuscode: 200 (OK) — scaStatus confimmationCode
] validate

7. Payment Status Request

Y

8. Payment-Status Response
hitp Statuscode: 200 (OK) — IS020022 Status

F

5.1.3. Redirect nodxo0 Ha 3YN — aemomamu4HO cmapmupaHe

Tos3n nogxon € onucaH u B NnbpBaTa BepCud Ha CTaHOapTa npeaun ga ca BbBeOeHU Nnoa-

+  elDAS certificate
*  request syntax
* semantics

pecypcuTte 3a asTopusaumd. Ako [AMNYOC nogabpxa nogxona Redirect 3YW, a cnen npyvemaHe Ha
MHMUMMpaLLaTa 3asiBKka 3a nnawiaHe, [lon3Batens aBTOMATUYHO Ce MpeHacoyBa KbM canTa 3a
ynbnHomowasaHe ot AMNMYOC. 3agaBkata 3a ctaTyc Moxe ga 6bae nouckana ot AIY, cnep kaTto
cecusTa 6bae NnpeHacoyeHa obpaTHO KbM cuctemara Ha Y.



PSU

PSU initiates a payment via a TPP

PISP

ASPSP

1. Payment-Initiation Reguest

Y

validate
+ elDAS certificate
= request syntax
— 2a. Payment-Initiation Response (NOK) * feprole
-« (E-Na i » semantics
— http Codes: 401, 400, 403
< 2b. Payment-Initiation Response (OK)
o Feedback to the customer: http Statuscode: 201 (Created)
—[ h Authorise the transaction (redirect) T ASPSP-SCA-Approach: REDIRECT
J_ PSU re-directed to an authorisation webpage of the ASPSP >
L | < The PSU authorises the payment
Redirect back to TPP ot
3. Payment-Status Request - validate
= +  elDAS cerfificate
= request syntax
L le
< 4. Payment-Status Response . Sfm'; ntics

http Statuscode: 200 (OK) — 15020022 Status



5.1.4. Redirect nodxo0 Ha 3YUN — asmomamu4yHO cmapmupaHe ¢ Koo 3a
rnomebpxxdasaHe
B pgonbnHeHne KbM ropHusi cueHapuir, moxe ga 6bae nouckaHa ot AMNMYOC 3asBka 3a
noTBbPXAeHNe Ha aBTopusauusaTta ot AI1Y, cnen kato cecuaTa ce npeHacoyBa KbM cuctemarta Ha
AMY wn cnea koHTpona Ha AOIY Bbpxy HedA. B kpalHa cmeTka Moxe Aa € HeobxoauMma 3asiBka 3a
CbCTOsIHME Ha nnawaHe ot AMMY 3a npoBepka Ha TOYHOTO CbCTOSIHME HAa MHULMMPAHOTO Ha nnaljaHe.

hitp Statuscode: 200 (OK) — scaStatus confimationCode

PSU PISP ASPSP
l PSU initiates a payment via a TPP - l
i 1. Payment-Initiation Request -
* validate
« elDAS certificate
«  request syntax
Y 2a. Payment-Initiation Response (NOK) * ook
< I\EN |;\'— _ -~ Tayment-iniaton Rest ponse (NO®) _ | + semantics
~ ,/ http Codes: 401, 400, 403
Eeedback to the customer < 2b. Payment-Initiation Response (OK)
¢ Atsthor T hitp Statusecode: 201 {Created)
itk et ASPSP-SCA-Approach: REDIRECT
query-parameter state
PSU re-directed to an authori%ation webpage of the ASPSP
‘..-*Jith-quefy-pafamcic. gstate
>
< The PSU authorises the payment
Query parameters state and confirmationCode
Redirect back to TPP o
Query parameters state and confirmationCode control ) "
» Session fixation
by state
parameter
validate
3. Transaction Authorisation Confirmation Request * elDAS cerlificate
confirmationCode " : ?gfﬁiﬁtﬁiﬁmax
L 4. Transaction Authorisation Confirmation Response *  Specifically
‘ :I:

5. Payment-Status Request validate

» ¢lDAS certificate
* reguest syntax

« tpprole

+ semantics

v

6. Payment—status Response
T hitp Statuscode: 200 (OK) - ISO20022 Status T

F

5.1.5. OAuth2 nodxo0 Ha 3YN — aemomamu4HO cmapmupaHe

Ako OMYOC nopoabpxa OAuth2 3YWM nogxod, nOTOKbT € MHOro nogobeH Ha noaxoda 3a
Redirect c aBTomaTnyHO NpeHaco4vBaHe. BMecTo Aa npeHaco4Ba KbM CbpBbp 3a y40CTOBEpPsiBAHE Ha
3YW, npotokonbT OAuth2 (konto ce nogabpxa ot AMNYOC) ce nsnonssa OMPEKTHO 3a Npoueca Ha
aBTOpU3MpPaHe Ha TpaH3aKuuu.



PSU PISP ASPSP

l PSU initiates a payment via a TPP » l
1. Payment-Initiation Request o
Ll validate
*  elDAS certificate
= request syntax
* ipprole

< _2a Payment-initiation Response (NOK) semantics
hitp Codes: 401, 400, 403 I

hitp Statuscode: 201 {Created)
ASPSP-SCA-Approach: REDIRECT

OAuth Protocol: Integrate PSU to ASPSP Interface I e

da
elDAS certificate
semantics

validate

elDAS certificate

Binding certificate access token
request syntax

tpp role

semantics

3P -Status uest
Access Token
4. Payment-Status Response

http Statuscode: 200 (OK) - 1IS020022 Status

A

MoaxoabT Ha OAuth2 3YW ¢ n3puryHO cTapTupaHe Ha npoueca Ha aBTopu3npaHe € aHanormyeH.



5.1.6. OAuth2 nodxo0 Ha 3YN — asmomMamuy4yHO cmapmupaHe ¢ KoO 3a
rnomebpxxdasaHe
B pgonbnHeHne KbM ropHusi cueHapuir, moxe ga 6bae nouckaHa ot AMNMYOC 3asBka 3a
noTBbPXAeHNe Ha aBTopusauusaTta ot AI1Y, cnen kato cecuaTa ce npeHacoyBa KbM cuctemarta Ha
AMY wn cnea koHTpona Ha AOIY Bbpxy Hesa. B kpanHa cmeTka Moxe ga e Heobxoauma 3asaBka 3a
CbCTOsIHME Ha nnawaHe ot AlMY 3a npoBepka Ha TOYHOTO CbCTOSIHME HA MHULIMMPAHOTO Ha NrallaHe.

MoaxoabT Ha OAuth2 3YW ¢ n3puyHo ctapTupaHe Ha nNpoueca Ha aBTopuaMpaHe CbC CThIKa 3a
NoTBbpPXKAaBaHe Ha TpaHCaKkuusaTa € aHanornyeH.

PSU PISP ASPSP
l PSU initiates a payment via a TPP - l
' 1. Payment-Initiation Request N
= validate
elDAS cerfificate
request syntax
. - tpp rol
< (enD)) _ 22 Payment-Initiation Response (NOK) _ _ semanics
“__/  hitp Codes: 401, 400, 403
«—2b Payment-inifiafion Response (OK)
hitp Statuscode: 201 (Created)

I T ASPSP-SCA-Approach: REDIRECT
YT X T I i
] - Feedback to the customer: - =

Althorise the transaction (redirect to Authentication Server)
query-parameter state
i PSU re-directed to an authorisation webpage of the ASPSP (Authorization Request)
] Withrquery parameter o) - )
oL v TtatT (a0 T
: +  Client ID
| Redirect URI
[ + TPP Role
] The PSU authorises the payment
] CIUETY parameters giate and code (a.0.)
L | Redirect back to TPP
Query parameters scate and code "] control
Session fixation
by state
parameter
Token Request N
L validate
Query parameter cods S e certfioate
* semantics
< Token Response
lidat
3. Transaction Authorisation Confirmation [ ]." eipas certficate
Access Token *  Binding certificate access token
*  requestsyntax
o 4. Transaction Confirmation Response * ftpprole
http Statuscode: 200 (OK) — 15020022 Status * semantics

5. Payment-Status Request

Y

6. Payment-Status Response
hitp Statuscode: 200 (OK) — 15020022 Status

A

5.1.7. Decoupled nodxod Ha 3YU

MoTokbT Ha TpaH3akumaTa B OtaeneH 3YUM noaxoa e nogobeH Ha noaxona 3a Redirect 3YU ¢
aBTOMaTU4HO cTapTupaHe. Pasnukata e, ye [AMNYOC wusncksa oT [lon3Batend ga ynbSHOMOLLM
nnawiaHeTo Ypes cneynanHo MOBUTHO NPUNOXEHNE UMK APYro NPUIOXEHWUE NN YCTPONCTBO, KOETO
€ He3aBUCMMO OT MHTepdenca 3a oHNnanH 6aHknpane. ANYOC ucka ot AMNMY ga yBegomu Nonssartens
Ha ycnyraTta 3a ToBa ygoCTOBepsiBaHe 4pe3 m3rnpaljaHe Ha CbOTBETHOTO CcbobuieHne kato "Mons,
n3nonssanTe NpUIoXKeHNETO CN XXX, 3a Aa yOOCTOBepUTe nnailaHeTo".

Cnep npoueca Ha 3YU mexay OMYOC u MNonssatens, OY Tpabesa aa nouncka pesyntata ot
TpaH3akumaTa.



PSU

PISP ASPSP
PSU initiates a payment via a TPP - 1
- 1. Payment-Initiation Request -
= validate
+  glDAS certificate
= reqguestsyntax
. = ipp role
<« (Enp) — 22 Paymentnitiation Response (NOK) | |, cemantics
A http Codes: 401, 400, 403
- 2b. Payment-Initiation Response (OK)
o Feedback to the customer: L | b htip Stauscode: 201 (Created)
h Authorise the transaction via app ox* ASPSP-SCA-Approach: DECOUPLED
< The ASPSP pushes the challenge to an authorisation afjp and requests a strong customer authentication (SCA)
The PSU authogses the payment >
3. Payment-Status Request -
L validate
=  elDAS cerfificate
* request syntax
*  fipp role
" 4, Payment-Status Response =  semantics
- http Statuscode: 200 (OK) — 1ISO20022 Status



5.1.8. Embedded nodxod 6e3 3YU (kbMm cuaypeH nonay4amerl)

Mpwu BCcekn cnyvan Ha Embedded noaxopa, MNMonssatensa Tpsbea ga ce naeHTugunumpa ¢ nbpen
daktop npean ga ce npunoxu metogq Ha 3YW upes AMNY kbm AMYOC. Korato nnaTtexHoOTo
UHULUMMpaHe e npueto 6e3 3YU meTtoq (Hanpumep kpeamtopa € B CnMCbKa 3a ocBobOXgaBaHe OT
3YW), MNonssatena npegocrasn ngeHtudpukaumsata cu (user name) ypes AMY kem AMYOC wn Hanp.

napona unu OTP.

PSU PISP ASPSP

Y
—

l PSU initiates a payment via a TPP

1. Payment-Initiation Request

Y

validate

+ elDAS certificate

* request syntax
T = tpprole

N 2a. Payment-Initiation Response (NOK) +  semantics

Y| END I e
“_/  hitp Codes: 401, 400, 403

2b. Payment-Initiation Response (OK)

Feedback to the customer: http Statuscede: 201 (Created)
Please present your User-1D & Password ASPSP-SCA-Approach: EMBEDDED

A

A

User-1D & Password

¥

3. Start Authorisation Request {with PSU Authentication)
Body: <user-ID= & <password=

4, Start Authorisation Response

Y
| —
| I

htip Statuscode: 201 (Created) — Credentials ok
Transaction Status Payment initiated.

5. Payment-Status Request

A J

6. Payment-Status Response
hitp Statuseode: 200 (OK) — ACCT, REJT,...

F 9

Feedback to the customer:
Payment initiated

A




5.1.9. Embedded nodxo0 npu eduHcmeeH memod Ha 3YU

B cnyyan, ye e Hanvue camo eauH 3YW meTton, kbM "mpoueca" ce pobaBsa "3asiBka 3a
paspeluaBaHe Ha TpaH3akuus", kbaeto ANY npegasa gaHHUTE 3a yOOCTOBEPSIBaHE Ha KIMeHTa, Hanp.
OTP c BKNHOYEHO AMHAMUYHO CBbP3BaHE C AaHHUTE 3a TpaH3akumdaTta.

PSU PISP ASPSP
l PSU initiates a payment via a TPP - l
- 1. Payment-Initiation Request .
L validate
+ elDAS cerificate
*  reguest syntax
- o =  tpprole
P I/E;D\- _2_a__PaIm_en£—In_mgt|0_n Eeipo_ns_e QIQKL - - * zemantics

“___“ htip Codes: 401, 400, 403

. 2b. Payment-Initiation Response (OK)
Feedback to the customer: - http Statuscode: 201 (Created)

Please present your User-1D & Password ASPSP-5CA-Approach: EMBEDDED

A

User-1ID & Password

g 3. Start Authorisation Request (with PSU Authentication)
Body: <user-ID= & <password= =

4_ Start Authorisation Response

A

P Feedback to the customer: hitp Statuscode: 201 (Created) — Credentials ok
" Please generate the OTP with your Photo OTP device Challenge e.g. Photo OTP bitmap

OTP

= 5. Authorisation-Update Request
Body: <OTP=

¥
[ |

6. Authonsation-Update Response
http Statuscode: 200 (OK) — Payment Status

A

7. Payment-Status Request

A J

8. Payment-Status Response
hitp Statuscede: 200 {OK) — ACCT, REJT, -

A

Feedback to the customer:
Payment authorised

—
A



5.1.10. Embedded nodxod upes uzbop Ha memoo 3a 3YU

Ako [NYOC nogabpxa Hakonko 3YW metoga npu T03m npouec ce npeanara nsdop Ha 3YU
metoa 3a [lonssatenda. [ANYOC nbpBO npenaBa HanuyHute metoau Ha ANMMY. OMNY moxe ga mm
unTpmpa, ako He MOXe Aa noaabpka TEXHMYECKM BCUYKM MeToau 3a yaocTtoBepsiBaHe. Cnepf ToBa
HanW4YHUTE MeToaun ce npeacTaBAaT Ha [MonaeaTtens 3a n3bop.

P5U PISP ASPSP
l PSU initiates a payment via a TPP ~ l
= 1. Payment-Initiation Request -
o validate
*  elDAS cerificate
*  reguest syniax
__ pitiati - # tpp mole
< (o) 25 Paymentinitation Response (NOK) __ | |1 Z TS
“__/ hitp Codes: 401, 400, 403
. 2b. Payment-Initiation Response (OK)
< Feedback to the customer: - http Statuscode: 201 (Created)
Please capture your User-ID & Password ASPSP-SCA-Approach: EMBEDDED

User-10 & Password

L

3. Start Authorisation Request (with PSU Authentication}]
Body: <user-lD> & <password= = |: :|

4_ Start Authorisation Response

F 9

Feedback to the customer: hitp Statuscode: 201 (OK) — Credentials ok
Please select SCA method Available SCA methads

&

SCA method

v

5. Authorigation-Update Request
Body: <SCA method=>

L
| —
| I

6. Authorisation-Update Response
hitp Statuscode: 200 (OK) — Challenge e.g. Photo OTP bitmap

r'y

o Feedback to the customer:
l=ase generate a one time password with your photo OTP devi

oTP -
g 7. Authorisation-Update Request =
Body: =0TP= =
- 5. Authorigation-Update Response
- hitp Statuscode: 200 (OK) — Payment Status
9. Payment-Status Request 2
» 10. Paymeni-Status Response
o Feedback to the customer: - http Statuscode: 200 (OK) — ACCT, REJT, .
T = Payment authorised
5.1.11. KombuHauusi om nomouu cbc cmeceHU 3YW nodxodu

B cnyyan, ye ANYOC nogabpxa Hsakonko noaxona Ha 3YW to TpsibBa nbpBO Aa npennoxu
SCA metoguTe Ha pasnonoxeHue 3a lNonssatens. Cnep mnsbopa Ha Monssatensa 3a 3YW noaxon
AOrMNYOC npunara cboTBeTHaTa cxema 3a "Redirect", "Decoupled”, “Embedded”.



Ako AMNYOC noaaobpxa 3a lNonssartens Han-manko ,decoupled” 3YW meTtog 1 B CbLOTO

Bpeme noHe eanH 3YW metoa, kouto He e ,decoupled”, ToraBa ropHuTe notoun morat ga 6vaar
CMEeCeHU KaKTo crneaga:

B cnyvan, 4ye AMNYOC crtaptmpa noToka Ha uHMUMMpaHe Ha nnawaHeTto c redirect,
lMonsBaTtens Moxe fa u3bepe B canta 3a ygoctoBepsBaHe Ha [AINMYOC meTtopa 3a
decoupled ygoctoBepsaBaHe. Tosa e npo3payHo 3a 1Y n HAMa BnnsiHe BbpXy noTouumTe,
AedmHMpaHn no-rope.

B cnyyan, ye AMNYOC ctapTupa notoka 3a HMumMmpaHe Ha nnawaHeto ¢ embedded 3YU
noaxog, AMNMYOC we npegocraBu CNMCbK Ha HannyHuTe metoam 3a 3YU kbm lNonassaTtens
ype3z [AMY. Ako [lMonssaTtens wusbepe meTon 3a YAOCTOBEpPSIBAHE, KOWTO W3UCKBA
DECOUPLED 3YW noaxoga, Torasa ANMNYOC ce pasknoHsiBa B NOTOKA Ha TpaH3aKuMuTe 3a
DECOUPLED nogxopa, kakto e nokasaHo no-rope: AMNYOC we BbpHe cboTBeTHUA HTTP
AOnyoC - 3YM nopxon cbc crtonmHoct "DECOUPLED" M TekywoTO CbCTOAHME Ha
3ano4BaHeTo Ha nnawaHeTo, Hanp "ACTC" 3a KOPEKTHM TEXHUYECKN NPOBEPKU, HO 3a Mo-
HaTaTbLWHN OEWCTBUSA Le BbpHe xunepBpb3ka "self' unm "status". 3a ga nonyum
OKOH4YaTesHMS cTaTyc Ha TpaH3akuusTa, cnefsawoTto uckaHe Ha AIMY Tpabea ga 6bae
3asBkaTta 3a ctatyc GET.

B cnyuyan, ye AMNYOC Ttpsbea ga pewwn mexay noaxopa "Decoupled” u "Redirect” 3YW,
AOMYOC cbwo moxe nbpBO ga npeanoxu 3YWM metoante Ha pasnosiokeHwe Ha
Monseatens n cneg ToBa Aa ce pasknoHsiBa B noaxoga "Decoupled" nnu "Redirect"
cbrnacHo nsbopa my.



5.1.12. MHoxecmeeHa 3YU aemopu3sauyusi: [lpumep 3a nodoxoda ¢ Redirect 3YU

MHoxectBeHaTa 3YW aBTopusauuss nogabpka paspelleHMeTo 3a nnaliaHe OT HSKOSKO
Monseartenu, Hanp. paspeweHne Ha npuHumna 4 oun. MHoxectBeHa 3YW aBTopusauuns BuHaru ce
obpaboTBa C M3pMYHO CTapTUpaHe Ha aBTopmsauus. [o-gony e nokasaH NOTOKbLT 3a OTOPU3MpaHe Ha
npuHumna 4 ouu, npu konto n aeete 3YWN asTopusaunmn ce n3sbpisat 4ypes Redirect.

PsU PISP ASPSP
l PSU initiates a payment via a TPP - l
= 1. Payment-Initiation Reguest o
L validate
= elDAS certificate
= reguest syntax
. o = tpprole
“« @@ _2a. Paymentinitiation Response (NOK) | |, <emantics
— http Codes: 201, 400, 403
«—2b Payment-Intistion Response (OK)

hitp Statuscode: 201 (Created)
T T [

3. Start Authorisation Request

¥

validate

= elDAS certificate

* request syntax

{—-'/E:JEI‘\ 4a. Start-Authorisation Response (NOK) »  semantics
“__ hiip Codes: 401, 400, 403

o 4b. Start-Authorisation-Response (OK)
- hitp Statuscode: 201 (Created)

__ Feedback to the customer
Authorise the transaction (redirect)

. PSU re-directed to an authorisation webpage of the ASPSP

Y

L | « The PSU authorises the payment

1 Redirect back to TPP .
3. Payment-Status Reguest > validate
= e|DAS cerificate
= request syntax

6. Payment-Status Response = semantics
hitp Statuscode: 200 (OK) — transactionSt. PATC

F 3

7. Start Authorisation Request validate

= elDAS cerificate
= request syniax
= semantics

-« @ Ba. Start-Awthonsafion Response (NOK)
T [ hitp Codes: 401, 400, 403

- 8b. Start-Authonsation-Response (OK)
- http Statuscode: 201 (Created)

Feedback to the customer:
Authorize the transacticn (redirect)

'y

PSU re-directed to an authorigation webpage of the ASPSP

Y

The PSU authogses the payment

Yy

Redirect back to TPP

w

9. Payment-Status Request

> validate
= elDAS certificate
= request syntax
- 10. Payment-Status Response «  semantics
hitp Statuscode: 200 (OK) — transactionSt. ACTC




3abenexka: To3n NOToK He 3aBUCcK OT MeToda Ha 3YWN. MHoxecTBeHUTe aBTopusauumn no 3YU
ce M3BbpLUBAT, KaTo Ce M3MNon3Ba N MbTK 3asiBKaTa 3a cTapT 3a N nbTu 3YW, kbaeTo CbOTBETHUAT
meToa Ha 3YW e npeacrtaseH kato Redirect 3YWN. Tean 3YU npouecun cblio morat ga ce reHepupar
egHoBpemeHHo ot AMNYOC c uen ga ce cnectat APl nssnkeaHus.



5.2. 0630p Ha OaHHUMe 3a ycJsly2ama 3a UHUuyuupaHe Ha naauwaHus

CnepgHata Tabnuua geduHMpa TEXHUYECKOTO OMMCaHMe Ha abCTpaKTHUS MOLEN Ha OaHHW,
onpeaeneH B NpasunaTta 3a ycnyrata MHmuuupade Ha nnawaHe. KonoHmte aasat obLy nornes Bbpxy
API npoTokonuTe, KakTo crneasa:

KonoHata "Data element" nanonssa abctpaktHuTe enemeHTn Ha gaHHu, no [XS2A OR], 3a
Aa OOCTaBu Bpb3kaTa KbM npasunata n geuHULMNTE Ha ponu B TO3N JOKYMEHT.

KonoHata Attribute encoding gaBa onpefeneHneTo 3a gencteutenHo kogupaHe B API
XS2A, kaKkTo € AenHNPaHO B TO3N AOKYMEHT.

KonoHute "Location" onpegoenat kKora CbOTBETHUTE €NEMEHTM Ha [aHHUTE ce
TpaHcnopTupaTt kaTto napameTpu Ha HTTP Ha HuBo path, header nnu body n ca B3eTu ot
ceptudpukatute elDAS. Mons, o6bpHETE BHMMAHUE, Ye efleMEHTUTE OT JaHHU, CBbP3aHu
CbC cepTuduKaT 3a yaocToBepsiBaHe Ha yeb canlT, He ca efleMeHTU Ha OeUCTBUTENHOTO
obaxpgaHe ot API. Te ca noco4yeHu TyK, Tbi KaTo ca 3aabJ/PKUTENHU B obpaboTkaTa Ha
bekeHoa wn MoraT ga ©ObaaT TpaHCnopTMpaHWM OT KpanmHata Toyka Ha APl kbm
npunoxenuneto Ha [NMYOC. Mons, o6bpHeTe BHMMaHUE, Ye 3a pasnuka oT ToBa AaHHUTE
3a YOOCTOBEpEHMATa 3a €ENeKTPOHHMA neyaT MmoraT ga O6baaT TpaHcnopTupaHu B
creumanHo 3arnasue Ha noneto HTTP.

KonoHa "Usage" paBa o6uw, nperneg Ha W3NON3BaHETO Ha €fleMEHTM OT AaHHU B
pasnuyHuTe yenyrm n APl nosuksanus. B [XS2A OR] obaxgaHuata XS2A ce onvcsar kaTo
abcTtpakTHu API noBunkBaHus. Tesn obaxaaHus e 6baaT TEXHUYECKM peanuanpaHm Kato
komanHgn HTTPS POST, PUT n GET. ObaxgaHuaTa ce pa3gensT Ha crnegHute obaxagaHus
3a lHnummnpaHe Ha nnailaHe:

e 3asiBKaTa 3a MHUUMMpPaHE e NbpBaTa CTbMKa B NPUMOXHUSA NporpamMmeH nHTepgenc
(API1) 3a Bcsika TpaH3akuusa B pamkuTe Ha ycnyraTa [nawaHe. ToBa noBukBaHe
reHepupa CbOTBETHUS pecypc. MHuumanuanmpaHeTo Ha nnawaHusita Moxe da
obxBaHe eHOKpATHO MnallaHe, rpyrnoBu nNnaLlaHna n NepuoanyHn NnawaHus.

e [loBuKBaHETO 3a akTyanusauus Ha JaHHM e noBukBaHe npu koeto ANMY Tpsibea ga
nobaBn gaHHM, CBbpP3aHM C MaeHTudukauuma Ha [lonsBatens m cneg Koeto ce
TpsibBa Oga ce BbpHE KbM MbpBOTO obaxgaHe. TakoBa NOBMKBaAHE MOXe Oa ce
NMOBTOPW HAKONKO NbTh (0ocobeHo npmn 3YU metog Embedded).

e lckaHeTo 3a paspelleHne ce uanonssa camo npu metoq Embedded, 3a ga ce
paspeLun TpaH3akumsiTa B criydam Ha HeobXxoaMMOCT OT BTOPO yAOCTOBEpsiBaHe Ha
dakTopa.

e 3asiBKaTa 3a CbCTOSAHWE CE WM3MON3Ba B ClyyauTe crnepq YCrnewHO U3NbIIHEHME Ha
3YW v OINY ce Hyxxgae oT No-kbCHa MHpopMaums 3a pesynrara.

M3nonsea ce crnegHOTO n3nonssaHe Ha cbkpalleHus B konoHute " Location n Usage "

X: TO3n enemeHT OT JaHHUTEe ce TpaHCnopTupa Ha CbOTBETHOTO HUBO.

m: 3agbmMKNUTENHO

0: HesagobmxkutenHo 3a nanonasaxHe ot ANy

c: YcnosHo. YcrnoueTo ce onpegens ot ANMYOC u TpssibBa oa e onucaHo B agpecupaHuite
Ha NpUNoXHNAa nporpameH nHtepadenc (API) cbCcTosaHus.

Cnepgpawara Tabnuua He camo onpeaenst U3CKBaHMATa KbM CbOOLLIEHUATA 3a 3a8BKN, HO

N M3NCKBAHWNA 3a €fleMEeHTUTE Ha OaHHMTE B CbOOLleHMATa 3a OTroBopu. Te3nM U3NCKBAHUA ce
npunaraT camo B crnyyaun Ha ko 3a HTTP otrosop 2xx. B cnyyan Ha HTTP otroBop ko 4xx nnu Sxx
N3NCKBaHUSA, ce npunarat onpegeneHuTe B pasgen 4.8.

3abenexka: [loBeyeTo TexHuyeckn yHkumm kato GET ... / {paymentld} n GET ... /

{authorisationld} n 3asiBkata 3a aHynupaHe He ca obxBaHaTu OT Ta3u Tabnuua.



Location Usage
Data element Attribute encoding s QE', g z E § g’ § g E’- g § g
Elg|8|8|E|l=zlc|=|s|s|ls|%]=
o= S|=|=|3|512|2|8]45
TPP Registration Number X | m m m m
TPP Name X [ m m m m
TPP Roles X | m m m m
TPP  National Competent
Authority x| m m m m
Resource ID X m m m
Payment Product payment-product X m m m m
Request Identification X-Request-ID X m| m|m| m[{m|m|m|m
Access T_oken Authorization X c c c c
(from optional OAuth2)
Further signature related data | Digest X c
TPP Signing Certificate TPP-Signature-Certificate X c
TPP Electronic Signature Signature X c c G c
Transaction Status transactionStatus X m m m m
Funds Availability Flag fundsAvailable X c
PSU Message Information psuMessage X o] o] o o]
TPP Message Information tppMessages X o] o] o o]
PSU Identification PSU-ID X c c
PSU Identification Type PSU-ID-Type X c c
Corporate Identification PSU-Corporate-ID X c c c c
& | Corporate ID Type PSU-Corporate-ID-Type X c c c c
E PSU Password psuData.password X c
% IP Address PSU PSU-IP-Address X m o} o o}
E IP Port PSU PSU-IP-Port X o) o) o) o)
§ PSU User Agent PSU-User-Agent X o] o] o] o]
“ | GEO Information PSU-Geo-Location X o} o} o o}
::nL;gtrhrﬁ;tion PSU related PSU-Accept X o o o o
PSU-Accept-Charset X o] o] o] o]
PSU-Accept-Encoding X o] o] o] o]
PSU-Accept-Language X o] o] o] o]
PSU-Http-Method X o] o] o] o]
PSU-Device-ID X o] o] o] o]
Redirect Preference TPP-Redirect-Preferred X o]
Redirect URI TPP TPP-Redirect-URI X c
TPP-Nok-Redirect_URI X o]
Authorization Preference TPP-Explicit-Authorisation-Preferred X o]
Rejection Preference TPP-Rejection-NoFunds-Preferred X o]
TPP Notification URI TPP-Notification-URI X o]
'Fl;l:el?erenl\cl;gtfication Content TPP-Notification-Content-Preferred X o}
TPP Brand Information TPP-Brand-Logging-Information X o]
PSU Password psuData.password X c
Chosen SCA Method chosenScaMethod X c
SCA Challenge Data challengeData X c c
PSU Authentication Data scaAuthenticationData X m
g? i Request Identification X-Request-ID X mi mi m|{m{m|m|m|m
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ASPSP-SCA-Approach ASPSP-SCA-Approach X o] o]

Available SCA method scaMethods X c c

Resource ID paymentld X m

Transaction Fees transactionFees X o

Transaction Fee Indicator transactionFeelndicator X o]

Transaction Status transactionStatus X m m m m
PSU Message Information psuMessage X o] o] o o]
TPP Message Information tppMessages X o] o] o (o]
SCA Challenge Data challengeData X c c

Redirect URL ASPSP _links.scaRedirect X [

lMoBrKBaHMATa B MHTepenc 3a [JocTbn 40 CMETKa, KOUTO NpeAcTaBNABaT CbobLEeHUS, Lwe
O6baat geduHUpaHu B cneasawmTe pasgenu.

3abenexka: MapkepbT “Timestamp” 3a 3asiBka Ha BCAKO MOBMKBaHE Ce CbAbpXa B 3a4bIHKUTENHUS
dopmat Ha HTTP header "Date". Toan mapkep He ce cbabpka B Tabnuumte ¢ gaHHM NO-405y, Tbi
KaTo ToBa e 3agbikutenHo none 3a HTTP header n ¢ uen ga ce usberHat KOHMNUKTK C gpyru
npouenypu 3a cneumdukaums.

IP agpec / nopT n gonbnHuTenHa nHopmauums, cBbp3aHa ¢ Nonsearens.

CnegHnte enemMeHTU OT OaHHMTE OT ropHaTta Tabnuua npenpawaTt uHdopmauus 3a
nHTepdgenca MNonssaten / AlNMY n nogobpssat npouenypute 3a ynpasneHne Ha pucka Ha OMMYOC.
[MpenopbynMTENHO € Te3n eneMeHTN OT JaHHM Oa NPUCBbCTBAT BbB BCUYKM CHOOLLEHMS 3a 3asBKU B
pamMKuTe Ha NOTOKa OT TpaH3aKuuMM 3a UHUUMMPpaHe Ha nnawaHus. MNo-Hagony B TabnuyeH Bug e
npegoctaBeHa AonbnHUTENHa uWHGoOpMmauMs (onMcaHvMe) 3a napamMeTpuTe Ha 3asBkata W
aedmHuumsaTa Ha Te3nm enemeHTun. Kato umsknioyeHme B onucaHmeTto 3a IP agpeca Ha PSU e
"He3aabIMKUTENHO", HO NPU 3adBKa 3a UHMLMKMPAHE Ha nnawlaHe ce npunara "3agbHKUTenHo".

Attribute Format |Condition Description
The forwarded IP Address header field consists of the
PSU-IP-Address String Optional |corresponding HTTP request IP Address field between PSU and
TPP.

The forwarded IP Port header field consists of the corresponding
HTTP request IP Port field between PSU and TPP, if available.

The forwarded I[P Accept header fields consist of the
PSU-Accept String Optional |corresponding HTTP request Accept header fields between PSU
and TPP, if available.

PSU-IP-Port String Optional

PSU-Accept-

Charset String Optional |see above
PSU-Accept- . .
Encoding String Optional |see above
PSU-Accept- String Optional |see above
Language
. . The forwarded Agent header field of the HTTP request between

PSU-User-Agent String Optional PSU and TPP, if available.

HTTP method used at the PSU — TPP interface, if available.

Valid values are:
PSU-Http-Method |String Optional |- GET

POST
PUT




PATCH

DELETE
UUID (Universally Unique Identifier) for a device, which is used by
the PSU, if available.
PSU-Device-ID String Optional |UUID identifies either a device or a device dependent application
installation. In case of an installation identification this ID need to
be unaltered until removal from device.

Geo The forwarded Geo Location of the corresponding HTTP request

PSU-Geo-Location Location Optional between PSU and TPP if available.




5.3. 3asieka 3a UHUUuupaHe Ha nnawiaHe

Tasan Bepcuss Ha cCTaHgapTa onuceBa WHTepdenica M cneuudpmkaummTe 3a ycnyra
MununmnpaHe Ha egnHudHo pasnnawaHe (Initiation of a single payment).

CtaHaapTbT BKIIKOYBA CNEUNGUKMTE Ha NNaLlaHUsaTa B MECTHA BanyTa, KakTo U KpeauTHUTE
TpaHcepm B YyKaecTpaHHa BanyTa.

A. PasnnawaHusima e mecmHa easiyma ca obocobeHu 8 08e kameaopuu:
- KpeauTeH npesopa B nesa u
- [MpeBoa kbM GoOKETEH pasnopeauTen

CTtaHOapTbT nogabpka atpubyTn 3a u3bop Ha eaHa OT ABETe MECTHU NNaTeXHU CUCTEMU
— BUCEPAG n PUHIC.

B. KpedumeH mpaHcgbep 8 YyxxoecmpaHHa easlyma cblWo ce pa3desis 8 08e Kameaopuu:
KpeanteH npesog B EBPO. CtaHgapTtbT noaabpxa atpmbyTtu 3a nsbop Ha SEPA un

TARGET?2
- KpeauteH npeBop B yyxgectpaHHa Banyta Non SEPA

C. OepaHuyeHusi 3a pasmepa Ha cymama rnpu UHUyuuUpaHe Ha rnpesood

CbrnacHo MecTHaTa perynauus npu HapexgaHe Ha npeBog 3a Cyma B JeBoBa
pasHocTomHOCT Hag 30,000 neBa ce M3UCKBa NofaBaHe Ha AeKnapauuns 3a Nnpousxod Ha napuvyHuTe
cpeacTea (no 4n.4, an.7 v no 4n.6, an.5, 1.3 ot 3MWUMM). B Ta3n Bpb3ka AMYOC (baHka) nma npasBoTo
Aa oTKaXke U3nNbIIHEHNETO Ha npesop 3a cyma Hag 30,000 nesa unn HenHaTa paBHOCTOMHOCT B YyXaa
BanyTa, Tb KaTto Ha To3n eTan B CTaHAapTa He ce nogabpXa MeToA 3a npuraraHe Ha geknapaums
KbM NpeBos,

5.3.1. MHuuuupaHe Ha nnawaHe 8 JSON kodupaHe

MoBukBaHe — POST /v1/payments/{payment-product}
[ AMNY cb3paea n M3npatla 3asiBka 3a uHMumMmMpaHe Ha nnawaxe kem AOMYOC /

Path

Attribute Type Description

The addressed payment product endpoint, e.g. for SEPA Credit Transfers (SCT).
The default list of products supported in this standard is:
e domestic-credit-transfers-bgn
payment- . e domestic-budget-transfers-bgn
String .
product e sepa-credit-transfers
e cross-border-transfers
The ASPSP will publish which of the payment products/endpoints will be

supported.

Query Parameter

Hsawma Query Parameter



Request Header

Attribute

Type

Condition

Description

Content-Type

String

Mandatory

application/json

X-Request-ID

uuiD

Mandatory

ID of the request, unique to the call, as determined by the
initiating party.

This is the unique ID of TPP for the payment initiation regarding
PSD2 article 46b, 47 and EBA RTS article 29.

PSU-ID

String

Conditional

Client ID of the PSU in the ASPSP client interface. Might be
mandated in the ASPSP’s documentation.

It might be contained even if an OAuth2 based authentication
was performed in a pre-step or an OAuth2 based SCA was
performed in an preceding AlS service in the same session. In
this case the ASPSP might check whether PSU-ID and token
match, according to ASPSP documentation.

PSU-ID-Type

String

Conditional

Type of the PSU-ID, needed in scenarios where PSUs have
several PSU-IDs as access possibility.

In this case, the mean and use is then defined in the ASPSP’s
documentation.

PSU-Corporate-
ID

String

Conditional

Identification of a Corporate in the Online Channels
Might be mandated in the ASPSP’s documentation. Only used in
a corporate context.

PSU-Corporate-
ID-Type

String

Conditional

This is describing the type of the identification needed by the
ASPSP to identify the PSU-Corporate-ID content.

Mean and use is defined in the ASPSP’s documentation. Only
used in a corporate context.

Authorization

String

Conditional

Bearer Token. Is contained only, if an OAuth2 based
authentication was performed in a pre-step or an OAuth2 based
SCA was performed in an preceding AlS service in the same
session.

Consent-ID

String

Optional

This data element may be contained, if the payment initiation
transaction is part of a session, i.e. combined AIS/PIS service.
This then contains the "consentld" of the related AlIS consent,
which was performed prior to this payment initiation.

PSU-IP-Address

String

Mandatory

The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU and
TPP.

If not available, the TPP shall use the IP Address used by the TPP
when submitting this request.

TPP-Redirect-
Preferred

Boolean

Optional

If it equals "true", "URI of the TPP, where the transaction flow
shall be redirected to after a Redirect. Mandated for the Redirect
SCA Approach, specifically when TPP-Redirect-Preferred equals
"true"."

This entry is not mandated in the integrated OAuth case, since

the redirect URI is transported during the OAuth protocol.

If it equals "false", the TPP prefers not to be redirected for SCA.
The ASPSP will then choose between the Embedded or the
Decoupled SCA approach, depending on the choice of the SCA
procedure by the TPP/PSU.




Attribute

Type

Condition

Description

If the parameter is not used, the ASPSP will choose the SCA
approach to be applied depending on the SCA method chosen by
the TPP/PSU.

TPP-Rejection-
NoFunds-
Preferred

Boolean

Optional

"If it equals "true" then the TPP prefers a rejection of the
payment initiation in case the ASPSP is providing an integrated
confirmation of funds request an the result of this is that not
sufficient funds are available.

If it equals "false" then the TPP prefers that the ASPSP is dealing
with the payment initiation like in the ASPSPs online channel,
potentially waiting for a certain time period for funds to arrive to
initiate the payment.

TPP-Redirect-URI

String

Conditional

URI of the TPP, where the transaction flow shall be redirected to
after a Redirect. Mandatory for the SCA OAuth Approach.

TPP-Nok-
Redirect-URI

String

Optional

If this URI is contained, the TPP is asking to redirect the
transaction flow to this address instead of the TPP-Redirect-URI
in case of a negative result of the redirect SCA method. This
might be ignored by the ASPSP.

TPP-Explicit-
Authorisation-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers to start the authorisation
process separately, e.g. because of the usage of a signing basket.
This preference might be ignored by the ASPSP, if a signing
basket is not supported as functionality.

If it equals "false" or if the parameter is not used, there is no
preference of the TPP. This especially indicates that the TPP
assumes a direct authorisation of the transaction in the next
step, without using a signing basket.

TPP-Rejection-
NoFunds-
Preferred

Boolean

Optional

If it equals "true" then the TPP prefers a rejection of the
payment initiation in case the ASPSP is providing an integrated
confirmation of funds request an the result of this is that not
sufficient funds are available.

If it equals "false" then the TPP prefers that the ASPSP is dealing
with the payment initiation like in the ASPSPs online channel,
potentially waiting for a certain time period for funds to arrive to
initiate the payment.

This parameter may be ignored by the ASPSP.

TPP-Notification-
URI

String

Optional

URI for the Endpoint of the TPP-API to which the status of the
payment initiation should be sent.

This header field may by ignored by the ASPSP, cp. also the
extended service definition in [XS2A-RSNS].

TPP-Notification-
Content-
Preferred

String

Optional

The string has the form

status=X1, ..., Xn

where Xi is one of the constants SCA, PROCESS, LAST and where
constants are not repeated.

The usage of the constants supports the following semantics:
SCA: A notification on every change of the scaStatus attribute for
all related authorisation processes is preferred by the TPP.
PROCESS: A notification on all changes of consentStatus or
transactionStatus attributes is preferred by the TPP.

LAST: Only a notification on the last consentStatus or
transactionStatus as available in the XS2A interface is preferred
by the TPP.

This header field may be ignored, if the ASPSP does not support
resource notification services for the related TPP.




Attribute Type Condition Description

TPP-Brand- String Optional This header might be used by TPPs to inform the ASPSP about
Logging- the brand used by the TPP towards the PSU. This information is
Information meant for logging entries to enhance communication between

ASPSP and PSU or ASPSP and TPP.
This header might be ignored by the ASPSP.

Request Body

[aHHuTe, koUTO TpsIGBa Aa 6bAaT TpaHCNOPTUPaHM B 3asiBKata, 3aBUCAT OT M3bpaHaTta
KpalHa Touka (pasnnawiateneH NpoaykT) 3a npunoxHus nporpameH uHtepderic (API). B Pasgen 11
Ha TO3M JOKYMEHT ca npegocTtaBeHn CtaHgapTHUTe u [onbraHuTeNHUTE 4ePUHNLUN Heobxoanmum 3a
NOKpMBaHE Ha M3NCKBAHWATA Ha MECTHUTE OCOBeHOCTM Ha nasapa. lNo-HaTaTbluHM onpeneneHuns
CbLLO MOXe Aa 6baaTt AgobaBeHn Npu Bb3HUMKBAHE Ha HOBW crnieundumkn 3a obwHoctTa nnu ANyOC.

Response Header

Attribute Type Condition Description
Location String Mandatory | Location of the created resource (if created)
X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
ASPSP-SCA-Approach | String Conditional | This data element must be contained, if the SCA Approach is
already fixed. Possible values are:
e EMBEDDED
e DECOUPLED
e REDIRECT
The OAuth SCA approach will be subsumed by REDIRECT..
ASPSP-Notification- Boolean Conditional | true if the ASPSP supports resource status notification services.
Support false if the ASPSP supports resource status notification in

general, but not for the current request.

Not used, if resource status notification services are generally
not supported by the ASPSP.

Shall be supported if the ASPSP supports resource status
notification services, see more details in the extended service
definition [XS2A-RSNS].

ASPSP-Notification- String Conditional | The string has the form

Content status=X1, ..., Xn

where Xi is one of the constants SCA, PROCESS, LAST and where
constants are not repeated.

The usage of the constants supports the following semantics:
SCA: Notification on every change of the scaStatus attribute for
all related authorisation processes is provided by the ASPSP for
the related resource.

PROCESS: Notification on all changes of consentStatus or
transactionStatus attributes is provided by the ASPSP for the
related resource.

LAST: Notification on the last consentStatus or
transactionStatus as available in the XS2A interface is provided
by the ASPSP for the related resource.

This field must be provided if the ASPSP-Notification-Support
=true. The ASPSP might consider the notification content as
preferred by the TPP, but can also respond independently of
the preferred request.




MoneTto "Location" ce u3nons3Ba kaTo Bpb3ka KbM Cb3gageHus pecypc. Hama gpyru

CI'IGLI,VI(*)VI‘-IHVI N3NCKBaAHUA.

Response Body

Attribute

Type

Condition

Description

transactionStatus

Transaction
Status

Mandator
y

The values defined in Section Error! Reference s
ource not found. might be used.

paymentld

String

Mandator
y

resource identification of the generated
payment initiation resource.

transactionFees

Amount

Optional

Might be used by the ASPSP to transport the
total transaction fee relevant for the underlying
payments. This field includes the entry of the
currencyConversionFees if applicable.

currencyConversionFees

Amount

Optional

Might be used by the ASPSP to transport
specific currency conversion fees related to the
initiated credit transfer.

estimatedTotalAmount

Amount

Optional

The amount which is estimated to be debted
from the debtor account

estimatedinterbankSettlementAmou
nt

Amount

Optional

The estimated amount to be transferred to the
payee.

transactionFeelndicator

Boolean

Optional

If equals “true”, the transaction will involve
specific transaction cost as shown by the ASPSP
in their public price list or as agreed between
ASPSP and PSU.

If equals "false" or is not used, the transaction
will not involve additional specific transaction
costs to the PSU unless the fee amount is given
specifically in the data elements transactionFees
and/or currencyConversionFees.

scaMethods

Array of
authenticatio
n objects

Condition
al

This data element might be contained, if SCA is
required and if the PSU has a choice between
different authentication methods. Depending
on the risk management of the ASPSP this
choice might be offered before or after the PSU
has been identified with the first relevant factor,
or if an access token is transported. If this data
element is contained, then there is also an
hyperlink of type
"selectAuthenticationMethods" contained in
the response body.

These methods shall be presented towards the
PSU for selection by the TPP.

chosenSca
Method

Authenticatio
n object

Condition
al

This data element is only contained in the
response if the APSPS has chosen the Embedded
SCA Approach, if the PSU is already identified
e.g. with the first relevant factor or alternatively
an access token, if SCA is required and if the
authentication method is implicitly selected.




Attribute Type Condition | Description
challengeData Challenge Condition | Itis contained in addition to the data element
al "chosenScaMethod" if challenge data is needed
for SCA.
In rare cases this attribute is also used in the
context of the "updatePsuAuthentication" link.
_links Links Mandator | A list of hyperlinks to be recognised by the TPP.
y The actual hyperlinks used in the response

depend on the dynamical decisions of the ASPSP
when processing the request.

Remark: All links can be relative or full links, to
be decided by the ASPSP.

Type of links admitted in this response, (further
links might be added for ASPSP defined
extensions):

"scaRedirect": In case of an SCA Redirect
Approach, the ASPSP is transmitting the link to
which to redirect the PSU browser.

"scaOAuth": In case of a SCA OAuth2 Approach,
the ASPSP is transmitting the URI where the
configuration of the Authorisation Server can be
retrieved. The configuration follows the OAuth
2.0 Authorisation Server Metadata specification.

"confirmation":

Might be added by the ASPSP if either the
"scaRedirect" or "scaOAuth" hyperlink is
returned in the same response message. This
hyperlink defines the URL to the resource which
needs to be updated with

a confirmation code as retrieved after the
plain redirect authentication process with the
ASPSP authentication server or

an access token as retrieved by submitting an
authorization code after the integrated OAuth
based authentication process with the ASPSP
authentication server.

"startAuthorisation":

In case, where an explicit start of the
transaction authorisation is needed, but no
more data needs to be updated (no
authentication method to be selected, no PSU
identification nor PSU authentication data to be
uploaded).

"startAuthorisationWithPsuldentification":
The link to the authorisation end-point, where
the authorisation sub-resource has to be
generated while uploading the PSU
identification data.

"startAuthorisationWithPsuAuthentication":
The link to the authorisation end-point, where
the authorisation sub-resource has to be
generated while uploading the PSU
authentication data.




Attribute Type Condition | Description

"startAuthorisationWithAuthentication
MethodSelection":

The link to the authorisation end-point, where
the authorisation sub-resource has to be
generated while selecting the authentication
method. This link is contained under exactly the
same conditions as the data element
"scaMethods"
"startAuthorisationWithTransactionAuthorisatio
n": The link to the authorisation end-point,
where the authorisation sub-resource has to be
generated while authorising the transaction e.g.
by uploading an OTP received by SMS.

"self": The link to the payment initiation
resource created by this request. This link can
be used to retrieve the resource data.

"status": The link to retrieve the transaction
status of the payment initiation.

"scaStatus": The link to retrieve the scaStatus of
the corresponding authorisation sub-resource.
This link is only contained, if an authorisation
sub-resource has been already created.

psuMessage Max500Text Optional Text to be displayed to the PSU
tppMessages Array of Optional Messages to the TPP on operational issues.
Message

Example — Npumepu
1. Domestic credit transfer BGN (with URGP marker for RTGS)

Request

POST https://api.testbank.com/vl/payments/domestic-credit-transfers-bgn
Content-Encoding: gzip

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£f7721

PSU-IP-Address: 192.168.8.78

PSU-GEO-Location: GE0:52.506931;13.144558

PSU-User-Agent:Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0
Date: Sun, 28 Jan 2018 16:45:37 GMT

Request Body
{

"instructedAmount": {"currency": "BGN", "amount": "123.50"},
"debtorAccount": {"iban": "BG94BANK12341234567890"},

"paymentType": {"URGP"},

"creditorName": "Receiver Merchantl23",

"creditorAccount": {"iban": "BGO96BGBK43210123456789"},
"remittanceInformationUnstructured": "Information for Merchant and payment"

Response in case of a redirect with an implicitly created authorization sub-resource
HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721

ASPSP-SCA-Approach: REDIRECT



Date: Sun, 28 Jan 2018 16:45:37 GMT
Location:https://www.testbank.com/psd2/vl/payments/domestic-credit-transfers-bgn/1234-
wertig-983

Content-Type: application/json

{

"transactionStatus": "RCVD",
"paymentId": "1234-rtgsct-983",
" links": {
"scaRedirect": {"href": "https://www.testbank.com/asdfasdfasdf"},

"self": {"href":"/vl/payments/domestic-credit-transfers-bgn/1234-rtgsct-983"}
"status":{"href":"/vl/payments/domestic-credit-transfers-bgn/1234-rtgsct-
983/status"},
"scaStatus":{"href":"/vl/payments/domestic-credit-transfers-bgn/1234-rtgsct-
983/authorisations/123auth456"}
}
}

Same example in case where an explicit authorization start is needed

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721

ASPSP-SCA-Approach: REDIRECT

Date: Sun, 06 Aug 2017 15:02:42 GMT

Location: https://www.testbank.com/psd2/v1l/payments/domestic-credit-transfers-bgn/1234-
wertig-983

Content-Type: application/json

{

"transactionStatus": "RCVD",
"paymentId": "1234-rtgsct-983",
" links": {

"self":{"href":"/vl/payments/domestic-credit-transfers-bgn/1234-rtgsct-983"},

"status":{"href":"/vl/payments/domestic-credit-transfers-bgn/1234-rtgsct-
983/status"},

"startAuthorisation":{"href":"/vl/payments/domestic-credit-transfers-
bgn/1234-rtgsct-983/authorisations"}
}

2. BGN budget transfer

Request

POST https://api.testbank.com/vl/payments/domestic-budget-transfers-bgn
Content-Encoding: gzip

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£f7721

PSU-IP-Address: 192.168.8.78

PSU-GEO-Location: GE0:52.506931;13.144558

PSU- User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101
Firefox/54.0

Date: Sun, 28 Jan 2018 16:47:37 GMT

Request Body

{

"instructedAmount": {"currency": "BGN", "amount": "123.50"},
"purposeCode": "GOVT",
"debtorAccount": {"iban": "BG94BANK12341234567890"},
"creditorName": "Receiver TD NRA SOFIA",
"creditorAccount": {"iban": "BG47BNBG96668123456789"},
"budgetPaymentDetails": {

"regulatoryReportType": "1",

"taxPayerId": "9904281234",

"taxPayerType": "EGN",

"paymentCategory": "110000",

"fromDate": "20170101",



"endDate": "20171231",
"ultimateDebtor": "Name Surname Family",
"remittanceInformationUnstructured": "Tax payment ZDDFL info"}

Response in case of an OAuth2 SCA response approach with implicitly creating an
authorization sub-resource

HTTP/1.x 201 Created
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721

ASPSP-SCA-Approach: REDIRECT
Date: Sun, 28 Jan 2018 16:47:37 GMT

Location:https://www.testbank.com/psd2/vl/payments/domestic-budget-transfers-bgn/1234-
bgnbdg-983

Content-Type: application/json

{

"transactionStatus": "RCVD",
"paymentId": "1234-bgnbdg-983",
" links": {
"scaOAuth": {"href": "https://www.testbank.com/oauth/.well-known/ocauth-

authorization-server"},
"self": {"href":"/vl/payments/domestic-budget-transfers-bgn/1234-bgnbdg-983"}
"status":{"href":"/vl/payments/domestic-budget-transfers-bgn/1234-bgnbdg-
983/status"},
"scaStatus":{"href":"/vl/payments/domestic-budget-transfers-bgn/1234-bgnbdg-
983/authorisations/123auth456"}
}

3. EUR credit transfer (with SEPA Service level marker)
Request
POST https://api.testbank.com/vl/payments/sepa-credit-transfers
Content-Encoding : gzip
Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721

PSU-IP-Address: 192.168.8.78

PSU-GEO-Location: GE0:52.506931;13.144558

PSU-USER-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0
Date: Sun, 28 Jan 2018 16:42:37 GMT

Request Body
{

"instructedAmount": {"currency": "EUR", "amount": "123.50"},

"paymentType": {"ServicelLevel" : "SEPA"},

"chargeBearer": "SLEV",

"debtorAccount": {"iban": "BG94BANK12341234567890"},

"creditorName": "Receiver Merchantl1l23",

"creditorAccount": {"iban": "DE23100120020123456789"},
"remittanceInformationUnstructured": "Information for Merchant and payment "

}

Response in case of decoupled approach
HTTP/1.x 201 Created
X-Request-ID: 99391c7e-ad88-4%ec-a2ad-99ddcblf7721

ASPSP-SCA-Approach: DECOUPLED
Date: Sun, 28 Jan 2018 16:42:37 GMT

Location:https://www.testbank.com/psd2/vl/payments/sepa-credit-transfers/1234-wertigq-983
Content-Type: application/json


https://www.testbank.com/oauth/.well-known/oauth-authorization-server
https://www.testbank.com/oauth/.well-known/oauth-authorization-server

"transactionStatus": "RCVD",
"paymentId": "1234-wertig-983",
" links": {
"updatePsuldentification": {"href":"/vl/payments/sepa-credit-transfers/1234-wertig-
983"},
"self": {"href": "/vl/payments/sepa-credit-transfers/1234-wertig-983"}
}
}

Response in case of decoupled approachwith explicit start of authorization needed
(will be done with the update PSU identification function)

HTTP/1.x 201 Created
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721

ASPSP-SCA-Approach: DECOUPLED
Date: Sun, 28 Jan 2018 16:42:37 GMT

Location:https://www.testbank.com/psd2/vl/payments/sepa-credit-transfers/1234-wertigq-983
Content-Type: application/json
{

"transactionStatus": "RCVD",
"paymentId": "1234-wertig-983",
" links": {

"startAuthorisationWithPsuIdentification":
{"href":"/vl/payments/sepa-credit-transfers/1234-wertig-983"/authorisations},
"self": {"href": "/vl/payments/sepa-credit-transfers/1234-wertig-983"}

}

Response in case of embedded approachwith explicit start of authorization
HTTP/1.x 201 Created
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721

ASPSP-SCA-Approach: EMBEDDED
Date: Sun, 28 Jan 2018 16:42:37 GMT

Location:https://www.testbank.com/psd2/v1l/payments/1234-wertigq-983
Content-Type: application/json
{

"transactionStatus": "RCVD",
"paymentId": "1234-wertig-983",
" links": {

"startAuthenticationWithPsuAuthentication™:
{"href":"/vl/payments/sepa-credit-transfers/1234-wertig-983" /authorisations},

"self": {"href": "/vl/payments/sepa-credit-transfers/1234-wertig-983"}

}

4. Cross border credit transfer

Request

POST https://api.testbank.com/vl/payments/cross-border-transfers

Content-Encoding: gzip

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721

PSU-IP-Address: 192.168.8.78

PSU-GEO-Location: GE0:52.506931;13.144558

PSU-USER-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0



Date: Sun, 28 Jan 2018 16:52:37 GMT

Request Body
{

"instructedAmount": {"currency": "USD", "amount": "123.50"},

"chargeBearer": "SHAR",

"debtorAccount": {"iban": "BG94BANK12341234567890"},

"creditorName": "Receiver Merchantl1l23",

"creditorAccount": {"iban": "TR73TURKBANKO0000001234567890"},

"creditorAddress": {"country": "TR", "city": "Istanbul", "street": "Main Street 25"},
"remittanceInformationUnstructured": "Information for Merchant and payment"

}

Response in case of embedded approach

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721

ASPSP-SCA-Approach: EMBEDDED

Date: Sun, 28 Jan 2018 16:52:37 GMT

Location: https://www.testbank.com/psd2/vl/payments/cross-border-transfers/1234-wertig-
983

Content-Type: application/json

{

"transactionStatus": "RCVD",
"paymentId": "1234-wertig-983",
" links": {

"updatePsuAuthentication":
{"href": "/vl/payments/cross-border-transfers/1234-wertig-983"},
"self":{"href":"/vl/payments/cross-border-transfers/1234-wertig-983"}
}

5.3.2. MHuuyuupaHe Ha nnawaHe 8 XML cbobweHue pain.001

MoBukBaHe — POST /v1/payments/{payment-product}
[ AMNY cb3gaea n M3npatla 3asiBka 3a uHuumMmpaHe Ha nnawaxe koem AMYOC /

Path

Attribute Type Description

The addressed payment product endpoint. The default list of products supported
in this standard is:

e pain.001-domestic-credit-transfers-bgn

Payment- String e pain.001-domestic-budget-transfers-bgn

product e pain.001-sepa-credit-transfers

e pain.001-cross-border-transfers

The ASPSP will publish which of the payment products/endpoints will be

supported.

Query Parameter - CbLmTe CTOMHOCTM KaTo B cekuus 5.3.1.

Request Header - ima pasnuka B CTOMHOCTTa Ha aTpubyTa Content-Type, KOUTO yKa3Ba
XML kogupaHe. OcTtaHanuTe CTOMHOCTU ca CbLUMTE KakTo B cekums 5.3.1.

Attribute Type Condition Description




Content-Type String | Mandatory | application/xml

Request Body — CtpykTypaTa Ha pain.001, koaTto oTtroBaps Ha nsbpaHus npoaykt. XML
cxemara e ykasaHa B Cekuusa 11.1.2.

Response - CbLmTe CTOMHOCTM KaTo B cekums 5.3.1.

Example - Domestic budget transfer BGN

Request

POST https://api.testbank.com/vl/payments/pain.00l-domestic-budget-transfers-bgn
Content-Encoding : gzip

Content-Type: application/xml

X-Request-ID: "123e4567-e89b-12d3-a456-426655440000"

PSU-IP-Address: %“192.168.8.78"

PSU-Agent: “Chrome v12”

Request Body

<?xml version="1.0" encoding="UTF-8"?>
<Document xmlns="urn:iso:std:1is0:20022:tech:xsd:pain.001.001.08">
<CstmrCdtTrfInitn>
<GrpHdr>
<MsgId>ACT/180128/BUDG002</MsgId>
<CreDtTm>2018-01-28T14:07:00</CreDtTm>
<NbOfTxs>1</NbOfTxs>
<CtrlSum>256</CtrlSum>
<InitgPty>
<Nm>VME HA MHMIMATOP HA IIJIAIIAHE</Nm>
<PstlAdr>
<StrtNm>yn. CB. Codma 6</StrtNm>
<PstCd>1000</PstCd>
<TwnNm>Sofia</TwnNm>
<Ctry>BG</Ctry>
</PstlAdr>
<Id><PrvtId>1234567890</PrvtId></Id>
</InitgPty>
</GrpHdr>
<PmtInf>
<PmtInfId>ADE/0012345678</PmtInfId>
<PmtMtd>TRF</PmtMtd>
<BtchBookg>false</BtchBookg>
<PmtTpInf><CtgyPurp><Cd>GOVT</Cd></CtgyPurp></PmtTpInf>

<Dbtr>
<Nm>VME HA HAPEIUTEJI</Nm>
<PstlAdr><PstCd>1000</PstCd><TwnNm>Codpmra</TwnNm><Ctry>BG</Ctry>
</PstlAdr>
<Id><PrvtId>1234567890</PrvtId></Id>

</Dbtr>

<DbtrAcct><Id> <IBAN>BG68BANK91231098765432</IBAN></Id></DbtrAcct>
<DbtrAgt><FinInstnId><BICFI>BANKBGSF</BICFI></FinInstnId></DbtrAgt>
<CAdtTrfTxInf>
<PmtId><InstrId>ACT/180128/BUDG002/01</InstrId></PmtId>
<Amt>
<InstdAmt Ccy="BGN">256</InstdAmt>
</Amt>
<CdtrAgt><FinInstnId><BICFI>BUDGBGSF</BICFI></FinInstnId></CdtrAgt>
<Cdtr>
<Nm>TI Ha HAI CO®USA Odmc CEPIVKA</Nm>
<PstlAdr><TwnNm>Codpua</TwnNm><Ctry>BG</Ctry></PstlAdr>
</Cdtr>
<CdtrAcct><Id><IBAN>BG52BUDG96618188843800</IBAN></Id></CdtrAcct>
<RgltryRptg>
<Dtls>
<Tp>9</Tp>
<Inf>Document Number (Text35)</Inf>
<Dt>2018-01-28</Dt>
</Dtls>
</RgltryRptg>
<Tax>



<Dbtr>
<TaxId>1234567890</TaxId>
<TaxTp>EGN</TaxTp>
<Authstn><Nm>VME HA 3AIOBIIXEHO JIMIE</Nm></Authstn>
</Dbtr>
<TtlTaxAmt Ccy="BGN">256</TtlTaxAmt>
<Rcrd>
<Ctgy>110000</Ctgy>
<Prd>
<FrToDt>
<FrDt>2017-01-01</FrDt>
<ToDt>2017-12-31</ToDt>

</FrToDt>
</Prd>

</Rcrd>
</Tax>
<RmtInf>

<Ustrd>Inmaren JOO®JI sa 2017</Ustrd>
</RmtInf>

</CAtTrfTxInf>
</PmtInf>
</CstmrCdtTrfInitn>

</Document>

Response in case of a redirect

Header Response in JSON encoding as example in Section 5.3.1

Response Body

{

“transactionStatus”: “Received”,

“paymentId”: “1234-bgnbdg-983~,

Y links”: {

“redirect”: “https://www.testbank.com/asdfasdfasdf”,

“self”: “/vl/payments/pain.00l-domestic-budget-transfers-bgn/1234-bgnbdg-983"
}

Response in case of an OAuth2 response

Header Response in JSON encoding as example in Section 5.3.1

Response Body

{

“transactionStatus”: “Received”,

“paymentId”: “1234-bgnbdg-983",

Y links”: {

“oAuth”: “https://www.testbank.com/oauth/.well-known/oauth-authorization-server”,

“self”: “/vl/payments/pain.00l-domestic-budget-transfers-bgn/1234-bgnbdg-983"
}

}

Response in case of decoupled approach

Header Response in JSON encoding as example in Section 5.3.1

Response Body

{

“transactionStatus”: “Received”,

“paymentId”: “1234-bgnbdg-983",

Y links”: {

“updatePsuldentification”:%“/vl/payments/pain.00l-domestic-budget-transfers-bgn/1234-

wertig-9837,

“self”: “/vl/payments/pain.00l-domestic-budget-transfers-bgn/1234-bgnbdg-983"
}

}

Response in case of embedded approach

Header Response in JSON encoding as example in Section 5.3.1

Response Body

{

“transactionStatus”: “Received”,

“paymentId”: “1234-bgnbdg-983",

“ links”: {
“updatePsuAuthenication”:“/vl/payments/pain.00l-domestic-budget-transfers-bgn/1234-
bgnbdg-983"



5.3.3. MHuuuupaHe Ha macoso nnawaHe (bulk payment)

Tasun yHKUMOHaNHOCT e He3aabimkmuTenHa 3a AMNYOC. Ta moxe ga 6bae npegnoxeHa ot
B JSON mnnn XML mogenupaHe Ha JaHHUTE 3a nrallaHe.

5.3.3.1.  UHuyuupaHe Ha macoeo nnawaHe (bulk payment) e JSON kodupaHe

lNoBukBaHe — POST /v1/bulk-payments/{payment-product}
/ OMY cb3paBa 1 M3npawa 3asiBka 3a MHULMMpaHe Ha MacoBo nnaiaHe kbm AMYOC /

Path

Attribute Type Description

The addressed payment product endpoint. The default list of products supported
in this standard is:

e domestic-credit-transfers-bgn

String |e domestic-budget-transfers-bgn

e sepa-credit-transfers

The ASPSP will publish which of the payment products/endpoints will be
supported.

Payment-
product

Query Parameter - CbLimTe CTOMHOCTM KaTo B cekuus 5.3.1.
Request Header — CTonHOCTUTE Ca CbLUUTE KaKTO B cekums 5.3.1.
Request Body — ledunHunumaTta 3a macoso CElMA nnawaHe ce cbabpxa B Cekums 11.3.

Response — [eduHuumaTa Ha OTroBopa € aHanorMyHa ¢ UHMUMUMpPaHe Ha eOuHUYHO
nnawiaHe KaTo B cekuus 5.3.1.

5.3.3.2.  UHuuyuupaHe Ha macoeo nnawaHe (bulk payment) e XML kodupaHe

lNoBukBaHe — POST /v1/bulk-payments/{payment-product}
[ AMNY cb3paea 1 M3npatla 3asiBka 3a MHULMMpaHe Ha MacoBo nnailaHe kem AOMYOC /

Path

Attribute Type Description

The addressed payment product endpoint. The default list of products supported
in this standard is:

e pain.001-domestic-credit-transfers-bgn

String |e pain.001-domestic-budget-transfers-bgn

e pain.001-sepa-credit-transfers

The ASPSP will publish which of the payment products/endpoints will be
supported.

Payment-
product

Query Parameter - CbLimMTe CTOMHOCTN KaTo B cekums 5.3.2.

Request Header — CTonHOCTUTE Ca CbLUMTE KaKTo B cekums 5.3.2.



Request Body — CtpyktypaTa Ha pain.001, koaTo kopecnoHaupa C NoCOYeHUs NnaTexeH
NPOAOYKT.

Response — [edpuHuumaTa Ha OTroBopa € aHanorMyHa ¢ UHMUMMpaHe Ha eOuHUYHO
nnawaHe B XML kaTo B cekuusa 5.3.2.

5.3.4. MHuuuupaHe Ha HapexxdaHe 3a nepuodUYHO MaulaHe

dyHKUMATa 32 NEepUOLMYHM NNawaHusa ce pasrfnexaa B HacToswaTta cneumndurkaumsa kato
cneundunyHa 3asaBka 3a ,[loctosaHHO HapexaaHe“: [1IY nogaBa uckaHe 3a NoBTapsLWO ce nnailaHe. B
3asBKaTa ce cbabpKaT AaHHM 3a HavanHa gata, Yectota n ycnosHo KpanHa gata. Cnepg kato 6bae
oTopuaMpaHo oT NonseaTtend, nnawaHeTo e ce n3pbpwsa ot AMNYOC, ako e Bb3MOXHO, Ha 6a3aTa
Ha ToBa "lMocTosiHHO HapexaaHe", npeactaseHa ot AMY. He e Heobxoanma gonbrHUTENHA AENHOCT
no Ary.

ToBa nnawaHe ce Hapu4ya NepMoanYHO NrallaHe B TO3N KOHTEKCT, 3a Aa ce pasrpaHnyn ot
ApYyr1 NoOBTapsLWM ce BUOOBe nnallaHe, Korato TpeTu CTpaHn MHULMUPAT eaHa U Cbllia cyMa 3a eauH
N cbly 6eHeUUMNEHT 3a TpaH3aKLMKM C KpeanTHa KapTa unm gupekTHy ebuTun 3a 3annawiaHe Ha CTOKM
unn ycnyru. NocnegHnte BUAOBE NiallaHus He ca YacT OT TO3U MHTepJeicC.

5.3.4.1. JSON kodupaHe Ha locmosiHHO Hapex0aHe 3a rnepuoduYHo rnnawaHe

NMoBukBaHe: POST /vl/periodic-payments/{payment-product}

Path Parameter - 3non3sa ce eanH 1 Cbly, NapaMeTbp 3a onpeaerigaHe Ha By, nnailaHe
KaTo Nepnoan4yHOTO NnallaHe, KakTo e NocoYeHo B pasgen 5.3.1.

Query Parameter - CbLiMTe CTONHOCTM KaTo B cekuus 5.3.1.
Request Header — CTonHOCTUTE Ca CbLUMTE KaKTo B cekums 5.3.1.

Request Body — Moxe aa ce u3nonsesa Bceku tag Ha OCHOBHOTO nfiawjaHe, onpeaesieH B
pasgen 11.1.1. B gonbnHeHne ce n3nona3eaTt criegHUTE MapKepu:

Tag Type Usage Description

startDate ISODate Mandatory | The first applicable day of execution starting from this date is the first
payment.

executionRule | String Optional The "following" or "preceding" supported as values. This data

attribute defines the behaviour when recurring payment dates falls on
a weekend or bank holiday. The payment is then executed either the
"preceding" or the "following" working day.

ASPSP might reject the request due to the communicated value, if
rules in Online-Banking are not supporting this execution rule.

endDate ISODate Optional The last applicable day of executionlf not given, it is an infinite
standing order.
frequency Frequency Mandatory | The frequency of the recurring payment resulting from this standing
Code order.
dayOfExecution | Max2Text Conditional | "31" is ultimo. The format is following the regular expression \d{1,2}.

Example: ,1“addresses the first day.
The date is referring to the time zone of the ASPSP.




Response: ®dopmaTbT Ha OTroBopa 3a WHUMUMMPAHE Ha NnaljaHeTo CbOTBETHO.

nocrnegsalinaT Npouec Ha OTOpM3MpaHe Ha TPaH3aKLUMM 3a NOCTOSAAHHM MOPBYKN C AaHHKM 3a NnaljaHe,
6asnpann Ha JSON, e aHanorM4eH Ha CbOTBETHMSI OTFOBOP 3a MHULUMMPAHE Ha €ANHUYHO nnallaHe,
pecn. nocrnegsallus NpoLec Ha 0TopM3MpaHe Ha TpaH3aKuMnM 3a eQHOKPAaTHO NMnallaHe, CbabpKallo
AaHHK 3a nnawaHe, 6asnmpanHm Ha JSON.

Mpumep:

POST https:/vl/periodic-payments/sepa-credit-transfers

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721

PSU-IP-Address: 192.168.8.78

PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101
Firefox/54.0

Date:

{

Sun, 06 Aug 2017 15:02:37 GMT

"instructedAmount": {"currency": "EUR", "amount": "123"},
"debtorAccount": {"iban": "DE40100100103307118608"},

"creditorName": "Merchantl23",

"creditorAccount": {"iban": "DE23100120020123456789"},
"remittanceInformationUnstructured": "Information Number Abonnement",
"startDate": "2018-03-01",

"executionRule": "preceding",

"frequency": "Monthly",

"dayOfExecution": "01"

5.3.4.2. XML kodupaHe Ha NlocmosiHHO Hapex0aHe 3a nepuoduYHO niawaHe

B npeanoxeHneto Ha bepnuHckata rpyna, MOCTOSIHHUTE OaHHW 3a ynpaBlieHue Ha

nnawaHeto ca JSON 6asnpaHu, AoKaTO CbOTBETHUTE OAHHW 3a NnawjaHe ce ocHoBaBaT Ha XML
cuHTakcuc. Mo Tasu npuunHa 3asiBkaTa 3a MHULMKMPAaHE Ha NOCTOSIHHO HapeXaaHe ce onpenenst kKato
HTTP multipart cbobLieHne n He ce nogabpxa.

5.4. 3asieka 3a cmamyc Ha TpaH3akuus 3a lMnawaHe

C ToBa cbobueHue [IMY reHepupa 3asiBKa 3a NpoBepKa Ha cTaTyca Ha TpaH3akumnaTa npu

Arnyoc.

Call:
GET /vl1/{payment-service}/{payment-product}/{paymentId}/status

Path parameter

Attribute Type Description

payment-service String

Payment product of the related payment. The possible values are “payments”,
“bulk-payments” and “periodic-payments”

paymentld String | Resource Identification of the related payment

Request Header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the initiating

party.




Attribute Type Condition | Description

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was performed in
a pre-step or an OAuth2 based SCA was performed in the current PIS
transaction or in a preceding AlS service in the same session, if no such
OAuth2 SCA approach was chosen in the current PIS transaction.
Accept String Optional The TPP can indicate the formats of status reports supported together
with a prioritisation following the HTTP header definition.

The formats supported by this specification are

e xml

e JSON
If only one format is supported by the TPP, which is not supported by
the ASPSP this can lead to a rejection of the request.

Query Parameters
No specific query parameters defined.

Request Body
No body.

5.4.1. Omeosop 3a cmamyc Ha NnawaHe uHuyuupaHo 8 JSON cbopmam

C ToBa cbobuwenne [AOMNYOC Bpbwa kbm [AMNY wnHpopmauma 3a CbCTOSHMETO Ha
TpaH3akumata. B cnyvan, 4ye Beve U3NpaTEHOTO MCKaHe 3a MHUUMMpaHe Ha nnawaHe e JSON
KoOupaHo, CbCTOSHMETO Ce Bpblia CbLlo Bb3 ocHoBa Ha JSON dopmar.

Response Code
The HTTP response code equals 200.

Response Header

Attribute Type Condition Description
X-Request-ID uuID Mandatory ID of the request, unique to the call, as determined by the
initiating party.

Response Body in Case of JSON based endpoint

Attribute Type Condition | Description
transactionStatus | Transaction | Mandatory | In case where the Payment Initiation Request was JSON
Status encoded as defined in Section 5.3.1., the status is returned
in this JSON based encoding.
fundsAvailable Boolean Condition | This data element is contained, if supported by the ASPSP,

if a funds check has been performed and if the
transactionStatus is "ACTC", "ACWC" or "ACCP".

psuMessage Max500Text | Optional

Example for JSON based endpoint

Request
GET https://api.testbank.com/vl/payments/sepa-credit-transfers/1234-wertig-983/status

Accept:application/json
X-Request-ID:99391c7e-ad88-49%c-a2ad-99ddcbl1£f7721



https://api.testbank.com/v1/payments/sepa-credit-transfers/1234-wertiq-983/status

Date Sun, 28 Jan 2018 16:54:07 GMT

Response

HTTP/1.x 200 Ok
X-Request-ID:99391c7e-ad88-49%ec-a2ad-99ddcbl1£7721
Date Sun, 28 Jan 2018 16:54:07 GMT

Content-Type application/json
{

"transactionStatus": "ACCP",
"fundsAvailable": true

}

5.4.2. Omeosop 3a cmamyc Ha [TnawaHe uHuuuupaHo 8 XML cbopmam

C ToBa cbobuweHnne [ANMYOC Bpbwa kbm AMNMY wuHpopmMauus 3a CbLCTOSHUETO Ha
TpaH3akumata. Korato 3asBkaTta 3a nnawaHe e npegoctaBeHa ype3 XML pain.001 cbobueHwue,
OTroBOPbT 3@ CbCTOSHMETO Ha TpaH3akuusaTa crnegBa ga ce npefocraBu B CTpykTypaTa Ha XML
pain.002 cbobLueHue.

Example for XML based endpoint
Request
GET https://api.testbank.com/vl/payments/pain.00l-sepa-credit-transfers/1234-wertig-
983/status

Accept: application/xml
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£7721
Date: Sun, 06 Aug 2017 15:04:07 GMT
Response
HTTP/1.x 200 Ok
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£7721
Date: Sun, 06 Aug 2017 15:05:08 GMT
Content-Type: application/xml
<Document xmlns="urn:iso:std:is0:20022:tech:xsd:pain.002.001.03">

<CstmrPmtStsRpt>

<GrpHdr>

<MsgId>4572457256725689726906</MsgId>
<CreDtTm>2017-08-05T20:24:56.021Z</CreDtTm>
<DbtrAgt><FinInstnId><BIC>ABCDDEFF</BIC></FinInstnId></DbtrAgt>
<CdtrAgt><FinInstnId><BIC>DCBADEFF</BIC></FinInstnId></CdtrAgt>

</GrpHdr>

<O0rgnlGrpInfAndSts>
<OrgnlMsgId>MIPI-123456789RI-123456789</0rgnlMsgId>
<0rgnlMsgNmId>pain.001.001.03</0OrgnlMsgNmId>
<0rgnlCreDtTm>2017-08-05T20:23:34.000Z</0OrgnlCreDtTm>
<0rgnlNbOfTxs>1</0rgnlNbOfTxs>
<OrgnlCtrlSum>123</0OrgnlCtrlSum>
<GrpSts>ACCT</GrpSts>

</0rgnlGrpInfAndSts>

<OrgnlPmtInfAndSts>
<OrgnlPmtInfId>BIPI-123456789RI-123456789</0OrgnlPmtInfId>
<0rgnlNbOfTxs>1</0rgnlNbOfTxs>
<OrgnlCtrlSum>123</OrgnlCtrlSum>
<PmtInfSts>ACCT</PmtInfSts>

</0OrgnlPmtInfAndSts>

</CstmrPmtStsRpt>
</Document>



5.5. Omeosop Ha uckaHe 3a nnauwjaHe Get Payment Request

GET /vl1l/{payment-service}/{payment-product}/{paymentId}

Bpbllua cbabpXXaHMeTo Ha NnaTeXXHO HapeaaHe.

Path Parameters

Attribute Type Description

payment-service | String The possible values are “payments”, “bulk-payments” and “periodic-payments”

payment-product | String The payment product, under which the payment under paymentld has been initiated.

paymentld String ID of the corresponding payment initiation object as returned by an Payment
Initiation Request

Query Parameters
No specific query parameter.

Request Header

Attribute Type Condition | Description

X-Request-ID uuiD Mandatory | ID of the request, unique to the call, as determined by the initiating
party.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was performed in

a pre-step or an OAuth2 based SCA was performed in the current PIS
transaction or in a preceding AlS service in the same session, if no such
OAuth2 SCA approach was chosen in the current PIS transaction.

Request Body
No request body.

Response Header
Attribute Type Condition Description
X-Request-ID uuID Mandatory ID of the request, unique to the call, as determined by the
initiating party.

Response Code
The HTTP response code equals 200.

Response Body

TAnoTO Ha OTroBOpa 3aBuCK OT NapameTbpa {payment-service}. To cbabpxa agpecmpaHns
nnaTtexeH pecypc B ANMNYOC, ¢ Bb3MOXHN NPOMEHN Ha OPUTMHANHNTE OaHHMW.

3a 6asunpanute B JSON {payment-services} faHHMTE 3a CbOOLLEHNETO MOXE Aa CbObpPXaT U
AONbIHUTENHA MHGOPMaLMs Hanp. ¢ AONbSIHEHNE HA JaHHWUTE 3a cTaTyca.

B mnonbnHeHune, nnaTteXxHUAT pecypc MoXe Aa cbabpixa noneto debtorName, nopu ako He
e npepoctaBeHo oT [lY. Toea pgaBa Bb3MoxHocT Ha [OIYOC pa TpaHcnoptMpa MMETO Ha
cobcTBeHMKa Ha cmeTkata go PISP B cniyyan, ye e Heobxoauma perynatopHa Heo6xogMMOCT U ako
He e npegocTaBeHa No Apyrn HaunHu, kKato CNUChK Ha HaNU4HUTE cMeTkn unu obwm AlS ycnyrun 3a
AISP.

3a 6asupaHute B XML {payment-services} ce BpbLia pain.001. B cnyyan Ha nogageHo
nepuoanyHo nnawaHe b oopmat pain.001, moxe ga ce BbpHe kato HTTP multipart cbobLieHwne.

BbB Bcuukm crniydyam AMNMYOC mMoxe Oa BbpHe pasfiMyHU OaHHW OT CbObpXaHWeTO Ha
OpUrMHANHO NoAdafdeHNTe erieMeHTU, ako ce Hanara npedopmMatvpaHe Ha CbAbpXaHueTo, Harp.



3asiBeHMTE [aTu 3a U3MNbJIHEHWE MPU NEPUOANYHO MMallaHe UNn NpomsiHa Ha as3bydHn CMMBOMN B
nHpopmauyusTa.

5.6. MHUckaHe 3a ommsiHa Ha nnauwaHe Payment Cancellation Request

CALL

DELETE /vl1/{payment-service}/{payment-product}/{paymentId}

To nHnyumupa aHynmpaHe Ha nnawaHe. B 3aBMCMMOCT OT nnatexHarta ycnyra, nnaTexHus
NpoAYKT 1 nonutukata 3a nanvnHeHne Ha AMNYOC, ToBa nosukBaHe Ha 1Y moxe oa e goctaTbyHO
3a a ce OTMeHU nrawaHeTo. AKO paspeLLleHNeTo 3a aHynmpaHe Ha nawaHeTo € YMbIHOMOLLLEHO OT
ASPSP, cboTBeTHata xunepBpb3ka Le Cce CbabpXa B CbOoOWEHMETO 3a OTroBOp. pblla
CbAbPXXaAHMETO Ha NNaTeXHO HapexaaHe.

Path Parameters

Attribute Type Description
payment-service | String The possible values are “payments”, “bulk-payments” and “periodic-payments”
payment-product | String The payment product, under which the paymentld has been initiated. It shall be

checked by the ASPSP, if the payment-product is matching the payment initiation
addressed by paymentld.

paymentld String Resource Identification of the related payment.

Request Header

Attribute Type Condition Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was performed in a
pre-step or an OAuth2 based SCA was performed in the current PIS
transaction or in a preceding AlS service in the same session, if no such
OAuth2 SCA approach was chosen in the current PIS transaction.

TPP-Redirect- Boolean | Optional If it equals "true", the TPP prefers a redirect over an embedded SCA
Preferred approach.

If it equals "false", the TPP prefers not to be redirected for SCA. The ASPSP
will then choose between the Embedded or the Decoupled SCA approach,
depending on the choice of the SCA procedure by the TPP/PSU.

If the parameter is not used, the ASPSP will choose the SCA approach to be
applied depending on the SCA method chosen by the TPP/PSU.

TPP-Redirect- | String Conditional | URI of the TPP, where the transaction flow shall be redirected to after a
URI Redirect. Mandated for the Redirect SCA Approach, specifically when TPP-
Redirect-Preferred equals "true". See Section 4.10 for further requirements
on this header.

It is recommended to always use this header field.

Remark for Future: This field might be changed to mandatory in the next

version of the specification.

TPP-Nok- String Optional If this URI is contained, the TPP is asking to redirect the transaction flow to
Redirect-URI this address instead of the TPP-Redirect-URI in case of a negative result of
the redirect SCA method. This might be ignored by the ASPSP.

See Section 4.10 for further requirements on this header.




Attribute Type Condition Description

TPP-Explicit- Boolean

Authorisation-

If it equals "true", the TPP prefers to start the authorisation process
separately, e.g. because of the usage of a signing basket. This preference
might be ignored by the ASPSP, if a signing basket is not supported as
functionality.

If it equals "false" or if the parameter is not used, there is no preference of
the TPP. This especially indicates that the TPP assumes a direct authorisation
of the transaction in the next step, without using a signing basket.

Optional

Preferred

Query Parameters

No specific query parameter.

Request Body
No request body.

Response Code

Ako DELETE e goctaTb4HO 3a aHynupaHe Ha nnawaHeto: HTTP otrosop 204.
Ako DELETE He e goctaTb4Ha 3a aHynuMpaHe Ha nnallaHeTo, TbW KaTo € Heobxoammo
paspelleHue Ype3 3YW metoa 3a aHynmpaHeTo oT Nonssatenda: HTTP otrosop koa 202.

Response Header

Attribute Type Condition Description
X-Request-ID uuID Mandatory ID of the request, unique to the call, as determined by the
initiating party.
Response Body
Attribute Type Condition Description
transactionStatus | Transaction Mandatory Transaction Status of the payment resource
Status
scaMethods Array of Conditional This data element might be contained, if SCA is required and if
authenticatio the PSU has a choice between different authentication methods.
n objects Depending on the risk management of the ASPSP this choice
might be offered before or after the PSU has been identified
with the first relevant factor, or if an access token is transported.
If this data element is contained, then there is also an hyperlink
of type "selectAuthenticationMethods" contained in the
response body.
These methods shall be presented towards the PSU for selection
by the TPP.
chosenSca Authenticatio | Conditional This data element is only contained in the response if the APSPS
Method n object has chosen the Embedded SCA Approach, if the PSU is already
identified e.g. with the first relevant factor or alternatively an
access token, if SCA is required and if the authentication method
is implicitly selected.
challengeData Challenge Conditional It is contained in addition to the data element
"chosenScaMethod" if challenge data is needed for SCA.
In rare cases this attribute is also used in the context of the
"updatePsuAuthentication" link.
TPP-Redirect- Boolean Optional If it equals "true", URI of the TPP, where the transaction flow
Preferred shall be redirected to after a Redirect. Mandated for the




Attribute

Type

Condition

Description

Redirect SCA Approach, specifically when TPP-Redirect-

Preferred equals "true".

If it equals "false", the TPP prefers not to be redirected for SCA.
The ASPSP will then choose between the Embedded or the
Decoupled SCA approach, depending on the choice of the SCA
procedure by the TPP/PSU.

If the parameter is not used, the ASPSP will choose the SCA
approach to be applied depending on the SCA method chosen
by the TPP/PSU.

TPP-Rejection-
NoFunds-
Preferred

Boolean

Optional

"If it equals "true" then the TPP prefers a rejection of the
payment initiation in case the ASPSP is providing an integrated
confirmation of funds request an the result of this is that not
sufficient funds are available.

If it equals "false" then the TPP prefers that the ASPSP is dealing
with the payment initiation like in the ASPSPs online channel,
potentially waiting for a certain time period for funds to arrive
to initiate the payment.

TPP-Redirect-URI

String

Conditional

URI of the TPP, where the transaction flow shall be redirected
to after a Redirect. Mandatory for the SCA OAuth Approach.

TPP-Explicit-
Authorisation-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers to start the authorisation
process separately, e.g. because of the usage of a signing
basket. This preference might be ignored by the ASPSP, if a
signing basket is not supported as functionality.

If it equals "false" or if the parameter is not used, there is no
preference of the TPP. This especially indicates that the TPP
assumes a direct authorisation of the transaction in the next
step, without using a signing basket.

_links

Links

Conditional

A list of hyperlinks to be recognised by the TPP. The actual hyperlinks
used in the response depend on the dynamical decisions of the ASPSP
when processing the request.

Remark: All links can be relative or full links, to be decided by the
ASPSP.

Type of links admitted in this response, (further links might be

added for ASPSP defined extensions):

"startAuthorisation":

In case, where an explicit start of the transaction authorisation is
needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).

"startAuthorisationWithPsuldentification":

In case where a PSU Identification needs to be updated when
starting the cancellation authorisation: The link to the
cancellation-authorisations end-point, where the cancellation
sub-resource has to be generated while uploading the PSU
identification data.

"startAuthorisationWithPsuAuthentication":

In case of a yet to be created authorisation sub-resource: The
link to the cancellation-authorisation end-point, where the
authorisation sub-resource has to be generated while uploading
the PSU authentication data.

"startAuthorisationWithEncryptedPsuAuthentication":




Attribute Type Condition Description

Same as startAuthorisactionWithPsuAuthentication where the
authentication data need to be encrypted on application layer in
uploading.

"startAuthorisationWithAuthentication MethodSelection":

The link to the authorisation end-point, where the cancellation-
authorisation sub-resource has to be generated while selecting
the authentication method. This link is contained under exactly
the same conditions as the data element "scaMethods".

Mpumep e cny4ali, ye npouecrm DELETE kamo makbe e docmambYeH 3a
aHysupaHe Ha nnawaHemo

Request
DELETE https://api.testbank.com/vl/payments/sepa-credit-transfers/123456scheduled789
Content-Type application/json
X-Request-ID 99391c7e-ad88-49%ec-a2ad-99ddcbl£7769
Date Sun, 13 Aug 2017 17:05:37 GMT

Response
HTTP/1.x 204

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl£f7769
Date: Sun, 13 Aug 2017 17:05:38 GMT

lMpumep 8 cny4yau, 4ye npouecrm DELETE u3uckea 3YU aemopu3sauusst om
lMon3eamens

Request
DELETE https://api.testbank.com/vl/payments/sepa-credit-transfers/123456scheduled789
Content-Type application/json
X-Request-ID 99391c7e-ad88-49%ec-a2ad-99ddcbl£7769
Date Sun, 13 Aug 2017 17:05:37 GMT

Response
HTTP/1.x 202

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£f7769
Date: Sun, 13 Aug 2017 17:05:38 GMT
{"transactionStatus": "ACTC",
" links": {
"self": {"href":"/vl/payments/sepa-credit-
transfers/123456scheduled789"},
"status": {"href":"/vl/payments/sepa-credit-
transfers/123456scheduled789/status"},
"startAuthorisation": {"href":"/vl/payments/sepa-credit-
transfers/123456scheduled789/cancellation-authorisations™}

}

5.7. MHckaHe 3a nony4aeaHe Ha Nod-pecypcume rnpu oMmopu3upaHo aHy/upaHe

CALL
GET/v1/{payment-service}/{payment-product}/{paymentId}/cancellation-
authorisations



LLle npegocTaBy MacuB OT MAEHTUMKATOPM 3a BCUYKM FreHepUpaHn NoA-pPecypcu Ha
OTOPU3NPAHOTO aHynMpaHe.

Path Parameters

Attribute Type Description

payment-service | String The possible values are “payments”, “bulk-payments” and “periodic-payments”

payment-product | String The payment product, under which the paymentld has been initiated. It shall be
checked by the ASPSP, if the payment-product is matching the payment initiation
addressed by paymentld.

paymentld String Resource Identification of the related payment.

Request Header

Attribute Type Condition Description
X-Request-ID uuiD Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Authorization String Conditional | Is contained only, if an OAuth2 based authentication was performed in a

pre-step or an OAuth2 based SCA was performed in the current PIS
transaction or in a preceding AlS service in the same session, if no such
OAuth2 SCA approach was chosen in the current PIS transaction.

Query Parameters
No specific query parameter.

Request Body
No request body.

Response Code

HTTP otrosop 200.

Response Header

Attribute Type Condition Description
X-Request-ID uuID Mandatory ID of the request, unique to the call, as determined by the
initiating party.
Response Body
Attribute Type Condition Description
authorisationlds | Array of String | Mandatory | An array of all authorisationlds connected to this payment
resource.
[pumep:
Request

GET https://api.testbank.com/vl/payments/sepa-credit-transfers/1234-wertig-

983/cancellation-authorisations
application/json
99391c7e-ad88-49ec-a2ad-99ddcbl1£7723

Accept:

X-Request-ID:

Date: Sun,

06 Aug 2017 15:04:07 GMT

Response

HTTP/1.x 20

X-Request-ID:

Date: Sun,

0 Ok

99391c7e-ad88-49ec-a2ad-99ddcbl1£7723

06 Aug 2017 15:04:08 GMT




Content-Type: application/json

{
"authorisationIds": ["123auth456"]

}

5.8. MmHoxecmeeHa 3YU aemopu3auus npu lNnawaHus

3asBKUTE 3a UHMUMKMpPaHe Ha NnawaHnsa, gedvHupaHn B TO3M pasfen, ca He3aBuCUMKn oT
HeobXxoauMOCTTa OT eANHUYHA NN MHoXecTBeHa obpaboTka Ha 3YW, T.e. He3aBMcUMO OT Bposa Ha
paspelleHusaTa, HeobxoaumMu 3a wu3BbpLIBAaHE Ha nnawaHuaTta. CboblweHnsaTta 3a OTroBop,
nedrHMpaHn no-rope B TO3K pasaen, ca cneundunyHmn 3a eanHndHa 3YW astopusauums.

3a 3ano4yBaHe Ha nnauwaHe C¢ MHoxecTtBeHa 3YW aBTopusauua, Tasm cneumdukaums
N3McKkBa W3PUYHO CTapTMpaHe Ha paspeweHneTo. Korato ce wu3snckBa MHoxectBeHa 3YU
aBTOpu3aums, Bpb3knute kato "scaRedirect" unm "scaOAuth", He moraT ga ce cbabpKaT B OTroBopa Ha
MckaHe 3a nHnumMmMpaHe Ha nnawiaHe. B otroBopa Ha /ckaHeTo CbLUO Taka He ce nogabpxat v Apyru
aencteus, kato nsbopa Ha 3YW.

B Teaun cnyyaun Han-Hanpepq TpsibBa aa ce reHepupa nog-pecypc 3a astopusauns vpes link:
"startAuthorisation".

Omeosop Ha cbobleHUs 3a UHUYUUpaHe Ha nnauwaHus ¢ MHoxecmeeHa 3YW asmopusayus

Attribute Type Condition Description
transactionStatus | Transaction Mandatory | The values defined in Section 14.22 might be used.
Status

paymentld String Mandatory | resource identification of the generated payment initiation
resource.

transactionFees | Amount Optional Can be used by the ASPSP to transport transaction fees relevant
for the underlying payments.

transactionFee Boolean Optional If equals “true”, the transaction will involve specific transaction

Indicator cost as shown by the ASPSP in their public price list or as agreed

between ASPSP and PSU.

If equals "false", the transaction will not involve additional
specific transaction costs to the PSU.

_links Links Mandatory | "startAuthorisation":

In case, where an explicit start of the transaction authorisation is
needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).
"startAuthorisationWithPsuldentification":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
identification data.

"startAuthorisationWithPsuAuthentication":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
authentication data.
"startAuthorisationWithEncryptedPsuAuthentication":

The link to the authorisation end-point, where an authorisation
sub-resource has to be generated while uploading the encrypted
PSU authentication data.

"self": The link to the payment initiation resource created by this
request. This link can be used to retrieve the resource data.




Attribute Type Condition Description

"status": The link to retrieve the transaction status of the
payment initiation.

psuMessage Max500Text Optional Text to be displayed to the PSU
tppMessages Array of Optional Messages to the TPP on operational issues.
Message

3abenexka: 3a pasnuka OT noTtoka npu WMHuummpaHe Ha nnawaHe ¢ egHa 3YW aBTopusauus,
npouecuTe 3a ONTUMMU3aUMs C aBTOMAaTM4YHO FEHepupaHe Ha aBTopu3aumMsa He ce MoaabpXaTt 3a
MHOXecTBeHaTa 3YW aBTopusauus. 3a ga ce OCbLUEeCTBM npoLeca Ha aBTopu3auus OT pasfnyHu
[MonaBaTenu 3a e4HO 1 CbLLUO MaLlaHe ce U3MCKBa U3PUYHO CTapTUpaHe Ha npoLeca no asTopusaumsi.
EOnHCTBEHUTE XUNEpBPb3KU 3a ynpasneHue, KouTo ce BpblwaTt Ha [AlNY cnep 3anoysaHe Ha
nnawaHusaTa, ca xunepBpb3kn OT Tun "startAuthorisation", c wvckaHe 3a 3agbiKuTenHa
AoNbrHUTENHa MHAOPMaLMS, KOSTO Ce NpeJoCcTaBsa CbC 3asdBKkaTa 3a CTapTupaHe Ha aBTopusauusaTa.
KomaHgu 3a nsbop Ha metog (SCA method) nnu OTP oTroBop, ca HENPUNOXMUMK NMPU MHOXECTBEHA
aBTopm3auus.

5.9. OcobeHocm Npu UHUYUUPaHe Ha njaawaHusi om MHO20-8aJlymHa cMemka

[aHHnTe 3a nnawaHnaTa, ceabpxalum ce B Request body, morat ga ce otHacaT n go nog-
CMETKWN, KOUTO ce NpeoCTaBAT B KOHKPETHU BanyTu, T.e. No gemHnunaTa Ha MHOro-BanyTHU CMETKM
B pasgen 4.5. Toa e He3aBncuMo oT kogupaHeTo B JSON mnnn XML.



6. Ycnyru 3a UHPopmauma no cmeTka

Tasu cneuundukaums npeasmxaa pasnuyHu BUOoBe YCnyrm 3a HopMauus no CMeTKu:

e CnucbK Ha HaNMYHUTE CMETKMN;

e [leTannu 3a KOHKpeTHa CMeTKa (BKNIOYUTESHO canga, ako € NpUNoXmmo);

e banaHc no KoHKpeTHa cMeTKa;

e CnucbK Ha TpaH3aKUMmM NO KOHKPETHA CMeTKa, BKNIOYUTESHO canga, ako € NpuioXxmnmo
e [lpenocrtaBsiHe Ha geTanunu No TpaH3aKUMA OT CMETKM.

Mo TO31 HaYUH AePUHNPAHETO Ha CNNCHKA C HAaNMYHU N AOCTBIMHM CMETKM € KaKTo crieaBa:
OnpedeneHue: Cnncbk ¢ Hanu4HuTe cmeTkn B ANYOC, cBbp3aaH ¢ [Non3eaTtens, € CNncbk

Ha cMmeTkuTe Ha [lonsBaTens, KOUTO Ca OTBOPEHWU 3a AOCTbN 4Ype3 UHTepdenc JocTbn OO0 cMmeTKa
CbrnacHo onpeaeneHneTo 3a NnaTexHn CMeTKU, NnpegoctaBeHo ot [PSD2].

OnpedeneHue: Cnuckbk ¢ poctbnHU cmeTkn B ANYOC, e Habop OT CMEeTKM CBbp3aHu C
npegocTtaBeHo cbrnacue Ha NMonseaTens 3a 4OCTbMN 40 NOHE efHa OT AedmHMpaHMTe TUNOBE YCAYTi.

3abenexka: VickaHeTo 3a YeTeHe Ha JaHHM 3a CNUCbKa C HANMUYHUTE CMETKM U JaHHUTE 3a
KOHKpETHa CMeTKa € CMHTaKTUYHO MaeHTU4Ho. PasnukaTta e camo B OCHOBHUSI pecypc 3a cbrnacue,
nocoyeH yped HTTP napametbpa "Consent-Id ".

[Npumep:
AOrnyYOC nopgavpxa IBAN1 n IBAN2 Ha lNMonssaTtensa. lNonaesatenaTt npegoctassa Ha OMMY

CbrnacueTo 3a 4OCTbN Ao TpaH3akuum n canga no IBAN1. B To3u cnyvyan HannyHute cmeTkun ca IBAN1
n IBAN2, cnncbKkbT € 4OCTBNHU CMETKU ce cbeTon camo oT IBAN1.

YcTtaHoBsiBaHe Ha cbrnacue u lNpegocrtaBsAHe Ha AaHHU 3a CMeTKa
B pamknte Ha Tasu cneundomkauus ycnyraTta 3a VMIHpopmaumsa no cmeTka e pasgeneHa Ha
ase dasu:

e YcTaHoBsiBaHe Ha cbrnacue 3a nHopmaumsa 3a cmeTKa

B pamkuTe Ha TO3K eTan OT ycnyrata 3a UHopmauusa No cMeTka, 4OCTaBUMKBLT Ha YCNyru
jasa cbrnacueto cu Ha AISP 3a

- Bwmpaa Ha npegoctaBeHaTa ycnyra 3a MHopmauus no cMeTka

- YecTtoTa Ha ycnyrata 3a uHdopmauus no CMeTKa, T.e. eQHOKpaTeH MM NoBTapsly ce
AOCTbI, U

- [MpoaobmKMTENHOCTTA Ha CbrNacMeTo B OHWU WM MaKCUMMarnHusi CPOK, MpPeanioXkeH oOT
AMYOC u no n3bop yectoTata Ha NoBTapsiLiaTa ce 3asBka. (TpsibBa ga ce npasu pasnuvka
MeXay YecToTa Ha ycriyra 1 YecToTa Ha 3asBKa)

KaTo nocnegHa ctbnka cbrinacueto ce otopusupa ot lNonseatens kem AMNMYOC ypes 3YU
MeTO[, CbrnacHo n3nckBaHuaTa Ha [lenernpanunsa gokymeHT [EBA-RTS].

PesyntatbT OT Tasm asa e pecypc ,Cbrnacue”. B pamknute Ha haszaTta TO3M pecypc ce
cbxpaHasa npu AMNYOC. OMY moxe ga naternn CournacMeto kato 06ekT ypes nogaBaHe Ha MeToA
GET 3a 1031 pecypc. To3n 0bekT cbabpxka noapobHute lNMpaBa 3a goctbn, VoeHTudukaTop Ha
cbrnacueTo n npegocrtass [1CeBOOHMMN HA CMETKUTE, KaTo 4acT OT ycryraTa 3a 40CTbN O TSX.

3aberiexka: YcTaHOBABaHETO Ha cbrnacue 3a AIS e egHa TpaH3akuus, cnejsawia
npasunata 3a [ocTbn A0 CMeTKa, KOATO cb3gaBa Cbrnacve u maeHTUdUKauMoHeH HoMep Ha
CobrnacueTto. o TO3M Ha4YMH BCUYKM CLOOLLEHUA e M3nonssaT eduvH U Cbly naeHTudukatop B
enemeHTa NoeHTngukaunoHeH Homep Ha Cornacue npu OMY-TpaH3akuyus.



e [lpepocTtaBsiHe Ha AaHHU 3a CMeTKa

B pamknte Ha Ta3u dpasza AY (AISP) nonyyaBa goctbn 4O JaHHUTE 3@ CMeTKaTa, KakTo e
onpegerneHo B cbrnacueto Ha lMon3eatens Ha ycnyru. 3asaBkaTa 3a [lpegocTaBsiHe Ha JaHHKU ce
OTHacHa OO CbOTBETHUS pecypc B CbrfliacueTo, KaTo M3Mofi3aBa ropenocoyeHaTta Bpb3ka KbM TO3U
pecypc (MNpaBuna 3a goctbn, NoeHTndukaTtop Ha cbrnacue, NCEBAOHUMU U T.H.).

3asBkaTta 3a [pegocraBsHe Ha AaHHWM NO cMeTKa TpsibBa ga cbabpXa:

TunbT Ha BaHKOBUTE CMETKM, 40 KOUTO TpsabBa Aa nonyyn JocTbn,

NpeHTudukaumsaTa Ha agpecmpaHata cMeTKa, KbAeTo € NPUioXnmo,

[anu Non3Batensa AMPEKTHO € NHUUuMpan 3asBkaTta B peasniHo Bpeme,

Hanun 6anaHcute TpsabBa ga ce npefoCcTaBAT AOMBIHUTENHO, KOraTo € NPUNoX1UMO,

B cnyyan Ha oTyeTu 3a TpaH3aKuMm KaTo JONbIHUTENHA HOopMaLna 3a cMeTKa:

-  WpeHTndukatop Ha agpecupaHaTta cmeTka

- [llepuopga Ha oT4yeTa

- [lNpegnoyntaHute popmaTh Ha OTYETUTE 3a TPaAH3aKLMNTE

- B ponbnHeHune, no nsbop genta-cnar, nokaspall UCKaHe camo 3a OOMbIHUTENHUTE
AaHHW CNPSIMO JaHHUTE OT nocnegHaTa 3asBka.

Mpwn MNpepoctaBsHe Ha OaHHM 3a cMmeTKa, obudanHuTe BGaHKOBU CMETKU U (KpeauTHUTe)
KapTOBM CMETKU Ce pasgenaT Ha OTAENHM KparvHW TOYKM, TbW KaTo AaHHUTE OOMKHOBEHO ca B
pasnuyHuM mogynu ot cuctemata Ha ANMYOC.

B cnyyain Ha eaHOKpaTHO cbrnacue JoCcTbNbT MOXe Aa 6bae oTkasaH ot [INMYOC, ako ANMY
kaTo (AISP) ucka noseye oT eguH NbT JaHHUTE UK ako BanuaHOCTTa Ha CblacueTo e u3tekna, Hanp.
cnen 20 MUHYTU OT (PUHaANM3nMpaHeTo Ha MexaHM3Ma 3a cbrnacue.

lMpepocTtaBsaHETO Ha AaHHU MOXe Aa 6bae OoTKa3aHOo M B Cryyal, Ye TUNbT Ha ycnyrata
MHdbopmaums 3a cmeTka He oTroBaps Ha ycnyra ot CbrnacmMeTo unu ako AeNCTBUTENHUAT AOCTbM HE
cbBNaga CbC CbrnacyBaHaTa NpPoabiHKUTENHOCTTa Unm YyectoTaTa.

Ako cbrnacmeTto Ha [lon3Batens e 3a 4oCTbN A0 CNMCbK cbC cMmeTkn, AMNMYOC nogabpxa
yecToTaTa M NPaBOTO Ha AOCTbMNA 3a BCAKAa eqHa CMeTKa NOOTAENHO.

3abenexka: B cnyyanm Ha ronam obem OT TpaH3akumMm C OaHHW, CbrnacHO MHTepdenca
[locTbn OO0 cmeTka, ToBa ca COOCTBEHM TpaH3aKuuu, Taka 4Ye maeHTuukatopa Ha TpaH3akunmmuTe
(transaction-Id) we ce n3non3sa MHOroKpaTHO NPWU CTpaHUuupaHe Ha UHdopmMauuaTa 3a CnMcbK Ha
TpaH3akuun / IaBnedeHne oT cmeTka.

Mopenu 3a cbrnacue

Tasu cneuundounkaums nogabpka TpU pasnuyHN Moaena Ha cbrnacue:

* NogpobHo cbkrnacue

YnpaBneHneTo Ha cbrnacmeTto ce obpaboTtea mexay AMMY v MonaseaTtens. Cneg tosa AMNMY
npegocraBsa MHopMaumdaTa 3a nogpobHo cbrnacue - naeHTugukaums Ha nonasaTens, ycnyrute u
HOMepaTa Ha CMeTKUTe, KoMTo ca 3acerHaTu - go ANYOC 3a aBTopM3aums oT CTpaHa Ha nonssaTens.
AMYOC nokasBa faHHUTE 3a CbINlacneTo Ha nonssaTtend npu n3sbpluBaHe Ha 3YW.

* mobanHo cbrnacue

YnpasneHneTo Ha cbrnacmeTto ce obpaboTtsa mexay AMMY v Monssatens. Cnepg tosa AMY
npegoctaesa nHgopmaumsaTa 3a rnobanHo cbrnacue, KoaTo € camo ngeHTMdurKkaums Ha nonssarens
kbm [MYOC 3a aBTopusauus ot nonseatens. AMNYOC nokasea camo obwma 4OCTbN A0 cCMeTKaTa Ha
nonssarens npu n3sbpBaHe Ha Y.

* [peanoxeHo oT 6aHkaTa cbrnacue

AMY uncka ot AMNMYOC ga n3sbplum YnpasneHneTo Ha cbrnacueto. ANYOC moxe aa noucka
OT nonseaTtens nogpobHO cbrracne UM NPOCTO Aa Noslyyn rnobanHo cbrnacuve 3a BCUYKM YCIyru
JMHPopmauna 3a cmeTtka“. ToBa ce paspewaBa oT nonssatensa ypes 3YW. UNHdopmauusaTa 3a
nogpobHo cbrnacme moxe ga 6vae m3BnedeHa ot [AY B cneaBauwla CTbMka, KaTto ce npoyeTte
CbOTBETHOTO Cbrfacue.



6.1. IMomouu Ha npouyeca 3a docmbn 0o uHgpopmauusi (Account Information Service

Flows)

KakTo B cekumnaTa 3a MHUUMMpaHe Ha nnawlaHe, TpFIGBa da ce nMa B ripeasuni, 4e crnegHnTte
noToum He ob6xBaLlaT BCUYKM Bb3MOXHN BapnaHT 1N ca caMo NpuMepHU CXxemMun.

6.1.1. [locnedosamenHocm Ha rpouecume rpu rnodasaHe Ha Coenacue 3a 00CMbIl
0o UHgbopmauus 3a cMemeka

Redirect nodxod Ha 3YU

Ako [INYOC nogavpxa nogxona " Redirect 3YN ", noTokbT OT CbobLLEHUA B Nog-ycnyrata
"Cbrnacue 3a nHdgopmaums 3a cmeTka" e npocT. ickaHeTo 3a cbrinacme 3a nHdopMauus no cMeTka e
nocriegBaHo OT MpeHaco4yBaHe KbM canTa 3a paspelweHve Ha ANYOC. 3asaBkata 3a crtaTtyc unu

CbObpXXaHMe Ha Cb3dafeHusi pecypc 3a cbrnacue moxe ga 6vae nouckaHa ot AlY, cnep kato
cecuaTa 6bae npeHacoyeHa obpaTHO KbM cuctemarta Ha [AI1Y.

P5U AlSP ASP5P

l PSU initiates an account information access via aTPP}_ l

1. Account Information Consent uest lidate
N . - ¥a
Body <Account List, Reccuring Flag.. . SIDAS cerificats
request syntax
— . X = ipproke
«onp 22 Account Information Consent Response (NOK) | |, ceangcs
M__~hitp Codes: 401, 400, 403
2b. Account Information Response (OK)
< Feedback to the customer: - hitp Statuscode: 201 (Created) - SCA Redirect
—[ - Authorise the access (redirect) T
P5U re-directed to an authorisation webpage of the ASPSP -
< The PSU authorises the access
o 3. Redirect back
validate
4. Consent Status Request » . elDAS cerificate
»  request syntax
5. Conzent-Statuzs Response * fpproke

F

5 E +  semantics
LSS TLURCTT

http Statuscode: 200 {0K) — 1S020022 Stats

6. GET Consent-Content Reguest

7. Congent-Content Response
hitp Statuscode: 200 (OK) - ACTV. REJT....

F




OAuth2 nooxo0 Ha 3YU

Ako ANMYOC nogavpxa OAuth2 3YWM nogxon, noTokbT € MHOro nogobeH Ha nogxoaa 3a
Redirect. BMecTo ga npeHacoyBa KbM CbpBbp 3a yaoctoBepsiBaHe Ha 3YW, npotokonbT OAuth2

(konTto ce nogavpxa ot OMNYOC) ce m3nonssa OMPEKTHO 3a Mnpoueca Ha ynbiHOMOLWaBaHe Ha
TpaH3aKuuun.

PSU AISP ASPSP

l PSU initiates an account information access via a TF'P,;_ l

1. Account Information Consent Request » i
< i i = walidate
Body <Account List, Reccuring Flag... DS cerfficate
= request syntax
- . = tpprole
o g P2 Account Information Consent Response (NOK) | |, comantes
__hitp Codes: 401, 400, 4032
2b. Account Information Consent Response (OK)
T ] nip Statuscode: 201 (Created) - SCA OAuth
— - DAuth configuration -
o Feedback to the customer:
Althornse the transaction [redirect to Authentication Server)
PSU re-directed to an authorisation webpage of the ASPSP (Authorization Request) F—
L " valjdate
= | ChentID
= |Redirect URI
_ = | TFF Role
e The PSLI authodses the payment
Redirect back fo TPP -
] Token Request
= > validate
= elDAS certificate
= | semantics
| | & Token Response
s 3. Consent Status Request validate
Lepeas-TokeR e = elDAS certificate
= reguest syniax
= tpprole
< 4. Consent-Status Response » semantics

hitp Statuscode: 200 (OK) — consentStatus

5. GET Conszent-Content Request
—_—  prescToken

6. Consent-Content Response |:|
hitp Statuscode: 200 (OK) — consent object

F Y




Decoupled nooxo0 Ha 3YU

MoTokbT Ha TpaH3akumaTa B OtaeneH 3YWM noaxon e nogobeH Ha noaxoaa Redirect 3YW.
Pasnukata e, ye AMNYOC wusucksa ot [lon3Batensa ga ynbfHOMOLLWM CbrfacueTo 3a A0CTbN A0
NMHpopmauusa Ypes cneumanHo MoBUTHO NPUMIOXKEHNE UMK OPYrO NPUNOXKEHUE NN YCTPONCTBO, KOETO
€ He3aBUCMMO OT MHTepdenca 3a oHNnanH 6aHknpane. AMNYOC ucka ot AMNMY ga yBegomu Nonssartens
Ha ycnyraTta 3a ToBa ygoCTOBepsiBaHe 4pe3 m3rnpaljaHe Ha CbOTBETHOTO CcbobuieHne kato "Mons,
n3nonssanTe NPUIIOXKEHNETO CU XXX, 3a a YyAOCTOBepUTe LOCTbNA A0 CMeTKuTe".

Cnep npoueca Ha 3YWN mexay OMYOC v MNonssatens, Y tpabsa aa noncka pesyntata
OT TpaH3aKumaTa.

PsSU AISP ASPSP

l PSU iniiates an account information access via a TF'P} l

1. Account Information Consent Reguest -

Body <Account List, Reccuring Flag.. > walidate ]
= elDAS certificate
= request syntax
q/"‘\za. Account Information Consent Response (NOK) | [* tpp roie
END ) —m — — —m — — — — — — — — . = semantics
__hitp Codes: 401, 400, 402
o 2b. Account Information Responze (OK)
L | I h htip Statuscode: 201 (Created) - SCA Decoupled
3. Start Authorisafion Request -
g
validate

= elDAS certificate
= request syntax
= semantics

- 4a. Start-Authorisation Response (NOK
- (eno) ponse (NOK)
“_ hitp Codes: 401, 400, 403

< 4b. Start-Authorization-Response (OK)
http Statuscode: 201 {Created)

Feedback to the customer:
Authorize the transactin via APP xox

F Y

‘ The ASPSP pushes the challenge to an authorization app and requests a strong customer authentication (SCA) |:|

The PSU authorizes the consent

L 4

5. Consent-Status Request

validate

= elDAS certificate
= request syntax

=«  semantics

v
L

o 6. Consent-Status Response
= hitp Statuscode: 200 (OK) — 5020022 Status
7. GET Consent-Content Reguest o
>

L |

5. Congent-Content Responze
hitp Statuscode: 200 (OK) — ACTV, REJT,...

F




Embedded nodxod npu eduHcmeeH memoo Ha 3YU

[Mo-gony ca nokasaHu HAKOSKO NpuMepHu notoka, B kouto AMNYOC e nsbpan ga obpabortsa
ype3 Embedded meTtog Ha 3YU ogobpeHune Ha cbrnacueTo ypes uHtepdenca AMY — AMNYOC. Bue
BCeKku cnyyau, lNonasaTtens obukHOBEHO wWe TpsibBa Aa ce unaeHTudmumpa ¢ NbpBusa gakTop, oLle
npean MY ga nma nogpoBHOCTM 3a HANMYHUTE CMETKN unun 3a metoga Ha 3YN.

Korato [IMYOC nogavpxa caMo eanH TexHudeckn metoq Ha 3YW, cnen ogobpeHneTo Ha
nbpBusa akTop, KbM NOToKa ce fobasa "3asBka 3a paspellaBaHe Ha TpaH3akums". Cnea Ttosa AMY
npegasa JaHHWUTE 3a yoocToBepsiBaHe Ha knueHTa, Hanp. OTP ¢ BKIOYEHO JMHAaMUYHO CBbp3BaHe C
AaHHUTe 3a TpaH3akuusTa (BTopu dakTop).

PsU AlSP ASP5P

l P5U initiates an account access consent via a TPP l 1. Acount Information Consent Request

—inctimgatdressing- therefated-aecount identifiers—
> validate

Body <List of account identifiers, Recurring Flag...> .
elDAS cerificate

-
= request syntax
-
-

top role

samantics

# = 2a. Account inform. Consent Response (NOK)
< | END /A
*__~hitp Codes: 401, 400, 403
2b. Account Information Response (OK)

Feedback to the customer: - hittp Statuscode: 201 (Crested) - SCA enbedded
Please present your User-ID & Password

A

User-ID & Password -
= 3. Start Authorisation Request -
Body: <user-lD= & <password:> =
4_ Start Authorization Responze
. Feedback to the customer: = hitp Statuseode: 201 (Created) — Credentials ok
" Please generate the OTP with your Photo OTP device Challenge e.g. Photo TAN bitmap
| oTP >
" 5. Authorise Transaction Reguest =
Body: <0TP= [
6. Authorise Transaction Response

&

hitp Statuscode: 200 (OF) — Payment Status

7. GET Conseni-Content Request

L J

&. Consent-Content Response
Feedback to the customer: hitp Statuscode: 200 (OK) - ACTV, REJT....
Account Access authorised

&

F Y



Embedded nodxod ypes uzbop Ha memod 3a 3YU

Cnepn opobpenneto Ha nbpeusa daktop, ako AMNYOC noagabpxka Hakonko 3YW metona 3a
ynbrHOMOLL@BaHe Ha npoueca, ce npeasiara n3dop Ha 3YWN metoa 3a lNonseatens. ANYOC npeanara
Hann4yHuTe metoau Ha OANMY. OMNMY moxe ga rm dpuntpupa, 0o 6poss HA TEXHUYECKUTE MeToau 3a
yAOCTOBEpPSAIBaHE, KOMTO MOXe Aa nogabpxa. Cnepn ToBa HannyHUTE MeToau ce npeactaBsAT Ha
MonsBaTensa 3a u3bop. lNpouechbT 3aBbpLUBa Crieq ycnewHa MAEHTUUKauna Ha BTOpUSA doakTop

n3dpaH ot lNonaseatens u npegoctaseH ot ANMY kbm AMNMYOC.

PsU

|

AlSP ASP5P

PSU initiates an account access consent via a TPP

Feedback to the customer:

1. Aceount Infformation Consent Request

Y

*‘,/EN'E\IZE.. Account Information Consent Response (MOK)

\___ittp Codes: 401, 400, 403

2b. Account Information Consent Response (OK)
http Statuscode: 201 [Created) - SCA enbedded

Please capture your User-ID & Password

User-ID & Password

Feedback to the customer:

L

3. Start Authorisation Reguest (with PSL Auhenticﬂ.ﬁoni

Body: <user-ID= & <password:=>
4_Start Authorisation Response

Y

hitp Statuscode: 201 (Created) — Credentials ok

&

Pleasze select SCA method

SCA method

Available SCA methods

Feedback to the customer:

L J

5. Auhtorisation-Update Request
Body: <5CA method>

v

6. Authorigation-Update Response
http Statuscede: 200 (OK) — Challenge e.g. Photo OTP bimap

r

- Please generate the OTP with your Photo OTP device

oTP

&

Feedback to the customer:

v

7. Auhtonzation-Update Request

L 4

Body: <0OTP=
8. Authorisation-Update Response
http Statuscode: 200 (OK) — Payment Status

r Y

9. Conzent-Content Request

L 4

10. Congent-Content Response
htip Statuscede: 200 (OK) - ACCT, REJT....

F s

Account Access authonsed

validate

elDAS certficate
request syntax
tpp role
semantics



Decoupled nodxod ypes Multilevel 3YU

MHorocteneHHnsaT 3YUM NOToK 3a 3asiBKMTE 3a yCTaHOBSABAHE Ha Cbrnacue crnegsat TOYHO

CbLUMAT MOAEN KaTo NpU MHUUMMPAHETO Ha nnawaHe, BX. Pasgen 5.1.12.

PsU PISP

ASPSP

|

PSU initiates am account access consent via a TPP

-
Ll

1. Account Information Consent Request

v

walldate
e|0AS cenificale

L J

Gb. Start-Authorisation-Response (O}
hitp Statuscode: 201 (Created)

s

Feedback to the customer:
Please present your User-ID & Password

User-ID & Password

¥

7. Authorisation-Update Request
Body: <PSU-ID==passwond=

"
-

B. Authorisation-Update Response
ntip Statuscode: 200 [OK) — Payment Status

Feedback o the customer:
Use the Authentication APP o for Authorisation

[

v request syniax
~~2a. Account Information Consent Response (NOK) * foprode
END j— ————————— — —— — — — = — - v  EEMantics
itp Codes: 401, 400, 203
. 2b. Account Informaticn Consent Response (OK)
]: o Feedback to the customer: - hitp Statuscode: 301 (Created) - SCA enbedded
+
Pla t User-ID & P! rd ]:
SSE presentyour Hser EEswe 3. Start Authorisation Request (with PSU Authentication)
User-ID & Password -
» walldate
= 2DAS cerfcate
»  request syntax
- ;‘é@ 4a. Start-Authorisation Response (NOK) »  samaniics
e hilp Godes: 401, 400, 403
- 4b. Star-Authornsation-Response (OK)
Feedback fo the customer: - hity Statuscode: 201 (Created)
Use the Authentication APP xxx for Authorisation
The ASPSP pushes the challenge to an authorisation a| uests a s custormer authentication (SCA
) The PSU authorises the payment L |
5. Start Authorisation Request valldate

= elDAS certificate
= requestsyntax
= semantics

The ASFSP pushes the challenge to an authorisation agp and requests a strong customer authentication (SCA)

-

The PSU authogses the payment

F Y

B. Consent-Status Request

T

10. Consent-Status Response
hitp Slatuscode: 200 (OK) — IS020022 Status

walldate

e|lDAS cerificaie
request syniax
semantics



6.1.2. [NocnedosamesniHocm Ha npouecume npu NpedocmaessHe Ha 0aHHU 3a cMemka

MoTokbT "lpenocTaBaHe Ha 4aHHM 3a CMeTKa" € He3aBMCUM OT MOTOKa 3a ynpasrieHne Ha
cbrnacueto. ToBa e NpoOCT nNpouec Ha 3asiBka / OTrOBOP, KaKTo crneasa:

PsU AISP ASPSP

l P5SU or AISP triggers the Read Account Data Reques,t} l

1. Read Account Data Reguest -
Path Resource: Service Type o fa“[ﬁg;s P—
Query Parameter: Account (List), Period..> «  request syntax
2a.Read Account Data Response (MOK) : LF;FH;%%

hitp Codas: 401, 400, 403

2b. Read Account Data Response (OK)

Feedback to the customer: N hitp Statuscode: 200, Account data
Requested Account Daia T

F 9




6.2. 06w npezaned Ha OaHHUMe 8 ycny2ama , MHgpopmayus 3a cmemka*“
(Data Overview Account Information Service)

CnepgHaTta Tabnuua geduHnpa TEXHNYECKOTO ONMcaHne Ha abCTpakTHMA MOAEN Ha AaHHMW,
onpegerieH B npasunara 3a ycnyrata MHdopmaumnsa 3a cmeTtka. KonoHnte gasat obLy nornesn Bbpxy
API npoTokonuTe, KakTo crneaga:

- KononaTta "Data element" nsnonassa abcrpakTHUTE enemeHTn Ha gaHHu, no [XS2A OR],
3a fa AocTaBu Bpb3kaTa KbM npaBsunarta u gevHMumMmMTe Ha ponv B TO3U JOKYMEHT.

- KononaTta Attribute encoding gaBa onpegeneHneTo 3a OeCTBUTENHO KoaupaHe B API
XS2A, kaKkTo € AenHNPaHO B TO3N LOKYMEHT.

- KonoHute "Location" onpenenat kora CbOTBETHUTE €NeMEeHTU Ha [JaHHUTe ce
TpaHcnopTupaT kato napametpu Ha HTTP Ha HuBo path, header wunu body u ca B3etn ot
ceptudukatute elDAS.

- KonoHa "Usage" paBa oW, nperneg Ha WM3MNoN3BaHETO Ha €fieMeHTUM OT AaHHU B
pasnuyHuTe ycnyrm n APl nosuksaHus. o npaBmno, noBukBaHuaTa 3a [JocTbn 4O cMeTKa ce onucsar
kato abctpaktHM API noBukBaHus. Te3n MOBMKBAHUSA Ce peanuavpaT TEXHUYECKM KaTo KOMaHOuM
HTTPS POST, PUT, GET n DELETE. NoBukBaHuATa ca n3bpoeHun Kakto crnegsa:

e Cb3pmaBaHe Ha MCKaHe 3a cbrflacue, KOETO € MbpPBOTO MOBUKBAHE 3a MPUNOXKHUSA
nporpameH nHtepdenc (API) 3a Bcaka TpaH3akuus B ycnyrata ,MIHpopmauus 3a cmeTka.

e [loBuKBaHeTO 3a akTyanusaums Ha AaHHU e noBukBaHe npwu koeto AIY Tpsabea ga
nobaBun gaHHW, CBbP3aHu C MaeHTudukaumusa Ha Nonssarens n cneg KoeTo ce Tpsabea aa
ce BbpHE KbM NMbpBOTO obaxaaHe. TakoBa MNOBMKBAHE MOXe Aa Ce NMOBTOPM HSKOSKO
nbTn (ocobeHo npu 3YU metoa Embedded).

e MWckaHeTo 3a aBTOpM3auua ce um3nons3Ba camo npu metod Embedded, 3a pga ce
paspelun TpaH3akuusTa B criydal Ha HeobXoAMMOCT OT yaoCTOBepsiBaHe 4pe3 BTOpU

dakTop.

e WckaHeTo 3a lNpepocTaBsHe Ha [aHHWM € VCKAaHETO 3a M3BMUYaHe Ha [JaHHUTe 3a
CMeTKa, KOMTO ce aapecupar A0 PasfMyHN KpaHW TOYKM C PasfuyHu napameTpu.

e 3asiBKaTa 3a CbCTOsIHME Ce U3MNOSi3Ba B CriydyauTe crej ycnewHo nanbiHeHe Ha 3Y U
n OIY ce Hyxxgae oT no-kbCHa MHopMauus 3a pesynraTta.

M3nonsBa ce cnegHOTO M3non3saHe Ha CbKpalleHus B konoHute " Location n Usage "

X: To3n enemeHT OT AaHHUTE Cce TpaHCcnopTupa Ha CbOTBETHOTO HUBO.

m: 3agbmKNTENHoO

0: HesagbmkutenHo 3a nanonasaxe ot AMMY

C. YCNnoBHO. YCnoBMeTo € OnucaHo B ajpecupaHuTe npu nNPUNOoXHUA MNporpameH
nHTepdgenc (API) cbetosHus, onpegenern ot ANMYOC.

Cnepgsawara Tabnuua gedpuHmpa He camo U3NCKBaHUSATA KbM CbObLLEHUATA 3a 3asiBKU, HO
N U3NCKBAHWSA 3a eNleMeHTUTE Ha AaHHUTE 3a CbOobLLIEeHNsITa 3a OTrOBOP. Te3n n3anckeaHus ce npunaraT
camo B criydau Ha ko 3a HT TP otroBop 2xx. B cnyvan Ha HT TP oTroBop kof 4xx unm 5xx ce npunarat
N3NCKBaHUS, KaKTo e onpeaeneHo B pasaen 4.6.

Mpumep: B cny4vanm Ha cbobLieHne 3a yCTaHOBSABAHE Ha Cbrflacue M Korato pecypcbT 3a
cbrracue e Cb3aafeH YCneLwHo OTFOBOPBLT € C KoA 2xX. AKO He Moxe Aa 6bae BbpHaTa MHdopMaums,
CBbp3aHa C pecypcuTe, To kKoabT 3a HT TP oTroBop € paBeH Ha 4Xx unm Sxx.



Data element Attribute encoding Location Usage
= | &
5 2181 &8|le|sl8|l & S|38|&|¢g
“ 15 ElZ(C|A|A|2|&| % %83
= El2lzE|3|3<|=l2le |22
EHEEIEEEIED I EE I
Provider Identification X m m m m m
Resource ID consentld X m
Resource ID[1] X m m m
TPP Registration Number X | m m m m m
TPP Name X | m m m m m
TPP Role X | m m m m m
TPP National Competent
Authority x| m m m m m
Resource-ID[2] Consent-ID X c
gcAclisiz")Foken (from optional Authorization X c c c c c
TPP Signing Certificate Data | TPP-Signature-Certificate X c c c c c
g;iaturseignlng Electronic Signature X c c c c c
Further signature related data | Digest X c c c c c
PSU Identification PSU-ID X c c
E PSU Identification Type PSU-ID-Type X c c
E Corporate Identification PSU-Corporate-ID X c c c c
é Corporate Type PSU-Corporate-ID-Type X c c c c
& IP Address PSU PSU-IP-Address X m o 0 0 c
g PSU IP Port PSU-IP-Port X 0 o 0 0
g fr?g?rireltion PSU related PSU-Accept X 0 o o 0 o
PSU-Accept-Charset X 0 o o 0 o
PSU-Accept-Encoding X 0 0 0 0 0
PSU-Accept-Language X 0 o o 0 o
PSU-Http-Method X 0 0 0 0 0
PSU-Device-ID X 0 0 0 0 o
PSU User Agent PSU-User-Agent X 0 0 0 0 0
GEO Information PSU-Geo-Location X 0 0 0 0 o
Redirect URL TPP TPP-Redirect-URI X c
Authorisation Preference ;l;zgfﬁs e:ifci;—-l’re ferred X 0
TPP Notification URI TPP-Notification-URI X o
TPP Notification Content | TPP-Notification-
Preference Content-Preferred X °
TPP Brand Information E}gﬁiiﬁ;LOgging_ X 0
PSU Password psuData.password X c
PSU Authentication Data psuData.authentication X m
PSU Account account X c
PSU Account List access X m
Validity Period validUntil X m
Frequency frequencyPerDay X m




Recurring Indicator recurringIndicator c
Combined service combinedServicelndicator
Redirect Preference TPP-Redirect-Preferred
Date From dateFrom c
Date To dateTo c
Transaction From entryReferenceFrom 0
Booking Status bookingStatus 0
Delta Indicator deltaList o
With Balance Flag withBalance 0
Request Identification X-Request-ID m m | m

___ | ASPSP-SCA-Approach ASPSP-SCA-Approach c

& Resource ID consentld m

g Transaction Status consentStatus m m

0 PSU Message Information psuMessage 0 0

S | TPP Message Information tppMessages 0 0

§ SCA Status scaStatus 0

o SCA Challenge Data challengeData ®
Redirect URL ASPSP _links.scaRedirect c

[1] Please note that the Resource ID is transported in the path after the generation of the consent resource. This
is then a path parameter without an explicit encoding of the attribute name.

[2] Please note that the consent identification is addressed by different syntax depending of where it is
transported.

3abenexka: NopHata Tabnuua ce oTHacs o "3asiBka 3a Cbrnacue 3a nHgopmaums no
cMeTKa", oTHacsWwa ce 40 KOHKpeTHU cmeTku, Cekums 6.3.1.1.

lMoBrKkBaHMSA OT MHTepdenca 3a [JocTbn A0 CMETKa, KOUTO NpeacTaBnsiBaT CbOOLLEHNS,
onpeaenenu B VickaHeTo 3a cbrnacue 3a nnailaxe, we 6baat geduHupaHm B cneasawmte pasgenmu.

3abenexka: Ycnyrute Ha AlS n PIS cnogenat HAKoM noa-npouecu, KOUTO ca ONMcaHu B
Pasgen 7. ToBa ce oTHacs 3a Bcuyku gedomHnuunm ot Tmn 3asiska / OTroBop Ha AaHHu 3a [NonaeaTens,
KakTo n 3a gedumHmummn 3a 3asaska / OTroBop 3a aBTOpU3aUMsa Ha TpaH3aKLU.



IP apgpec / nopT u gonbiHUTEeNHa UHopmauus, cBbp3aHa ¢ Nonssartens.

CnegHuTe [OaHHM 3a enemMeHTU OT ropHata Tabnuua npenpaiwat uHdopMaumst 3a
nHtepcperica Monseaten / OY n nogobpsiBat npouenypuTte 3a ynpaeneHve Ha pucka Ha OMNYOC.
[MpenopbyMTENHO € Te3n eneMeHT OT AaHHM Aa NPUCHCTBAT BbB BCUYKM CbOOLLEHUS 3a 3asBKU B
paMKMTE Ha NOTOKa OT TpaH3aKuun YCcTaHoBABaHe Ha cbrnacue un [NpeaoctaBsHe Ha AaHHM MO CMETKaA.
Mo-Hagony B TabnuyeH Bua € npefocTaBeHa AoMbiiHMTENHa uHdopMaumMss C onucaHue 3a
napamMmeTpuTe Ha 3asiBkata U gepnHnumaTa Ha Te3n enemeHTn. Kato nsknoyeHme onmcaHueTo 3a IP-

agpeca Ha PSU e "He3agbimkntenHo", Ho Npu YCTaHOBSABAHE Ha cbrriacue € "3agbimKuTenHo".

Attribute Format | Condition Description
PSU-IP-Address String Optional The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU and
TPP.
PSU-IP-Port String Optional The forwarded IP Port header field consists of the corresponding
HTTP request IP Port field between PSU and TPP, if available.
PSU-Accept String Optional The forwarded IP Accept header fields consist of the
corresponding HTTP request Accept header fields between PSU
and TPP, if available.
PSU-Accept-Charset | String Optional see above
PSU-Accept- String Optional see above
Encoding
PSU-Accept- String Optional see above
Language
PSU-User-Agent String Optional The forwarded Agent header field of the HTTP request between
PSU and TPP, if available.
PSU-Http-Method String Optional HTTP method used at the PSU — TPP interface, if available.
Valid values are:
o GET
e POST
e PUT
e PATCH
e DELETE
PSU-Device-ID String Optional UUID (Universally Unique Identifier) for a device, which is used by
the PSU, if available.
UUID identifies either a device or a device dependant application
installation. In case of an installation identification this ID need to
be unaltered until removal from device.
PSU-Geo-Location Geo Optional The forwarded Geo Location of the corresponding HTTP request
Location between PSU and TPP if available.




MHo2o-eanymHu Cmemku (Multicurrency Accounts)

OnpepeneHue: MHoro-BanytHa cMeTKa € CbBKYMHOCT OT pasfiIMyHU Nog-CMEeTKWU, KOUTO ca
agpecupart oT euH 1 cbl, ngeHtudpukatop (kato IBAN, Hanp.). [og-cmeTkuTe ca 3aKOHOBO pasfnunyHn
N BCUYKM Ce pasnu4yaBaT Nno TaxHaTa BanyTa, canga v TpaHsakuuu. igeHTudukaTtopbT Ha cMmeTKaTta
kato IBAN 3aefHo ¢ BanyTa, BUHaru yHMKanHo agpecupa nog-cMeTka Ha MHOro-BasiyTHa cMeTKa.

Tasu cneumdurkaumsa nogabpxa agpecmpaHe Ha MHOro-BasiyTHU CMETKM, KaKTO Ha arpernpaHo
HMBO, Taka M Ha HMBO Nof-cMeTka. ATpMbYTbT 3a koA BanyTa B CbOTBETHATa CTPYKTypa OT AaHHM
"Account Reference" no3sonsBa narpaxxgaHeTo Ha CTPYKTYpU KaTo:

{"iban": "DE40100100103307118608"}
nnu

{"iban": "DE40100100103307118608",
“currency": "EUR"}

AKO OCHOBHaTa CMeTka € MHOro-BasnyTHa cMeTKa Torasa:
e MbpPBOTO NO30BaBaHe ce OTHAcs A0 agpecupaHe kbM To3u IBAN 3a Bcuyku nog-
CMETKWN KbM HEro;
e BTOPOTO NO30BaBaHe ce OTHacs caMo 3a NoA-CMeTKaTa 3a BanyTa eBpo.

Tasun cneundukauma Ha nHTepdenca gencrTea nNo Nog-CMeTKM Ha CMeTKa C HAKOSKO BanyTu
No CbLUMSA HAYUH, KaKTO Npn OBMKHOBEHN CMETKM.

MeToguTe 3a OOCTbN 4O MHOro-BaslyTHU CMETKM Ce pasnuyaBaT B UHTepdenca nopagu
dakTa, 4e ce agpecupa Konekuus ot cmeTku. No-gony pasnmkuTe ca onucaHn Ha abCTpakTHO HUBO:

MHoz20-easiymHu cmemku npu nodaeaHe Ha cbasacue

MHoro-BanyTHUTe CMeTKM ce aJpecupaT camo Ype3 MU3non3eaHe Ha uaeHTudukaTopa Ha
BbHLUHATa CMeTKa Npu nogaBaHe Ha cbrnacue, 6e3 ga ce nocoysa BanyTa. MickaHeTo Ha cbrnacue 3a
M3BNMYaHe Ha gaHHM oT Tun ,MHdopmaumsa 3a cmeTka“ Ha MHOro-sanyTHM CMETKU npegnonara
nony4yaBaHeETO Ha MHpoOPMaLUS 3a BCUYKM MNOA-CMETKW.

MHozo-eanymHu cmemku npu MH¢hopmayus 3a cmemka unu [lematnu 3a cMemka

AOMYOC we pewn B U3NbIAHEHMETO CY Aanu Aa npeaocTtaBn OOCTbN 4O AAaHHM 3a MHOrO-
BanyTHa CMeTKa C arperaums Ha BbHLUHO HMBO, HA BBbHLUHO HMBO M NOA-CMETKa UMK camo Ha HUBO
noa-cMeTka.

MHozo0-eannymHu cmMemku npu uHgopmauyusi ¢ banaHc

Mocneguuata oT Tasn PyHKUUS e, Ye ce Bpblua MacuB OT canga oT BCUYKM NMOA-CMETKMH,
aKo Ha HMBO arpervpaHe ce agpecupa MHOro-BanyTHa cMeTka. BanytaTa Ha cboTBeTHaTa nog-cMeTka
UMNAMUUTHO Ce NpeaocTaBs kaTo BanyTa Ha enemeHTa balanceAmount B 6anaHca.

MHO?O-Gaﬂ_VMHU CMemku npu UH(f)OpMauUH 3a mpaH3akuyuu

B cneaoctBue Ha Tasu beHKLl,l/IFI, CMNCBbKbT Ha TpaH3akKuunTe LWe CbAabpXa BCUYKU
TpaH3akKunn Ha BCUYKKU NOA-CMETKHK, aKO Ha HUBO arpernmpaHe € agpecnpaHo MHOro-easiytHa CMeTKa.
B To3n cnyqa|7| nnaTtexHuTe TpaH3akuun, CbabpxXalln ce B oT4eTa, Morat aa nMmat pas3jinvyHn BanytTu
Ha TpaH3aKkuunnTe.



6.3. YcmaHoesigcaHe Ha cbenacue 3a MHghopmMmayust Mo cMmemka
(Establish Account Information Consent)

B 1031 pasgen ca geduHupaHun npouecute B HTEpdEeNnca 3a ycTaHoBsABaHE Ha Cbriacue
3a MIHdopmauma no cmeTka.

6.3.1. 3aseka 3a ycmaHoesa8aHe Ha chasiacue

6.3.1.1. WUckaHe 3a ycmaHogsisaHe Ha Cbefiacue KbM ornpeodesieHa cMemka
[MoBukBaHe
POST /v1/consents

Cob3paBa Covrnacue 3a MHdopmaums 3a cmeTka B [INTYOC oTHOCHO AocTbna A0 KOHKPETHO
NMOCOYEHUTE CMETKN B 3asiBKaTa.

lMpn nogaBaHe Ha MCKaHe 3a cbrnacue, KbAeTo "NoBTapsil, ce UHAMKaTop" Mma CTOMHOCT
"true" n ako Beye CbLECTBYBA NpeaBapuUTEnHO Cbhrfiacue 3a NoBTapsLy ce 4OCTbM A0 MHpopMaumnaTa
3a cMeTKaTta, ToraBa NpeaullHOTO CbrnacMe aBTOMaTUYHO M3TUYa BegHara creg Kato UCKaHeTo 3a
HOBO Cbrnacue e ynbrHomoLlleHo ot [Nonasatens.

AKO 3a npeauvHOTO cbrnacue "noBTapsly ce mHaukaTop" mma ctomHocT "false", He ce
M3NCKBAT HMKAKBWN OEMNCTBUSA NO HEro, 3alloTo Ce cYMTa, Ye BeYe e U3TEKNO.

Query parameters
Hama Query parameters

Request header

Attribute Type Condition Description

X-Request-ID uuID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

PSU-ID String Conditional | Client ID of the PSU in the ASPSP client interface. Might be

mandated in the ASPSP’s documentation.

It might be contained even if an OAuth2 based authentication
was performed in a pre-step In this case the ASPSP might
check whether PSU-ID and token match, according to ASPSP
documentation.

PSU-ID-Type String Conditional | Type of the PSU-ID, needed in scenarios where PSUs have
several PSU-IDs as access possibility.

PSU-Corporate-ID String Conditional | Might be mandated in the ASPSP's documentation. Only used
in a corporate context.

PSU-Corporate-ID- String Conditional | Might be mandated in the ASPSPs documentation. Only used

Type in a corporate context.

PSU-IP-Address String Mandatory | The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU
and TPP.

If not available, the TPP shall use the IP Address used by the
TPP when submitting this request.

Authorization String Conditional | If OAuth2 has been chosen as pre-step to authenticate the
PSU.

TPP-Redirect- Boolean Optional If it equals "true", the TPP prefers a redirect over an

Preferred embedded SCA approach. If it equals "false", the TPP prefers

not to be redirected for SCA. The ASPSP will then choose
between the Embedded or the Decoupled SCA approach,
depending on the choice of the SCA procedure by the




Attribute

Type

Condition

Description

TPP/PSU. If the parameter is not used, the ASPSP will choose
the SCA approach to be applied depending on the SCA
method chosen by the TPP/PSU.

TPP-Redirect-URI

String

Conditional

URI of the TPP, where the transaction flow shall be redirected
to after a Redirect. Mandatory for the SCA OAuth Approach.

TPP-Nok-Redirect-URI

String

Optional

TPP-Explicit-
Authorisation-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers to start the authorisation
process separately, e.g. because of the usage of a signing
basket. This preference might be ignored by the ASPSP, if a
signing basket is not supported as functionality.

If it equals "false" or if the parameter is not used, there is no
preference of the TPP. This especially indicates that the TPP
assumes a direct authorisation.

TPP-Notification-URI

String

Optional

URI for the Endpoint of the TPP-API to which the status of the
consent should be sent.

This header field may by ignored by the ASPSP, cp. also the
extended service definition in [XS2A-RSNS].

TPP-Notification-
Content-Preferred

String

Optional

The string has the form

status=X1, ..., Xn

where Xi is one of the constants SCA, PROCESS, LAST and
where constants are not repeated.

The usage of the constants supports the following semantics:
SCA: A notification on every change of the scaStatus attribute
for all related authorisation processes is preferred by the TPP.
PROCESS: A notification on all changes of consentStatus or
transactionStatus attributes is preferred by the TPP.

LAST: Only a notification on the last consentStatus or
transactionStatus as available in the XS2A interface is
preferred by the TPP.

This header field may be ignored, if the ASPSP does not
support resource notification services for the related TPP.

TPP-Brand-Logging-
Information

String

Optional

This header might be used by TPPs to inform the ASPSP about
the brand used by the TPP towards the PSU. This information
is meant for logging entries to enhance communication
between ASPSP and PSU or ASPSP and TPP.

The ASPSP might ignore this field.

Request

body

Attribute

Type

Condition

Description

access

Account
Access

Mandatory

Requested access services.

recurringlndicator

Boolean

Mandatory

"true", if the consent is for recurring access to the
account data

"false", if the consent is for one access to the account
data




Attribute Type Condition Description

validUntil ISODate Mandatory | This parameter is requesting a valid until date, including
this date for the requested consent. The content is the
local ASPSP date in ISODate Format, e.g. 2017-10-30.
Future dates might get adjusted by ASPSP.

If a maximal available date is requested, a date in far
future is to be used: "9999-12-31".

In both cases, the consent object to be retrieved by the
GET Consent Request will contain the adjusted date.
frequencyPerDay | Integer Mandatory | This field indicates the requested maximum frequency
for an access without PSU involvement per day. For a
one-off access, this attribute is set to "1"." The frequency
needs to be greater equal to one. If not otherwise
agreed bilaterally between TPP and ASPSP, the
frequency is less equal to 4.

Remark for Future: Additional conditions might be
added later to deal with the situation where the PSU is
consenting towards the TPP for account access only
where the PSU is actively asking.

combinedService | Boolean Mandatory | If "true" indicates that a payment initiation service will
Indicator be addressed in the same "session", cp. Section Error!
Reference source not found..

3abenexka: Bcumykm nossoneHn atpubytm ,access‘ (,accounts®, ,balances® wu
.ransactions®), nsnonseaHun B ToBa CbObLLEHNE, HE TPSOBa a CbAbpXaT Npa3eH MacuB OT CNpaBKu
3a CMEeTKM, a Ja Nnoco4yBaT CMEeTKUTe, 3a KOUTO Ce U3UCKBA BWA Ha OocTbn. MmanTte npensua, ye
npaBoTO 3a AocTbn Ao ,transactions® nnu ,balances no nogpasbupaHe nogabpxa n gocTbna Ao
CNUCHK OT "cmeTKN" 6e3 Te ga ca NOCOYEHM.

ATpubytbT “additionallnformation” B ,access” cbabpxa LOMBIHUTENHU MNO4-aTPUBYTWN.
ATpubyTbT additionallnformation moxe ga ce nsnonsea camo 3ae4HO C €ANH OT OCHOBHUTE aTpubyTH
3a ,access", BUXXTe no-rope. Hama nsmncksaHe 3a cBbp3aHuTe nog-atpudyTtn Ha ,additionallnformation®
Aa HOCAT N HenpasHu aTpubyTn, KbOETO € NpUNoXmMmo. B cnyyan Ha npaseH macuB B TakbB MNo4-
aTpubyT, cMUCBABLT €, Yye AMY ncka gonbnHUTENHa MHOPMaUUSA 3a BCUYKM akayHTU, agpecupaHun B
NoHe eanH OT OCHOBHUTE aTpmbyTun 3a AOCTbN.

Hopu ako AMNYOC He un3nckBa M3pUYHO Cbrfacue 3a OONbIIHUTENHa WHgopmauns
(additionallnformation), Hanp. nmeTo Ha cobcTBeHuka Ha akayHTa, OMYOC Ttpsbsa ga wrHopupa
pasWMpPeEHNETO Ha MUCKaHeTO 3a cbrnacue Ha [AIY, T.e. Aa He OTXBbLpNA CBbp3aHaTa 3asBKa 3a
cbrnacue.

Tasn cneundukaumnsa 3agbmkasa OMNMYOC ga nogabpka BCUMYKM 3a8BKM 3a Cbrnacue no
POST 3a koHKkpeTHM cmeTku, T.e. POST 3asBku ¢ ropecnoMeHaTuTe Noa-aTpubyTu, KOUTO CbabpXKaT
Han-Manko eguH OONbIHUTENEH aTpMOyT, KOUTO HOCU MacuB C NpenpaTkM KbM CMETKW. 3a TO3W Tvn
3asBKa 3a cbrnacue ce nsucksa 3YWM noaxoga.

Mo »xenanue, AOMNYOC wmoxe pn[a nogobpXa WM UCKaHMS 3a Cbrnacue, KbaeTo
ropecrnomeHaTuTe nog-atpmbytu "cmeTkn", "canga" u "TpaHsakumn" cbOobpXaT camo npaseH macus
UnuM KbaeTo ce manonaeat noa-atpmbyTtu "availableAccounts”, “availableAccountsWithBalance” nnn
"allPsd2" - Bcunyku cbe ctonHocT "allAccounts” nnum “allAccountsWithOwnerName”, onucanu B Pasgen
6.3.1.2.



Response Code
HTTP Response Code equals 201.

Response header

Attribute Type Condition Description
Location String Mandatory Location of the created resource.
X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined by the
initiating party.
ASPSP-SCA- String Conditional Possible values are:
Approach e EMBEDDED
e DECOUPLED
e REDIRECT
OAuth will be subsumed by the constant value REDIRECT
Response body
Attribute Type Condition Description
consentStatus Consent Mandatory | authentication status of the consent
Status
consentld String Conditional | Identification of the consent resource as it is used in the API
structure
Shall be contained, if a consent resource was generated.
scaMethods Array of Conditional | This data element might be contained, if SCA is required and if

Authentication
Objects

the PSU has a choice between different authentication
methods. Depending on the risk management of the ASPSP this
choice might be offered before or after the PSU has been
identified with the first relevant factor, or if an access token is
transported. If this data element is contained, then there is also
a hyperlink of type "selectAuthenticationMethods" contained in
the response body.

These methods shall be presented towards the PSU for
selection by the TPP.

chosenSca Method

Authentication
Object

Conditional

This data element is only contained in the response if the APSPS
has chosen the Embedded SCA Approach, if the PSU is already
identified with the first relevant factor or alternatively an access
token, if SCA is required and if the authentication method is
implicitly selected.

challengeData

Challenge

Conditional

It is containded in addition to the data element
chosenScaMethod if challenge data is needed for SCA.

In rare cases this attribute is also used in the context of the
updatePsuAuthentication link.

_links

Links

Mandatory

A list of hyperlinks to be recognised by the TPP.

Type of links admitted in this response (which might be
extended by single ASPSPs as indicated in its XS2A
documentation):

"scaRedirect": In case of an SCA Redirect Approach, the ASPSP
is transmitting the link to which to redirect the PSU browser.
"scaOAuth": In case of an OAuth2 based Redirect Approach, the
ASPSP is transmitting the link where the configuration of the
OAuth2 Server is defined.




Attribute

Type

Condition

Description

"startAuthorisation":

In case, where an explicit start of the transaction authorisation
is needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).
"startAuthorisationWithPsuldentification":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
identification data.
"startAuthorisationWithPsuAuthentication":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
authentication data.

"startAuthorisationWithEncryptedPsu Authentication":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the
encrypted PSU authentication data.
"startAuthorisationWithAuthentication MethodSelection":
The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while selecting the
authentication method. This link is contained under exactly the
same conditions as the data element "scaMethods".
"startAuthorisationWithTransactionAuthorisation":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while authorising the
transaction e.g. by uploading an OTP received by SMS.

"self": The link to the Establish Account Information Consent
resource created by this request. This link can be used to
retrieve the resource data.

"status": The link to retrieve the transaction status of the
account information consent.

"scaStatus": The link to retrieve the scaStatus of the
corresponding authorisation sub-resource. This link is only
contained, if an authorisation sub-resource has been already
created.

psuMessage

Max500Text

Optional

Text to be displayed to the PSU, e.g. in a Decoupled SCA
Approach




Example

Request

POST https://api.testbank.com/vl/consents
Content-Encoding: gzip
Content-Type: application/json
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7756
PSU-IP-Address: 192.168.8.78
PSU-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0
Date: Sun, 06 Aug 2017 15:05:37 GMT
{
"access":

{"balances":

[{"iban": "DE2310010010123456789}},

{"iban": "DE2310010010123456790",

"currency": "USD"},

{"iban": "DE2310010010123456788"}],
"transactions":

[{"iban": "DE2310010010123456789"},

{"maskedPan": "123456xxxxxx1234"}]}
"recurringIndicator": "true",
"validUntil"™: "2017-11-01",
"frequencyPerDay" : "4"

}

Response in case of a redirect

HTTP/1.x 200 Ok

X-Request-1ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
ASPSP-SCA-Approach: REDIRECT
Location: "v1/consents/1234-wertig-983"
Content-Type: application/Jjson
{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"scaRedirect": {"href": "https://www.testbank.com/authentication/1234-wertiqg-
983"}

}

Response in case of the OAuth2 approach

HTTP/1.x 201 Created

X-Request-1ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
ASPSP-SCA-Approach: REDIRECT
Date: Sun, 06 Aug 2017 15:05:47 GMT
Location: "vl/consents/1234-wertig-983"
Content-Type: application/Jjson
{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"self": {"href": "/vl/consents/1234-wertigq-983"}
}



Response in case of the Decoupled approach

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£7721
ASPSP-SCA-Approach: DECOUPLED
Date: Sun, 06 Aug 2017 15:05:47 GMT
Location: "vl/consents/1234-wertigq-983"
Content-Type: application/json
{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"updatePsuldentification": {"href": "/vl/consents/1234-wertig-983"}

}

Response in case of the Embedded approach

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcblf7721
ASPSP-SCA-Approach: EMBEDDED
Date: Sun, 06 Aug 2017 15:05:47 GMT
Location: "vl/consents/1234-wertig-983"
Content-Type: application/json
{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"updatePsuAuthentication": {"href": "/vl/consents/1234-wertig-983"}
}



6.3.1.2. WVckaHe 3a ycmaHogsisaHe Ha Cbariacue KbM CrUCbK O0m cMemku unu 6e3
rnocoyeHa cmemka

UckaHe 3a cbeniacue 9o cnuchbk om Haau4yHuUme cMemku

Tasn yHKLMA ce nogabpKa No CbLUMS HAYMH KaKTO UCKAHETO 3a Cbrflace KbM KOHKpeTHa
cmeTka. EQuHCcTBEHaTa pasnvka €, Ye NOBMKBAHETO CbAbpXa nog-atpubyta "HanuyHu cmeTkn" B
aTpmbyTa "gocTbn" CbC CTOMHOCT "BCUYKM CMETKM".

B T0o3M cnyyan obaxgaHeTo Cb3gaBa pecypc 3a cbrnacume 3a MHopmauus 3a cMeTka B
AMYOC 3a BpbluaHe Ha CNUCBK C BCUYKM HanM4yHM CMETKU. 3a TO3M TuM 3asiBKa 3a Cbrnacume ce
n3ncksa 3YWM noaxon.

UckaHe 3a cbanacue 6e3 noco4YyeaHe Ha CMemKU

Tasun yHKUMS ce nogabpika NO CbLUMA HAYMH KaKTO MCKAHETO 3a Cbhrfacue KbM KOHKpETHa
cmeTka. EanHcTBEeHaTa pasnuka e, Ye NOBMKBAHETO CbAabplKa noa-atpmbyt "cmeTkn", "GanaHcun" un /
unu "TpaHsakumn" B atpnbyta "goctbn" ¢ npaseH macuB.

Cnen toBa AMNYOC ce goroBaps ABYCTpaHHO ANPEKTHO cbe MY 3a kon cmeTkn we 6bvae
ce nogabpXa cbrnacue 3a goctbn. PesyntatsT MoXe Aa 6bae nssnedveH ot ANY, kato ce nsnonasa
MeToabT 3a 3asaBKa 3a cbrnacue GET, Pasgen 6.4.3. 3a Ta3un dyHkumsa noaxon Embedded 3YW He ce
nogabpxa.

UckaHe 3a cbenacue 3a 0ocmbi 00 8CUYKU CMETKM 3a ecudku AlS, onpedeneHu om PSD2

Tasun yHKUMS ce nogabpKa Mo CbLUNA HAYMH KaKTO MCKaAHEeTO 3a Cbhrlacue KbM KOHKpeTHa
cmeTka. EguHcTBEHaTa pasnuka e, Yye MOBUKBAHETO CbAbpa noa-atpmbyt "allPsd2" B aTpubyTta
"access" cbe cTonHocTTa "all-accounts”.

AKO Tasn (pyHKUMSA ce nogabpka, TS We 03HadaBa Cbrnacume no BCUYKM Hamnn4yHU CMETKU
Ha lMNonaBaTens 3a BCUYKM MHGOPMALMOHHM YCIyrn 3a CMETKU, CBbp3aHu ¢ PSD2. 3a 1o3u Tvn 3asBka
3a cbrnacue ce mnsucksa 3YWM noaxoga.

Example Consent on Account List of Available Accounts

Request

POST https://api.testbank.com/vl/consents
Content-Encoding : gzip
Content-Type: application/json
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7756
PSU-IP-Address: 192.168.8.78
PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101
Firefox/54.0
Date: Sun, 06 Aug 2017 15:05:37 GMT
{"access":

{"availableAccounts": "allAccounts"},

"recurringIndicator": "false",

"validUntil": "2017-08-06",

"frequencyPerDay": "1"

Example Consent without dedicated Account
Request

POST https://api.testbank.com/vl/consents



Content-Encoding
Content-Type
X-Request-ID
PSU-IP-Address
PSU-User-Agent
Firefox/54.0

gzip

application/json
99391c7e-ad88-49ec-a2ad-99ddcbl1£f7756

192.168.8.78
Mozilla/5.0

(Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101

Date Sun, 06 Aug 2017 15:05:37 GMT
{"access":
{"balances": [],
"transactions": []},
"recurringIndicator": "true",
"validUntil": "2017-11-01",
"frequencyPerDay": "4"
}
6.3.2. hckaHe 3a cbecmosiHue Ha 3asiskama (Get Status Request)
MNoBukBaHe
GET/v1/consents/ {consentld}/status
M3non3Ba ce 3a npoBepka Ha CbCTOSAHNETO Ha CbrnacneTo 3a MHpopMaLmsa 3a CMeTKa
Path:
Attribute Type Description
consentld String The consent identification assigned to the created resource.
Query parameters
Hama
Request header
Attribute Type Condition Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the initiating party.
Digest cp. Conditional | Is contained if and only if the "Signature" element is contained in the header
Section Error! of the request.
Reference
source not
found.
Signature cp. Conditional | A signature of the request by the TPP on application level. This might be
Section Error! mandated by ASPSP.
Reference
source not
found.
TPP- String Conditional | The certificate used for signing the request, in base64 encoding. It shall be
Signature- contained if a signature is used, see above.
Certificate
Request Body
Hama
Response Header
Attribute ‘ Type ‘ Condition Description




X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the initiating

party.

Response Body

Attribute Type Condition | Description
consentStatus Consent Mandatory | This is the overall lifecycle status of the consent.
Status
psuMessage Max500Text | Optional
Example
Request

GET https://api.testbank.com/v1l/consents/qwer3456tzui7890/status

Content-Encoding
Content-Type:
X-Request-ID:
PSU-IP-Address:

gzip

application/Jjson
99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
192.168.8.78

PSU-User-Agent:
Firefox/54.0
Date: Sun, 06 Aug 2017 15:05:46 GMT

Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101

Response
HTTP/1.x 200 Ok
X-Request-1ID: 99391c7e-ad88-49%ec-a2ad-99ddcb1£7721
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type:
{

"consentStatus": "valid",

application/json

6.3.3. 3aseka 3a cbObpXxaHue Ha cbenacuemo (Get Consent Request)
[MoBuKkBaHe

GET/vl1/consents/{consentId}

Bpblia cbabp)kaHMETO Ha cbrnacue no nHpopmauma 3a cMeTka. Taka ce nogasaTt AaHHUTE
kbm [I1Y, korato cbrnacueTo e AMpekTHo ynpasnasaHo mexay AMNYOC w lNMonseatens, Hanp. B
Redirect 3YW nogxopa.

Path:
Attribute Type Description
consentld String ID of the corresponding consent object as returned by an Account
Information Consent Request

Query parameters - Hama

Request header - Kakto no-rope B 6.4.2.



Request body - Hama

Response header - Kakto no-rope B 6.4.2.



Response body

Attribute Type Condition Description

Access Account Access | Mandatory

recurringlndicator | Boolean Mandatory

validUntil ISODate Mandatory

frequencyPerDay | Integer Mandatory

lastActionDate ISODate Mandatory | This date is containing the date of the last action on the consent

object either through the XS2A interface or the PSU/ASPSP
interface having an impact on the status.

consentStatus Consent Mandatory | The status of the consent resource.
Statusxxx
_links Links Optional Type of links recommended for this response is

"account" and/or "cardAccount",
depending on the nature of the consent.

Example

Request
GET https://api.testbank.com/vl/consents/qwer3456tzui78907?

Response

HTTP/1.x 200 Ok

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£7721
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type: application/json
{

"access":

{"balances":
[{"iban": "DE2310010010123456789"}]
{"transactions":
[{"iban": "DE2310010010123456789"},
{"pan": "123456xxxxxx3457"}]
"recurringIndicator": "true",
"validUntil": "2017-11-01",
"frequencyPerDay": "4",
"consentStatus": "valid",
" links": {"account": {"href": "/vl/accounts"}}

3abenexka: Ta3n cneundurkaumsa He nogabpka NoapObHU NpUMeEpPK 3a BPb3KN KbM BCUYKM
KpanHW TOYKM Ha ycnyraTta Ha VIHpopmMauma 3a cmeTka. AKO ce MOCoYM KaTo KparHa Todka ,/cmeTka“,
AOMNYOC moxe ga npegoctaBu noapobHa MHAOpMaUMs, BKITHOYMTENTHO XUMEPBPBL3KUTE, Hamnp. 3a
cangaTa unu TpaH3akummnTe no cmeTtkarta. CoLuo Taka, ako [MYOC npeanocTtaBs oLle XunepBpb3ku, Te
cnegpa ga 6bvaat onvucaHu B gokymeHTauuara API AMYOC ,Joctbn go cmeTka“.

6.3.4. MHoxecmeeHo 3YU npu YcmaHo8ss8aHe Ha chasiacue

CbobuieHunaTa 3a yCTaHOBSIBaHe Ha cbrnacue 3a MHopmaums no cMeTka, ca He3aBUCUMM
OT HeobxogumocTTa OT eauH WNu HAKoNko npoueca Ha 3YW, T.e. HeszaBucumo OT Oposi Ha



https://api.testbank.com/v1/consents/qwer3456tzui7890

aBTOpM3auMnTe, HeobxooMmm 3a yctaHoBsABaHe Ha cbrnacmeto. ObpaTHo, cbobLLEeHUATa 3a OTFOBOP
npu yCTaHOBSIBAHE Ha CbrfacMeTo 3a MHGopMauus no cMeTka, AeunHnpaHu no-rope B T03u pasgen,
ca cneundunyHa 3a obpabotkata B egHo 3YW. lNo-gony ce o6ACHEHM pasfMYHU M3UCKBaHUS MNpwU
OTroBOpa Ha yCTaHOBsIBaHe Ha cbrnacue 3a nHgpopmauus.

3a ga ce ycTtaHOBM CbrnacneTo 3a MHgopmaums no cMmeTka ¢ MHoxecTBeHo 3YW, no tasm
cneundukauma mnamckea mn3pudHo (explicit) ctapTnpaHe Ha aBTopu3auusiTa, T.e. BPb3KUTE, NPSKO
cBbp3aHu ¢ obpaboTkata Ha 3YWU kato "scaRedirect" unu "scaOAuth", He moraTt ga ce cbabpxaT B
CbOOLEHNETO 3a OTrOBOP Ha 3asiBKa 3a YCTaHOBSIBAHE Ha Cbrnacue 3a WHdopmauus 3a cMmeTka,
Korato ca Heobxoaumm HAKOMKO paspelleHnd. CbLyo Taka, ako ca HeobxoanmMmM AaHHM 3a CrefBaLloTo
AENCTBME, BCUYKM CTapTUPaHUS Ha MHOXECTBOTO paspeLleHns ca HambiHO paBHU. B Te3n cnydvaun
Han-Hanpepn TpsibBa Aa ce reHepupa NoA-pecypc 3a aBTopm3saums ypes link "startAuthorisation”.

Response Body for Establish Account Information Messages with Multilevel SCA

Attribute Type Condition Description

consentStatus Consent Status Mandatory | The values defined in Section 14.14 might be used.
consentld String Mandatory | Resource identification of the generated initiated resource.
_links Links Mandatory | "startAuthorisation":

In case, where an explicit start of the transaction authorisation
is needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).
"startAuthorisationWithPsuldentification":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
identification data.
"startAuthorisationWithPsuAuthentication":

The link to the authorisation end-point, where an authorisation
sub-resource has to be generated while uploading the PSU
authentication data.

"self":

The link to the consent resource created by this request. This
link can be used to retrieve the resource data.

"status':
The link to retrieve the status of the consent.
psuMessage Max500Text Optional Text to be displayed to the PSU
tppMessage Array of TPP Optional Messages to the TPP on operational issues.
Message
Information

3abenexka: Npouecnte ¢ UMNNULMTHO rEHEPUPAHE Ha NO4-PECYPCU 3a aBTOpM3aums He nogabpxaT
oT MHOXecTBeHa 3YW. B Te3n cnyyan eguHCTBEHUTE XMNEPBPBH3KN, KOUTO ce BpbwaT Ha AIY cnen
3arnoyBaHe Ha YCTaHOBSIBAHETO Ha cCbrnacve, e xunepspb3ka 3a “startAuthorisation", kato B
AONbIHEHME nMa NHOPMaLMSA 3a 3a4bIMKUTENTHUTE JaHHKU, KOUTO Aa ObAaT KadeHu CbC 3asBKaTta 3a
cTapTupaHe Ha aBTopu3aumaTa (PSU Identification nnn PSU Authentication data)).



6.4. MHU3mpueaHe Ha Chanacue 3a UHhopmMmauusi 3a cMemka
(Delete an Account Information Consent Object)

TPP moxe ga natpue obekta ,Cbrnacme 3a nHgopmauus 3a cmetka“, npu HeobxoamMmocT,
4ypes CregHOTO NOBUKBAHE:

NoBukBaHe

DELETE /v1/consents/{consentld}

N3Ttpuea CbrnacmeTo ¢ nogageH naeHTngukaTop

Path:
Attribute Type Description
consentld String Contains the resource-ID of the consent to be deleted.

Query parameters - Hama

Request header

Attribute Type Condition | Description

X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Authorization | String Conditional | Is contained only, if an OAuth2 based SCA was performed in the
corresponding consent transaction or if OAuth2 has been used in a pre-step.

Request body - Hama

Response header

Attribute Type Condition | Description

X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the initiating party.

Response body - Hama

Example
Request
DELETE https://api.testbank.com/vl/consents/qwer3456tzui7890
Content-Encoding gzip
Content-Type application/Jjson
X-Request-ID 99391c7e-ad88-49ec-a2ad-99ddcbl1£7757
Date Sun, 13 Aug 2017 17:05:37 GMT
Response
HTTP/1.x 204 No Content
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£f7757

Date: Sun, 06 Aug 2017 15:05:47 GMT



6.5. [IpedocmaesiHe Ha ,JlaHHU 3a cmemka‘ (Read Account Data Requests)

6.5.1. [lpedocmassiHe Ha criucbK om cmemku (Read Account List)

[NoBukBaHe
GET /vl1/accounts/{query-parameters}

lMpepocTaBs CNUCBHK OT CMETKK, (Mpy NouckBaHe 3aeaHo ¢ 6anaHca no Tax). Npeanonara
ce, Ye cbrnacmeTo Ha lNonaeaTens 3a TO3M OOCTbLN BeYe € JAaAEHO M Ce CbXpaHsBa B cMCTeMaTa Ha
AOMYOC. TllocovyeHnsaT CnNMCbK OT CMETKM ce untpupa 4pe3 uaeHTUUKaLMOHEH HOMEp Ha
[Mon3BaTens 1 Ha CbXpaHEHOTO cbrracue, agpecmpaHo B consentld, nnu B CbOTBETHMS OOCTbLM Ha
OAuth2 ToKbH.

3abenexka: AKO cbrnacmneTo ce JaBa caMo 3a NokasBaHe Ha CrUCbKa C HaNMYHUTE CMETKMU
(npaBa 3a pocTtbn "HanuMyHM cmeTkn", pasgen 6.3.1.2), ToraBa ce noka3BaT MHOMO MO-Marsko
noapoOHocTU. [No-KOHKPETHO, XMNEPBPBL3KNTE KbM cangaTa Unm KparHaTta Touka Ha TpaH3aKkuuuTe He
TpsibBa aa ce gocrtasaT.

3abenexka: AKo geTannuTe, NpeaoCTaBeHW C TOBa MOBMKBAHE He ca OOCTaTbYHMU, UMK
npasata 3a goctbn "cmeTkn", "canga”, "TpaHsakumn" nnu "allPsd2" He ca goctaTb4HK, TOraBa MoXe
Aa ce n3TernaT noeseye nogpobHOCTU Ypes agpecupaHe Ha KpanHaTa To4ka /accounts /{account-id} ,
cp. Pasgen 6.6.2. (JeTtannu 3a cmeTka)

Query parameters

Attribute Type Condition Description

withBalance Boolean Optional If contained, this function reads the list of accessible payment
accounts including the booking balance, if granted by the PSU in

the related consent and available by the ASPSP. This parameter
might be ignored by the ASPSP.
Request header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory | Shall be contained since "Establish Consent Transaction" was
performed via this API before.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was
performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.

PSU-IP-Address | String Conditional | The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU
and TPP. It shall be contained if and only if this request was
actively initiated by the PSU."

Request body

Hama

Response header




Attribute Type Condition Description
X-Request-ID uuIiD Mandatory ID of the request, unique to the call, as determined by the
initiating party.

Response body

Attribute Type Condition Description
accounts Array of Mandatory
Account Details

Example

OTroBop B criyvan Ha gafeHo cbrnacue 3a asa pasnuyHun IBAN-a ¢ pasnuyeH goctsn
(MbpBUAT € BanaHc n TpaH3akumu, BTOPUST caMo ¢ BanaHc)

Response

{"accounts":
[
{"resourceId": "3dc3d5b3-7023-4848-9853-£5400a64e80£f",
"iban": "DE2310010010123456789",

"currency": "EUR",
"product": "Girokonto",
"cashAccountType": "CACC",
"name": "Main Account",
" links": {"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853~
£5400a64e80f/balances"},
"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-

£5400a64e80f/transactions"}}
}I
{"resourceId": "3dc3d5b3-7023-4848-9853-£f5400a64e81g",
"iban": "DE2310010010123456788",
"currency": "USD",
"product": "Fremdwahrungskonto",
"cashAccountType": "CACC",
"name": "US Dollar Account",
" links": {"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853~
f5400a64e8lg/balances"}}
}

OTroBop B cry4an Ha fafdeHOo cbrfacue 3a TpaH3akumMu 1 canga B MHOro-BanyTHa cMeTKa,
KoATO Mma aBe noa-cmeTkun ¢ Banyta EUR v USD u kbageto AMNMYOC gaBa goctbn A0 AaHHUTE CaMO
Ha HMBO NOA-CMeTKa:

Response

{"accounts":
[
{"resourceId": "3dc3d5b3-7023-4848-9853-f5400a64e80f",
"iban": "DE2310010010123456788",
"currency": "EUR",
"product": "Girokonto",
"cashAccountType": "CACC",
"name": "Main Account",
" links": {
"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
£5400a64e80f/balances"},
"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
£f5400a64e80f/transactions"}}
}I
{"resourceId": "3dc3d5b3-7023-4848-9853-f5400a64e81g",




"iban": "DE2310010010123456788",

"currency": "USD",

"product": "Fremdwahrungskonto",

"cashAccountType": "CACC",

"name": "US Dollar Account",

" links": {

"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-

£f5400a64e8lg/balances"},

"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
f5400a64e8lg/transactions"}}

}

OTroBop B criyyan Ha JafleHO cbrfacue 3a canja v TpaH3akumMm B MHOro-BanyTHa CMeTKa,
KoATo nma ase noa-cmetku ¢ Banyta EUR n USD v kbaeto AMNMYOC npegocrtaBa A40CTbN 40 AaHHU HA
HWBO arperawums u Ha HUBO MOA-CMeTKa.

Response

{"accounts":
(
{"resourceId": "3dc3d5b3-7023-4848-9853-£5400a64e80£f",
"iban": "DE2310010010123456788",

"currency": "XXX",

"product": "Multi currency account",

"cashAccountType": "CACC",

"name": "Aggregation Account",

" links": {
"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-f5400a64e333/balances"},
"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-

£5400a64e333/transactions"}}
by
{"resourceId": "3dc3d5b3-7023-4848-9853-f5400a64e80£f",
"iban": "DE2310010010123456788",
"currency": "EUR",
"product": "Girokonto",
"cashAccountType": "CACC",
"name": "Main Account",
" links": {
"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-f5400a64e80f/balances"},
"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
£5400a64e80f/transactions"}}
}y
{"resourceId": "3dc3d5b3-7023-4848-9853-£5400a64e81g",
"iban": "DE2310010010123456788",
"currency": "USD",
"product": "Fremdwahrungskonto",
"cashAccountType": "CACC",
"name": "US Dollar Account",
" links": {
"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-f5400a64e81lg/balances"},
"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-
f5400a64e8lg/transactions"}}

}
I}



6.5.2. [lpedocmassiHe Ha 0emaunu 3a cmemka (Read Account Details)

lNoBukBaHe
GET /vl/accounts/{account-id} {query-parameters}

MpepocTaBs geTannum 3a KOHKpeTHa cmeTka (Cc 6banaHc, koraTo e nouckaHo). lNpegnonara
ce, Yye cbrnacmeTto Ha [lon3Batensa ¢ To3u AOCTbLN BeYe € AafeHO M Ce CbXpaHsaBa B cucTemara
AOMNYOC. TlMlocoyeHnTe pgeTannu 3a Tasn CMETKa 3aBUCAT OT MapamMeTpuTe Ha CbXpaHsBaHOTO
cbrnacue, agpecmparo ot consentld, nnu cbotTBeTHOTO 0603Ha4eHme 3a goctbn OAuth2.

3abenexka: VoeHTudurkaTtopbT Ha CMeTKata MOXe Aa NpeAacTaBnsgBa MHOro-sanyTHa
cmeTka. B To3m cnyyan koga 3a BanyTa e noco4yeH kato "XXX".

Query parameters

Attribute Type Condition Description

withBalance Boolean Optional |If contained, this function reads the details of the addressed
account including the booking balance, if granted by the PSU's
consent and if supported by ASPSP. This data element might be
ignored by the ASPSP.

Request header

Attribute Type Condition | Description

X-Request-ID UuID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory

PSU-IP-Address | String Conditional | The forwarded IP Address header field consists of the

corresponding HTTP request IP Address field between PSU
and TPP. It shall be contained if and only if this request was
actively initiated by the PSU."

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was
performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.

Request Body
Hama

Response Code
HTTP Response Code equals 200.

Response Header

Attribute Type Condition | Description
X-Request-ID uuiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Response body



Attribute Type Condition | Description

account Account Mandatory
Details

Example
OTroBop B cnyyan Ha JageHo cbhrnacue 3a ctaHgapTHa cMeTka

Response

{"account":

{"resourceId": "3dc3d5b3-7023-4848-9853-f5400a64e80f",
"iban": "FR7612345987650123456789014",
"currency": "EUR",
"ownerName": "Heike Mustermann",
"product": "Girokonto",
"cashAccountType": "CACC",
"name": "Main Account",
" links": {
"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-

£5400a64e80f/balances"},

"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-

£f5400a64e80f/transactions"}}
}

OTFOBOp B cnyl-la|7| Ha afeHo Cblacne 3a MHOro-eartytTHa CMeTKa

Response

{"account":
{"resourceId": "3dc3d5b3-7023-4848-9853-f5400a64e80£f",
"iban": "FR7612345987650123456789014",
"currency": "XXX",
"ownerName": "Heike Mustermann",
"product": "Multicurrency Account",
"cashAccountType": "CACC",
"name": "Aggregation Account",
" links": {

"balances": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-

£5400a64e80f/balances"},

"transactions": {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-

£f5400a64e80f/transactions"}}
}



6.5.3. [lpedocmassiHe Ha banaHc Ha cmemka (Read Balance)

NoBuKBaHe
GET /vl1l/accounts/{account-id}/balances

MpepoctaBs geTanWnm 3a KOHKpeTHa cMeTka ¢ 6GanaHc. CmeTkaTa € agpecupaHa c
accountld.

3abenexka: CtonHoctTa accountld (naeHTUdUKALMOHEH HOMED HA CMEeTKa) MOXe aa ce
n3ereye cnen nosukeaHeTo 3a "lNpenoctaBaHe Ha Cnnckk Ha cmeTkuTe", Pasgen 6.6.1.

|/|,D,eHTVIq)VIKaTOp'bT accountld e BanuaeH 3a LUennsa XXM3HeH UMKbST Ha JadeHo cbrracue.

Path parameters

Attribute Type Description

account-id String This identification is denoting the addressed account. The account-id is
retrieved by using a “Read Account List” call. The account-id is the
“resourseld” attribute of the account structure. Its value is constant at
least throughout the lifecycle of a given consent.

Query parameters - Hama

Request header

Attribute Type Condition Description

X-Request-ID uuiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory

PSU-IP-Address | String Conditional | The forwarded IP Address header field consists of the

corresponding HTTP request IP Address field between PSU
and TPP. It shall be contained if and only if this request was
actively initiated by the PSU."

Authorization String Conditional | Is contained only, if an OAuth2 based authentication was
performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.

Request body - Hama

Response Code
HTTP Response Code equals 200.

Response header

Attribute Type Condition Description
X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined by the
initiating party.

Response body
Attribute Type Condition Description
account Account optional Identifier of the addressed account.
Reference




Attribute Type Condition Description

Remark for Future: It is recommended to use this data
element. The condition might change to "mandatory" in a
next version of the specification.

balances Array of Mandatory | A list of balances regarding this account, e.g. the current
Balance balance, the last booked balance.
Example

OTroBop B crny4ari Ha cbrnacue 3a cTaHaapTHa cCMeTKa

Response
{
"account": {"iban": "FR7612345987650123456789014"},
"balances":
[{"balanceType": "closingBooked",
"balanceAmount": {"currency": "EUR", "amount": "500.00"},
"referenceDate": "2017-10-25"
}y
{"balanceType": "expected",
"balanceAmount": {"currency": "EUR","amount": "900.00"},
"lastChangeDateTime": "2017-10-25T15:30:35.0352"

1]

OTroBop B crniyyan Ha MHOro-BanyTHa cmeTka ¢ egHa nog-cmeTtka B EUR n egHa B USD,
kbaeTo [INYOC e gocrtass link kbM KpanHaTa To4ka (CangoTo) No OTHOLWEHME Ha ob6obuieHaTa MHOro-
BanyTHa cMeTKa.

Response
{
"balances":
[{"balanceType": "closingBooked",
"balanceAmount": {"currency": "EUR", "amount": "500.00"},
"referenceDate": "2017-10-25"
}y
{"balanceType": "expected",
"balanceAmount": {"currency": "EUR", "amount": "900.00"},
"lastChangeDateTime": "2017-10-25T15:30:35.0352"
}y
{"balanceType": "closingBooked",
"balanceAmount": {"currency": "USD", "amount": "350.00"},
"referenceDate": "2017-10-25"
by
{"balanceType": "expected",
"balanceAmount": {"currency": "USD", "amount": "350.00"},
"lastChangeDateTime": "2017-10-24T14:30:212"}

OTroBop B crny4aii Ha CTaHAapTHa CMeTKa, NPW KOATO CbOTBETHUTE canaa rnokassaT
TEKyLOTO canaio 3a TeKyLLOoTO BpeMme:

Response



{

"balances": [

{

"balanceType":"interimBooked",

"balanceAmount": {"currency":"EUR", "amount": "1000.00"}
}I
{

"balanceType":"interimAvailable",

"balanceAmount": {"currency": "EUR", "amount": "300.00"}
1y
{

"balanceType": "interimAvailable",

"creditLimitIncluded": true,
"balanceAmount": {"currency":"EUR", "amount": "5300.00" }



6.5.4. lbedocmassHe Ha criucbK Ha mpaH3akuuu om cmemeka (Read Transaction

List

NoBukBaHe
GET /vl/accounts/{account-id}/ transactions{query-parameters}

lMpepoctaBs CNUCHK Ha TpaH3aKUMUTE MO KOHKPETHA CMeTKa, CbIMacHO KpUTepuin nocodeH
kaTto napameTbp. CmeTKaTa e agpecupaHa ¢ accountld.
3abenexka: CtonHocTTa accountld (mgeHTUdUKALUMOHEH HOMEP Ha CMeTKa) MOXe fa ce
n3snedye cnep nosukeaHeTo 3a "lNpegocraBsaHe Ha Cnncbk oT cmeTkn", Pasgen 6.6.1.
3abenexka: Mons, umante npeasua, Ye PATH moxe ga e Beve npegoctaBeH B OTroBopa
Ha noBukBaHeTo "lNMpenoctaBsHe Ha CnucbK OT cMeTkM" B noa-aTtpmbyT "_links".
3abenexka: B cnyyam Ha m3non3saHe Ha CTpaHuLMpaHe, NOBMKBAHETO Ha Bpb3ka 3a
CTpaHuua crnegsa CblUMTE U3NCKBAHWUS, KaKTO NpW ToBa NoBuKBaHe, kaTto kbM PATH ce pgobGassa um
napamMmeTbp 3a CTpaHuua.

Path
Attribute Type Description
account-id String | This identification is denoting the addressed account. The account-id is
retrieved by using a “Read Account List” call. The account-id is the “id”
attribute of the account structure. Its value is constant at least throughout
the lifecycle of a given consent.
Query parameters
Attribute Type Condition Description
dateFrom ISODate | Conditional | Starting date (inclusive the date dateFrom) of the
transaction list, mandated if no delta access is required.
For booked transactions, the relevant date is the booking
date. For pending transactions, the relevant date is the
entry date, which may not be transparent neither in this
API nor other channels of the ASPSP.
dateTo ISODate | Optional End date (inclusive the data dateTo) of the transaction list,
default is ,,now” if not given.
For booked transactions, the relevant date is the booking
date. For pending transactions, the relevant date is the
entry date, which may not be transparent neither in this
API nor other channels of the ASPSP.
entryReferenceFrom | String Optional if | This data attribute is indicating that the AISP is in favour to
supported | get all transactions after the transaction with identification
by API entryReferenceFrom alternatively to the above defined
provider period. This is a implementation of a delta access.
If this data element is contained, the entries "dateFrom"
and "dateTo" might be ignored by the ASPSP if a delta
report is supported.
bookingStatus String Mandatory | Permitted codes are "booked", "pending" and "both"

"booked" shall be supported by the ASPSP.




Attribute

Type

Condition

Description

To support the "pending" and "both" feature is optional for
the ASPSP, Error code if not supported in the online
banking frontend

deltalist

Boolean

by AP

Optional if
supported

provider

This data attribute is indicating that the AISP is in favour to
get all transactions after the last report access for this PSU
on the addressed account. This is another implementation
of a delta access-report.

This delta indicator might be rejected by the ASPSP if this
function is not supported.

If this data element is contained, the entries "dateFrom"
and "dateTo" might be ignored by the ASPSP if a delta
report is supported.

withBalance

Boolean

Optional

If contained, this function reads the list of transactions
including the booking balance, if granted by the PSU in the
related consent and available by the ASPSP. This parameter
might be ignored by the ASPSP.

3abenexka: B cnyyan Ha bookingStatus e paBHo Ha "information”, napameTpuTe Ha 3asBkaTa
dateFrom, dateTo, withBalance, deltaList n entryReferenceFrom we 6baaT urHopmpaHu n Hama ga
nmaTt edpekT Bbpxy pesynrara.

Request header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was
performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.

PSU-IP-Address | String Conditional | The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU and
TPP. It shall be contained if and only if this request was actively
initiated by the PSU."

Accept String Optional The TPP can indicate the formats of account reports supported

together with a priorisation following the HTTP header
definition.
The formats supported by this specification are

e xml
e JSON
e text

Remark: in the next version of the specification. This shall
enable the TPP to address different camt.05x versions or
different MT94x versions in a corporate context. The TPP then
could e.g. say: "l prefer MT942, but take MT940 if MT942 is not
available."




3abenexka: bepnuHckaTa rpyna Bb3HaMmepsBa fa BHeapu 3anucu B atpubyTta "accept"” 3a
dopmaTtn camt.05x n MT94x. Te3an cTtomHocTM Wwe O6baoat gobaBeHM KbM Tasn cneumdukaums
BBb3MOXXHO Han-CKOpO.

Request Body

Hama

Response code

HTTP Response Code equals 200.

Response header

Attribute Type Condition | Description
Content-Type | String Mandatory | Possible values are:
e application/json
e application/xml
e plain/text
X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the

initiating party.

Response body

B cnyyan, ye [NMYOC BpbLa cTpykTypata Ha camt.05x XML, oTroBOpbT Ce CbCTOM U OT
cbobueHne Tnn camt.052 nnn camt.053. Camt.052 moxxe ga BKMoYBa Yakalym nnaillaHus, KonTo Bce
owe He ca ocyeTtoBogeHun. [NMYOC we B3nma CBOETO peLUeHNe 3a TOBa, KOe CbobLueHne n opmart
Aa npunoxmu, Bb3 OCHOBa Ha u3bpaHuTe napamMeTpu W no-cneumanHo OT u3bpaHuTe gaTtu no
OTHOLLEHME Ha Nepuoaa Ha 3asiBkaTa.

B cnyyan, ye AMNMYOC Bpblwa MT94x cbabpkaHue, oTroBOPBbT Ce CbCTOM OT CbObLLEHNE
BbB popmat MT940 uvnn MT942 B TekcToBa CTpykTypa. MT942 moxe Oa BKNoYBa NpencTosLLm
nraLlaHusi, KOMTo Bce olle He ca ocdeToBoaeHu. [ANMYOC we B3eme pelleHue 3a dopmaTta Bb3 OCHOBaA
Ha n3bpaHnTe NapameTpu, No-cneynanHo 3a n3bpaHuTe gaTn B nepnona Ha 3asBkaTa.

OtroBopbT JSON hopmaTt e onpeaeneH, Kakto cneasa:

Attribute Type Condition | Description
account Account optional Identifier of the addressed account.
Reference Remark for Future: It is recommended to use this data element.
The condition might change to "mandatory" in a next version of
the specification.
transactions Account Optional JSON based account report.
Report This account report contains transactions resulting from the
query parameters.
balances Array of Optional A list of balances regarding this account, which might be
Balance restricted to the current balance.
_links Links Optional A list of hyperlinks to be recognised by the TPP.

Type of links admitted in this response:

"download": a link to a resource, where the transaction report
might be downloaded from in case where transaction reports
have a huge size.

Remark: This feature shall only be used where camt-data is
requested which has a huge size.




Example

Request

GET https://api.testbank.com/vl1/accounts/qwer3456tzui7890/transactions?dateFrom=2017-07-
0l&dateTo= 2017-07-30

Accept: application/json, plain/text;q=0.9, application/xml;q=0.8

Response - Otrosop B JSON dopmaT npu cbrinacue 3a ctaHgapTHa cMeTka

HTTP/1.x 200 Ok
X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcb1£7757
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type: application/json
{“account”: {"iban":"DE2310010010123456788" },
"transactions":
{"booked":
[{
"transactionId": "1234567",
"creditorName": "John Miles",
"creditorAccount": {"iban'": "DE67100100101306118605"},
"transactionAmount": {'"currency": "EUR", "amount'": "256.67"},
"bookingDate": "2017-10-25",
"valueDate'": "2017-10-26",
"remittanceInformationUnstructured": "Example 1"
Fo A
"transactionId": "1234568",
"debtorName'": "Paul Simpson",
"debtorAccount": {"iban'": "NL76RAB0O0359400371"},
"transactionAmount": {'"currency": "EUR", "amount'": "343.01"},
"bookingDate": "2017-10-25",
"valueDate": "2017-10-26",
"remittancelInformationUnstructured": "Example 2"
}
}/
{"pending":
[{
"transactionId": "1234569",
"creditorName": "Claude Renault",
"creditorAccount": {"iban": "FR7612345987650123456789014"},
"transactionAmount": {'"currency": "EUR", "amount'": "-100.03"},
"valueDate'": "2017-10-26",
"remittancelInformationUnstructured": "Example 3"
}
}I
{" links":
{"account": {"href":"/vl/accounts/3dc3d5b3-7023-4848-9853-r5400a64e80f"}}
}

Response - OTroBop B criy4an Ha MHOro rofisiM o6em JaHHu 3a U3TErnsHe
HTTP/1.x 204 No Content
X-Request-ID:99391c7e-ad88-49%ec-a2ad-99ddcbl£7757
Date: Sun, 06 Aug 2017 15:05:47 GMT
{
" links":{"download":{"href":"www.test-api.com/xs2a/vl/accounts/1234567890/transactions/download/"}

}

Response - OtroBop B JSON dhopmaTt 3a AOCTbM OO MHOro-BarnyTHa CMeTka Ha HUBO
arpermpaHe:


http://www.test-api.com/xs2a/v1/accounts/1234567890/transactions/download/

HTTP/1.x 204 No Content
X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl£7757

Date:

Sun, 06 Aug 2017 15:05:47 GMT

{"account": {"iban": "DE40100100103307118608"},
"transactions":
{"booked":

by

[{

"transactionId": "1234567",

"creditorName": "John Miles",

"creditorAccount": {"iban": "DE67100100101306118605"},
"transactionAmount": {"currency": "EUR", "amount": "-256.67"},
"bookingDate": "2017-10-25",

"valueDate": "2017-10-26",
"remittanceInformationUnstructured": "Example 1"

ok

"transactionId": "1234568",

"debtorName": "Paul Simpson",

"debtorAccount": {"iban": "NL76RAB0O0359400371"},
"transactionAmount": {"currency": "EUR", "amount": "343.01"},
"bookingDate": "2017-10-25",

"valueDate": "2017-10-26",
"remittanceInformationUnstructured": "Example 2"

bk

"transactionId": "1234569",

"debtorName": "Pepe Martin",

"debtorAccount": {"iban": "SE9412309876543211234567"},
"transactionAmount": {"currency": "USD", "amount": "100"},
"bookingDate": "2017-10-25",

"valueDate": "2017-10-26",
"remittanceInformationUnstructured": "Example 3"

1]

{"pending":

by

[{

"transactionId": "1234570",

"creditorName": "Claude Renault",

"creditorAccount": {"iban": "FR7612345987650123456789014"},
"transactionAmount": {"currency": "EUR", "amount": "-100.03"},
"valueDate": "2017-10-26",
"remittanceInformationUnstructured": "Example 4"

}H]

{" links":

}

{"account”: {"href": "/vl/accounts/3dc3d5b3-7023-4848-9853-£5400a64e80£f"}}



6.5.5. [lpedocmassHe Ha 0emaunu no mpaH3akuuu om cmemku (Read Transaction

Details)

[NoBukBaHe
GET /vl/accounts/{account-id}/transactions/{transactionId}

UeTe OaHHUTE 3a KOHKpeTHa TpaH3akuus, agpecupaHa 4pes "transactionld" B gageHa
cMeTKa, agpecupaHa oT " account-id". ToBa noBuMKBaHe M3WCKBaA OTroBopa 3a AeTtannute no
TpaH3akuma ga e camo B JSSON copmar.
3abenexka: Monsi, o6bpHeTe BHMMaHue, ye PATH moxe pa e Bede nogpobHO npeactaBeH OT
CbOTBETHOTO BMNMCBaAHE Ha OTroBopa Ha NoBUKBaHETO "lpoYeTeTe cnuchka ¢ TpaH3akumn" B nog-none

links.

Path Parameters

Attribute Type Description
account-id String This identification is denoting the addressed account, where the transaction has
been performed.

transactionld | String This identification is given by the attribute resourceld of the corresponding entry
of a transaction list.

Query Parameters
No Query Parameters

Request Header

Attribute Type Condition | Description

X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was

performed in a pre-step or an OAuth2 based SCA was performed
in the related consent authorisation.

Request Body
No request body.

Response Code
HTTP Response Code equals 200.

Response Header

Attribute Type Condition | Description
Content-Type | String Mandatory | Possible values are:
e application/json
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.




Response Body

Attribute Type Condition | Description

transactionsDetails | Transactions | Optional

Example
Request

GET https://api.testbank.com/vl/accounts/gqwer3456tzui7890/transactions/ {1234567}/details

Response
HTTP/1.x 200 Ok
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£7757
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type: application/json

{"transactionsDetails":

{

"transactionId": "1234567",

"creditorName": "John Miles",

"creditorAccount": {"iban": "DE67100100101306118605"},
"mandateId": "Mandate-2018-04-20-1234",

"transactionAmount": {"currency": "EUR", "amount": "-256.67"},
"bookingDate": "2017-10-25",

"valueDate": "2017-10-26",
"remittanceInformationUnstructured": "Example 1"
"bankTransactionCode": "PMNT-RDDT-ESDD",

3abenexka: B To3u npumep, TUNUYHa SOMbIHUTENHA NOAPOOHOCT 3a AafeHa TpaH3akuma ca
petannute 3a SEPA mandate B nony4eHo nnawaHe no SEPA Direct Debit.


https://api.testbank.com/v1/accounts/qwer3456tzui7890/transactions/

6.6. [IpedocmaesiHe Ha ,[laHHU 3a kapmoea cmemka“ (Read Card Account Data
Requests)

6.6.1. [lpedocmassiHe Ha criucbK om kapmosu cmemku (Read Card Account List)

NoBuKBaHe
GET /vl/card-accounts

[MpepoctaBs CNUCHK OT KAapTOBM CMETKM C OOMbAHUTENHA MHOPMaLmMs (Hanp. 3aegHo C
B6anaHca no Tax). Npeanonara ce, 4Ye cbrnacueTo Ha lNonasaTens 3a To3M AOCTbN BeYe € AageHo n
ce cbxpaHsiBa B cuctemata Ha [MYOC. Noco4YeHUAT CnMCBHK OT KapTOBU CMETKM ce omnTpupa 4Ypes
naeHTudmKaunoHeH Homep Ha lon3BaTena N Ha CbXpaHEHOTO Cbrflacue, agpecupaHo B consentld,
unun B cbotBeTHUA aoctbn Ha OAuth2 TokbH.

Query parameters
He ce nogabpxat

Request header

Attribute Type Condition | Description

X-Request-ID UuID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory | Identification of the corresponding consent as granted by
the PSU.

Authorization String Conditional | Is contained only, if an OAuth2 based authentication was

performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.

PSU-IP- String Conditional | The forwarded IP Address header field consists of the
Address corresponding HTTP request IP Address field between PSU
and TPP. It shall be contained if and only if this request was
actively initiated by the PSU."

Request header
Hama

Response Code
HTTP Response Code equals 200.

Response header

Attribute Type Condition Description
X-Request-ID uuIiD Mandatory ID of the request, unique to the call, as determined by the
initiating party.

Response body

Attribute Type Condition Description
cardAccounts Array of Card Mandatory
Account Details




Example

Response body
{
"cardAccounts": [
{
"resourceId": "3d%a81b3-a47d-4130-8765-a9c0£f£861b99",
"maskedPan": "525412***x**x3241",
"currency": "EUR",
"name": "Main",
"product": "Basic Credit",
"status": "enabled",
"creditLimit": { "currency": "EUR", "amount": "15000"},
"balances": [
{
"balanceType": "interimBooked",
"balanceAmount": { "currency": "EUR", "amount":"14355.78"}
ok
"balanceType": "nonInvoiced",
"balanceAmount": { "currency": "EUR", "amount": "4175.86"}
}
1,
" links": {
"transactions": { "href": "/vl/card-accounts/3d%a81b3-a47d-4130-8765-

a9c0ff861b99/transactions"}

}
bl

6.6.2. [lpedocmassHe Ha 0emaunu 3a kapmoea cmemka (Read Card Account Details)

NoBukBaHe
GET /vl1/card-accounts/{account—-id}

lMpenocTtaBsa geTannu 3a KOHKpeTHa KapToBa cMmeTka. [Npegnonara ce, Yye CbrfiacuMeTo Ha
lMonsBaTens ¢ TO3M OOCTbN BeYe € JaAEHO U ce cbxpaHsaBa B cuctemara AMYOC. JoctbnbT Ao
AeTannm 3a cCMeTKa ce ykasBa upe3 uaeHTUudukaumoHeH Homep Ha lonsBatens u Ha CbXpaHEeHOTOo
cbrnacue, agpecmparo B consentld, nnn B cbotBeTHnsA goctbn Ha OAuth2 TokbH

Query parameters
Hama

Request header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory | Identification of the access consent as granted by the PSU.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was
performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.




Attribute Type Condition | Description
PSU-IP- String Conditional | The forwarded IP Address header field consists of the
Address corresponding HTTP request IP Address field between PSU
and TPP. It shall be contained if and only if this request was
actively initiated by the PSU."
Request Body
Hama
Response Code
HTTP Response Code equals 200.
Response Header
Attribute Type Condition | Description
X-Request-ID uuiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
Response body
Attribute Type Condition | Description
cardAccount | Card Account | Mandatory
Details
Example
Response
{
"cardAccount":
{
"resourceId": "3d%9a81b3-a47d-4130-8765-a9c0f£f861b99",
"maskedPan": "525412%x*x**3241",
"currency": "EUR",
"name": "Main",
"product": "Basic Credit",
"status": "enabled",
"creditLimit": { "currency": "EUR", "amount": "15000"},
"balances": [
{
"balanceType": "interimBooked",
"balanceAmount": { "currency": "EUR", "amount": "14355.78"}
oA
"balanceType": "nonInvoiced",
"balanceAmount": { "currency": "EUR", "amount": "4175.86"}
}
1,
" links": {
"transactions": { "href": "/vl/card-accounts/3d9a81b3-a47d-4130-8765-

a9c0ff861b99/transactions" }

}
}




6.6.3. [I[pedocmassiHe Ha banaHc rno kapmoea cmemka (Read Card Account Balance)

NoBukBaHe
GET /vl/card-accounts/{account-id}/balances

MpenocTaBs getannu 3a KOHKpeTHa kKapToBa cmeTka ¢ 6anaHc. CmeTkaTa e agpecupaHa ¢
accountld.

3abenexka: CtonHocTTa accountld (mgeHTUdUKALUMOHEH HOMEP HA CMeTKa) MOXe fa ce
n3Bredye cnep nosukeaHeTo 3a "lpegocrtaBsaHe Ha CnNnChK Ha KapToBu cmeTkn", Pasgen 6.7.1.

NoeHTndukatopsbT accountld e BanuaeH 3a Lenvs XXU3HEH LMKbI Ha AaLeHo cbracue.

Path parameters

Attribute
account-id

Type Description

String

This identification is denoting the addressed card account. The
account-id is retrieved by using a “Read Account List” call. The account-
id is the “resourseld” attribute of the account structure. Its value is
constant at least throughout the lifecycle of a given consent.

Query parameters - Hama

Request header

Attribute Type Condition | Description

X-Request-ID uuID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory | Identification of the corresponding consent as granted by
the PSU.

Authorization String Conditional | Is contained only, if an OAuth2 based authentication was
performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.

PSU-IP- String Conditional | The forwarded IP Address header field consists of the

Address corresponding HTTP request IP Address field between PSU
and TPP. It shall be contained if and only if this request was
actively initiated by the PSU."

Request body - Hama

Response Code

HTTP Response Code equals 200.
Response header

Attribute Type Condition Description

X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined by the
initiating party.

Response body
Attribute Type Condition Description
cardAccount Account optional Identifier of the addressed account.
Reference




Attribute Type Condition Description

Remark for Future: It is recommended to use this data
element. The condition might change to "mandatory" in a
next version of the specification.

balances Array of Mandatory | A list of balances regarding this card account, e.g. the current
Balance balance, the last booked balance.
Example
Response
{
"cardAccount": {"maskedPan": "525412***x**x*3241"},
"balances": [
{
"balanceType": "interimBooked",
"balanceAmount": { "currency": "EUR", "amount": "14355.78"}
oA
"balanceType": "nonInvoiced",
"balanceAmount": { "currency": "EUR", "amount": "4175.86"}

bl

6.6.4. [lpbedocmassHe Ha criucbK om mpaH3akuuu rno kapmoea cmemka (Read Card
Account Transaction List)

[MoBrkBaHe
GET /vl/card-accounts/{account-id}/ transactions{query-parameters}

MpepocTaBs CNUCHK Ha TpaH3aKUMUTE MO KOHKPETHa KapToBa CMeTKa, CbIrnacHO KpUTepui
nocoyeH kaTo napametbp. CmeTkaTa e agpecupaHa ¢ accountld.

3abenexka: CtonHoctTa accountld (ngeHTUdUKaALMOHEH HOMEP Ha CMeTKa) MOXe ada ce
n3enedye cnepg nosukeBaHeTo 3a "lpenocrtaBsaHe Ha CnnckbK OT kapToBu cmeTkn", Pasgen 6.7.1.

3abenexka: Mons, nmante npeasug, Yye PATH moxe ga e Beve npenoctaBeH B OTroBopa
Ha noBukBaHeTo "lNMpegoctaBsHe Ha CNMCbK OT KapToBM cMeTkM" B nog-aTpmbyTt " _links".

Path

Attribute Type Description

account-id String | This identification is denoting the addressed card account. The account-id
is retrieved by using a "Read Card Account List" call. The account-id is the
"id" attribute of the account structure. Its value is constant at least
throughout the lifecycle of a given consent..

Query parameters

Attribute Type Condition Description

dateFrom ISODate | Conditional | Starting date (inclusive the date dateFrom) of the
transaction list, mandated if no delta access is required

dateTo ISODate | Optional End date (inclusive the data dateTo) of the transaction list,
default is ,,now” if not given.

bookingStatus String Mandatory | Permitted codes are "booked", "pending", "both" and
"information"




Attribute Type Condition Description

"booked" shall be supported by the ASPSP.

To support the "pending" and "both" feature is optional for
the ASPSP, Error code if not supported in the online
banking frontend.

To support the "information" feature is optional for the
ASPSP. Currently the booking status “information” only
covers standing orders. Error code if not supported.

deltalist Boolean | Optional if | This data attribute is indicating that the AISP is in favour to
supported | get all transactions after the last report access for this PSU
by API on the addressed account. This is another implementation
provider of a delta access-report.

This delta indicator might be rejected by the ASPSP if this
function is not supported.

If this data element is contained, the entries "dateFrom"
and "dateTo" might be ignored by the ASPSP if a delta
report is supported.

Request header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Consent-ID String Mandatory | Identification of the consent for this access as granted by the
PSU.

Authorization String Conditional | Is contained only, if an OAuth2 based authentication was

performed in a pre-step or an OAuth2 based SCA was
performed in the related consent authorisation.

PSU-IP- String Conditional | The forwarded IP Address header field consists of the

Address corresponding HTTP request IP Address field between PSU and
TPP. It shall be contained if and only if this request was actively
initiated by the PSU."

3abenexka: bepnuHckaTa rpyna Bb3HaMmepsBa a BHeapu 3anucu B atpubyTta "accept"” 3a
dopmaTtn camt.05x n MT94x. Te3an crtomHocTM We 6baat gobaBeHM KbM Tasn cneumdukaums
Bb3MOXXHO Han-CKOpO.

Request Body
Hawma

Response code
HTTP Response Code equals 200.

Response header



Attribute Type Condition | Description
Content-Type | String Mandatory | Possible values are:
e application/json
e application/xml
e plain/text
X-Request-ID UuIiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
Response body
Attribute Type Condition | Description
cardAccount Account optional Identifier of the addressed card account.
Reference Remark for Future: It is recommended to use this data element.
The condition might change to "mandatory" in a next version of
the specification.
cardTransaction | Account Optional | JSON based account report.
Report
balances Array of Optional A list of balances regarding this account, which might be
Balance restricted to the current balance.
_links Links Optional A list of hyperlinks to be recognised by the TPP.
Type of links admitted in this response:
"download": a link to a resource, where the transaction report
might be downloaded from in case where transaction reports
have a huge size.
Example
Request

GET https://api.testbank.com/vl/card-accounts/3d9%a81b3-a47d-4130-8765-
a9c0ff861b99/transactions?dateFrom=2017-10-01&dateTo= 2017-10-30

Accept:
X-Request-ID:

application/Jjson,

plain/text;g=0.9,
99391c7e-ad88-49ec-a2ad-99ddcbl1£f7721

application/xml;g=0.8

Response - Otrosop B JSON dopmaT npu cbrnacue 3a ctaHgapTHa cMeTka

HTTP/1.x 200 Ok

X-Request-ID:
Date:
Content-Type:

{

Sun,

"cardAccount": {

"maskedPan":

by

"cardTransactions":
"booked":

{

[

"cardTransactionId":

{

"cardAcceptorAddress":

99391c7e-ad88-49%ec-a2ad-99ddcbl£7757
06 Aug 2017 15:05:47 GMT
application/json

"52541 2% xx*x*3241"

"201710020036959",

"transactionAmount": { "currency": "EUR", "amount": "256.67" },
"transactionDate": "2017-10-25",

"bookingDate": "2017-10-26",

"originalAmount": { "currency": "SEK", "amount": "2499" 1},



https://api.testbank.com/v1/card-accounts/3d9a81b3-a47d-4130-8765-
https://api.testbank.com/v1/card-accounts/3d9a81b3-a47d-4130-8765-

"city" : "STOCKHOLM",
"country" : "SE"
by
"maskedPan": "525412*%*****x3241",
"proprietaryBankTransactionCode" : "PURCHASE",
"invoiced": false,
"transactionDetails": "WIFIMARKET.SE"
boo A
"cardTransactionId": "201710020091863",
"transactionAmount": { "currency": "EUR", "amount": "10.72" 1},
"transactionDate": "2017-10-25",
"bookingDate": "2017-10-26",
"originalAmount": { "currency": "SEK", "amount": "99" },
"cardAcceptorAddress": {
"city" : "STOCKHOLM",
"country" : "SE"
by
"maskedPan": "525412**x**x%%8999Q",
"proprietaryBankTransactionCode" : "PURCHASE",
"invoiced": false,
"transactionDetails": "ICA SUPERMARKET SKOGHA"
}
1,
"pending": [ ],
" links": {
"cardAccount": {"href": "/vl/card-accounts/3d%a81b3-a47d-4130-8765-
a9c0ff861b99" }
}



7. 06wy npouecu npu nsnonssaHe Ha AlS u PIS ycnyru

Tasu cekuma npegoctaBa MHopMauusa 3a npouecute ¢ kouto on3satensa Ha ycnyru ot
nHTepdperica JocTbn 4O CMeTKa NpeocTaBsa CBOSATa MAEHTUYHOCT MU HAYMHUTE C KOUMTO NOTBbPXAaBa
CBOETO Cblflacue 3a U3nbfiHeHne Ha npesos unu goctbn Ao nHgopmaumsa npeg AMNYOC ypes API Ha
any.

Mpouecute no

- CrapTtupaHe Ha aBTOpU3aLMS

-  WpeHtndukaumnata Ha lNonseartens

- [oTBbpXOeHMe Ha gaHHUTe Ha [lon3BaTens

- W3puyHa aBTOpM3aumMATa Ha TpaH3akuuuTe Ypes usnonssaHe Ha 3YU
ca MHoro cxogHu B yenyrute PIS n AlIS. MNo-Hagony ca onncanm APl noBukBaHuATa, 3a npunaraHe Ha
Tes3u npouecu, He3aBUCUMO OT ycnyraTta / KpanHaTa TouKa.

3a noBeyYe sICHOTa, KpanHUTE TOYKM BUHArK Noco4yBaT KOHKpeTHa ycrnyra:
MHnummnpaHe Ha nnailaHe,

OTmMsHa Ha nnawaHe

Noanuc Ha KowHuua

NHpopmaumsa 3a cmeTka.

Te3n npouecn 0OMKHOBEHO ce u3nonseaT creqg xunepBpb3ka goctaBeHa oT AMNYOC.
CTpykTypaTta Ha Bcuykn napameTtpu B “header / body” Ha UckaHeTo n “header / body” Ha OTroBopa ca
efHakeu. Mo-Hagony ce gedunHMpa Ha4YMHaA Ha U3NOM3BaHe Ha npouecuTe.

7.1. CmapmupaHe Ha rpouecu nNo aemopusauusi Ha 3asieka

MpouecbT CTapT Ha aBTOPM3ALMS Ce M3MNOM3Ba Npu Cb3aaBaHe Ha HOB MoA-pecypc unu 3a
aHynupaHe Ha TakbB. ToW ce Npunara B CnegHUTe CLeHapuu:

- AMNYOC e nocouuna c xunepBpb3ka "startAuthorisation" B npeaxoxgalwimnsa oTroBop 3a
WHMLMKMPaHe Ha nnaiiaHeTo, Ye ANY m3puyHo cTtapTtmpa npoueca Ha ynbfiHOMOLLlaBaHe. Bpb3kaTta
"startAuthorisation" npeHacsa gonbnHuTenHa uHgopMauus 3a AaHHUTE, KOUTO TpsibBa ga 6baar
KayeHu, KkoraTo ce manonssart hopmuTe:

e '"startAuthorisationWithPsuldentfication",

e "startAuthorisationWithPsuAuthentication",

o "startAuthorisationWithEncriptedPsuAuthentication",
e ‘"startAuthorisationWithAuthentciationMethodSelection"

- AMNYOC e nocounn ¢ xunepspb3ka "startAuthorisation" B npegynpegutenHnsa oTroBop 3a
OTMdAHa Ha nnawaHeto, 4Ye [AlY wu3puyHO cTapTuMpa npoueca Ha ynbNHOMOLWaBaHe. Bpb3kaTta
"startAuthorisation" npeHacsa gonbnHuTenHa uHgopMauusa 3a AaHHUTE, KOUTO TpsibBa ga 6vaar
KadeHu, koraTto ce usnonasaT oopMnUTe NOCOYEHU NO-rope.

- Korato ce wusuMckBa MHOXeCTBEHa aBTopm3auma 3a U3NbJIHEHNWE Ha CbOTBETHOTO
MHNUMNPaHO nnawaHeTo

- KoraTto 3a cbOTBETHOTO MCKaHe 3a aHynvpaHe Ha nnailaHe ce M3NCKBA MHOXEeCTBEHa
3YW aBTOpM3aung

- I'IpM aBTOpM3aUunAa Ha KollHMUa OoT nnawaHun4a

NoBukBaHe B KOHTeKcTa Ha UckaHe 3a MHNUMnpaHe Ha nnawjaHe

POST /vl1/{payment-service}/{payment-product}/{paymentId}/authorisations



NMoBukBaHe B KOHTeKcTa Ha ckaHe 3a oTMsAHa Ha nNnaljaHe

POST /v1/{payment-service}/{payment-product}/{paymentId}/cancellation-
authorisations

NMoBMKBaHe B KOHTEKCTa Ha UCKaHe 3a cbrnacue 3a MHd)OpMaUMﬂ no CMeTKa

POST /vl1l/consents/{consentId}/authorisations

NMoBUKBaHe B KOHTEKCTa Ha aBTopusauuma n noanunceaHe Ha KolwHUUaTa

POST /vl1/signing-baskets/{basketId}/authorisations

Path Parameters

Attribute Type Description

payment-service String The possible values are “payments”, “bulk-payments” and “periodic-
payments”

payment-product String The payment product, under which the payment under paymentld has
been initiated.
It shall be checked by the ASPSP, if the payment-product is matching
the payment initiation addressed by paymentid.

paymentld, basketld String Resource identification of the related payment initiation, signing

or consentld

basket or consent resource.

Query Parameters - Hama

Request Header

Attribute

Type

Condition

Description

X-Request-ID

uuIiD

Mandatory

ID of the request, unique to the call, as determined by the
initiating party.

PSU-ID

String

Optional

Client ID of the PSU in the ASPSP client interface. Shall be
transmitted if this Request is indicated by
"startAuthorisationWithPsuldentification" or
"startAuthorisationWithPsuAuthentication" or
"startAuthorisationWithEncryptedPsuAuthentication"
and this field has not yet been transmitted before.

PSU-ID-Type

String

Optional

PSU-IDs as access possibility.

Shall be transmitted if this Request is indicated by
"startAuthorisationWithPsuldentification" or
"startAuthorisationWithPsuAuthentication" or
"startAuthorisationWithEncryptedPsuAuthentication"
and this field has not yet been transmitted before.

PSU-
Corporate-ID

String

Optional

Identification of a Corporate in the Online Channels.
Shall be transmitted if this Request is indicated by
"startAuthorisationWithPsuldentification" or
"startAuthorisationWithPsuAuthentication" or
"startAuthorisationWithEncryptedPsuAuthentication"

generally needed in a corporate context.

Type of the PSU-ID, needed in scenarios where PSUs have several

and this field has not yet been transmitted before and only where




Attribute Type Condition Description

PSU- String Optional This is describing the type of the identification needed by the

Corporate- ASPSP to identify the PSU-Corporate-ID content.

ID-Type Shall be transmitted if this Request is indicated by
"startAuthorisationWithPsuldentification" or
"startAuthorisationWithPsuAuthentication" or
"startAuthorisationWithEncryptedPsuAuthentication"
and this field has not yet been transmitted before. Mean and use is
defined in the ASPSP’s documentation. Only used in a corporate
context.

Authorization | String Conditional | Bearer Token. Is contained only, if an OAuth2 based authentication
was performed in a pre-step or an OAuth2 based SCA was
performed in an preceding AlS service in the same session.

TPP-Redirect- | Boolean | Optional If it equals "true", URI of the TPP, where the transaction flow shall

Preferred be redirected to after a Redirect. Mandated for the Redirect SCA
Approach, specifically when TPP-Redirect-Preferred equals "true"."
If it equals "false", the TPP prefers not to be redirected for SCA.
The ASPSP will then choose between the Embedded or the
Decoupled SCA approach, depending on the choice of the SCA
procedure by the TPP/PSU.

If the parameter is not used, the ASPSP will choose the SCA
approach to be applied depending on the SCA method chosen by
the TPP/PSU.

TPP-Redirect- | String Conditional | URI of the TPP, where the transaction flow shall be redirected to

URI after a Redirect. Mandatory for the SCA OAuth Approach.

TPP-Nok- String Optional If this URI is contained, the TPP is asking to redirect the transaction

Redirect-URI flow to this address instead of the TPP-Redirect-URI in case of a
negative result of the redirect SCA method. This might be ignored
by the ASPSP.

Request Body - Hama
Response Code

HTTP response code equals 201.
Response Header

Attribute Type Condition Description

X-Request-ID uuID Mandatory ID of the request, unique to the call, as determined by the initiating

party.

ASPSP-SCA- String Conditional Possible values are:

Approach e EMBEDDED

e DECOUPLED
e REDIRECT

OAuth will be subsumed by the value REDIRECT

Response Body




Attribute

Type

Condition

Description

scaStatus

SCA Status

Mandatory

A definition of the provided SCA method is contained, if only one
authentication method is available, and if the Embedded SCA
approach is chosen by the ASPSP.

authorisationld

String

Mandatory

Unique resource identification of the created authorisation sub-
resource.

scaMethods

Array of
authentication
objects

Conditional

This data element might be contained, if SCA is required and if
the PSU has a choice between different authentication methods.
Depending on the risk management of the ASPSP this choice
might be offered before or after the PSU has been identified with
the first relevant factor, or if an access token is transported. If
this data element is contained, then there is also an hyperlink of
type "selectAuthenticationMethod” contained in the response
body.

These methods shall be presented towards the PSU for selection
by the TPP.

chosenSca
Method

Authentication
object

Conditional

This data element is only contained in the response if the APSPS
has chosen the Embedded SCA Approach, if the PSU is already
identified e.g. with the first relevant factor or alternatively an
access token, if SCA is required and if the authentication method
is implicitly selected.

challengeData

Challenge

Conditional

It is contained in addition to the data element
"chosenScaMethod" if challenge data is needed for SCA.

In rare cases this attribute is also used in the context of the
"updatePsuAuthentication" link.

_links

Links

Mandatory

A list of hyperlinks to be recognised by the TPP. The actual
hyperlinks used in the response depend on the dynamical
decisions of the ASPSP when processing the request.

Remark: All links can be relative or full links, to be decided by the
ASPSP.

Type of links admitted in this response, (further links might be
added for ASPSP defined extensions):

"scaRedirect": In case of an SCA Redirect Approach, the ASPSP is
transmitting the link to which to redirect the PSU browser.

"scaOAuth": In case of a SCA OAuth2 Approach, the ASPSP is
transmitting the URI where the configuration of the
Authorisation Server can be retrieved. The configuration follows
the OAuth 2.0 Authorisation Server Metadata specification.

"confirmation": Might be added by the ASPSP if either the
"scaRedirect" or "scaOAuth" hyperlink is returned in the same
response message. This hyperlink defines the URL to the
resource which needs to be updated with

a confirmation code as retrieved after the plain redirect
authentication process with the ASPSP authentication server or
an access token as retrieved by submitting an authorization
code after the integrated OAuth based authentication process
with the ASPSP authentication server.

"updatePsuldentification":
The link to the authorisation or cancellation authorisation sub-
resource, where PSU identification data needs to be uploaded.

"udpatePsuAuthentication":
The link to the authorisation or cancellation authorisation sub-
resource, where PSU authentication data needs to be uploaded.




Attribute Type Condition Description

"udpateEncryptedPsuAuthentication":

The link to the authorisation or cancellation authorisation sub-
resource, where encrypted PSU authentication data needs to be
uploaded

"selectAuthenticationMethod":

The link to the authorisation or cancellation authorisation sub-
resource, where the selected authentication method needs to be
uploaded. This link is contained under exactly the same
conditions as the data element "scaMethods"

"authoriseTransaction":

The link to the authorisation or cancellation authorisation sub-
resource, where the authorisation data has to be uploaded, e.g.
the TOP received by SMS.

"scaStatus": The link to retrieve the scaStatus of the
corresponding authorisation sub-resource.

psuMessage Max500Text Optional

Example

Request
POST https://api.testbank.com/vl/payments/domestic-credit-transfers-bgn
/qwer3456tzui7890/authorisations
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£f7721
PSU-ID: PSU-1234

Response
HTTP/1.x 201 CREATED
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£f7721
ASPSP-SCA-Approach: DECOUPLED
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type: application/json
{

"scaStatus": "received",
"psuMessage": "Please use your Bank App for transaction Authorisation.",
" links":{

"scaStatus": {"href":"/vl/payments/domestic-credit-transfers-

bgn/qwer3456tzui7890/authorisations/123auth456"}
}
}

HTTP/1.x 201 CREATED
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721
ASPSP-SCA-Approach: DECOUPLED
Date: Sun, 06 Aug 2017 15:05:47 GMT
Location: https://www.testbank.com/psd2/ vl/payments/bgn-credit-transfers/
qwer3456tzui7890/123auth456
Content-Type: application/json
{
"scaStatus": "received",
"authorisationId": "123auth456",
"psuMessage": "Please use your BankApp for transaction Authorisation.",
" links":{
"scaStatus": {"href":"/vl/payments/domestic-credit-transfers-
bgn/qwer3456tzui7890/ authorisations/123auth456"}
}



3abenexka: AKO ce M3Mon3BaT XMNepBpb3KN B CriefBaluuTe paswmpeHn opmu, ce npunarat
AOMbINHUTENHN YCMNOBUA 3a NapaMeTpuTe, NoCoYeHU No-aony:

e "startAuthorisationWithPsuldentification": Cekuyuna 7.2.1

e "startAuthorisationWithPsuAuthentication": Cekuuna 7.2.2

e ‘"startAuthorisationWithEncryptedPsuAuthentication": Cekuuns 7.2.2

e "startAuthrosiationWithAuthenticationMethodSelection": Cekuuna 7.2.3.

Pasnukata B noBukBaHusiTa € camMo ganu ga ce manonssa komaHga POST, 3a ga ce
cb3gage noA-pecypca 3a aBTopu3aumsa U ga ce akTyanuaupart JaHHUTE eQHOBPEMEHHO MM ga ce
nanonssa komaHgata PUT, 3a ga ce aktyanusmpaTt NOCOYeHUTEe JaHHW KbM Bede Cb3gafeH noa-

pecypc.

7.2. [Ipouecu no obmeH Ha OaHHU ¢ [Ton3eamens

Bb3MOXHM ca HAKOMNKO BUAa 3asiBkM Npu 0OMeH Ha gaHHuTe ¢ NMon3saTtensi, B 3aBUCMMOCT
oT noaxona Ha 3YW:

e [lpu Redirect nogxon: B koHKpeTHa 3asiBka ce 0bMeHAT aaHHKU 3a u3bop Ha 3YU noaxon

e [lpu Decoupled noaxon: CneundunyHa obmsiHa Ha faHHu 3a [on3BaTtens, npunoXxuma camo
npu:
- [HobaBsiHe Ha naeHTUMKaumnaTa Ha NonseaTens 3a ycnyraTta, ako He e npejoctaBeHa
B 3asiBKaTa 3a UHMUuupaHe Ha nnawaHe unm VickaHeTo 3a cbrnacme 3a uHdopmaums
nnu ako He ce mn3nona3ea OAuth2 TokbH 3a gocTbn
- [pwn n3bop Ha meTopg 3a 3YU

e [Ipn Embedded noaxoa: O6MeHbT Ha AaHHM ¢ [Non3BaTens OTHOCHO:
- [JHobGaBsiHe Ha naeHTUdUKauusa Kato NbpBU hakTop 3a yaoctoBepsiBaHe [lonssatens
-  W36op Ha meToA 3a 3YU

MoaoxoaobT Ha 3YU moxe aa 3aBucu oT u3bpaHus metoq Ha 3YW. Toea e npuumnHaTta npu
BCUYKM nogxoaun Ha 3YW pga ce npegnara obmeH Ha gaHHu ¢ Non3satensa — N36op Ha meToa 3a 3YW.
Tosun n3bop ce npegnara Ha lNonaeatens, camo korato AMNMYOC nogabpka noseyve oT eAnH MeToA Ha
3YW.

PasnnyHuTe nckaHmna 3a obmsiHa Ha gaHHu ¢ Non3BaTtensa ca onucaHn B NOATOYKUTE:

7.2.1. ObmeH Ha 0aHHU 3a udeHmugbukauus Ha [lon3samerns
(Update PSU Data -Identification)upes Decoupled metoa Ha 3YU

ToBa noBukBaHe ce K3nonssa oOT L“jy,IKHaTO cneg Ha4ariHoTo NnoBUMKBaHE € nollydeH
OTroBop oT TN "updatePsuldentification".

- [loBukBaHe B Cnyqaﬁ Ha UCKaHe 3a nHnumnmnpaHe Ha niallaHe
PUT/v1/{payment-service}/{payment-product}/{paymentId}/authorisations/{authorisationId}

- [loBukBaHe B crnyyaun Ha UCKaHe 3a OTMsiHA Ha nnawjaHe
PUT /v1/{payment-service}/{payment-product}/{paymentId}/cancellation-
authorisations/{authorisationId}

- [loBukBaHe B crnyyan Ha UCKaHe 3a cbrracue 3a nHopmaums 3a cMeTka
PUT /vl1/consents/{consentId}/authorisations/{authorsationId}



- TMoBukBaHe B criy4ait Ha aBTOPU3aLMSA Ha KOLLHWULA OT MnallaHus
PUT /vl1/signing-baskets/{basketId}/authorisations/{authorisationId}

Path

Attribute Type Description

payment-service String The possible values are “payments”, “bulk-payments” and “periodic-
payments”

payment-product String The payment product, under which the payment under paymentld has
been initiated.
It shall be checked by the ASPSP, if the payment-product is matching
the payment initiation addressed by paymentid.

paymentld, String Resource identification of the related payment initiation, signing

basketld or basket or consent resource.

consentld

authorisationld String Resource identification of the related Payment Initiation, Signing
Basket or Consent authorization sub-resource.

authorisationld String Resource identification of the related Payment Cancellation
authorization sub-resource

Query Parameters - Hama

Request header

Attribute Type Condition | Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
PSU-ID String Conditional | Contained if not yet contained in a preceding request, and
mandated by the ASPSP in the related response
PSU-ID-Type | String Conditional | Type of the PSU-ID, needed in scenarios where PSUs have several
PSU-IDs as access possibility.
PSU- String Conditional | Contained if not yet contained in the first request, and mandated
Corporate-ID by the ASPSP in the related response. This field is relevant only in
a corporate context.
PSU- String Conditional | Might be mandated by the ASPSP in addition if the PSU-
Corporate- Corporate-ID is contained.
ID-Type
Request body - Hama
Response Code
HTTP response code is 200.
Response header
Attribute Type Condition | Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
ASPSP-SCA- String Conditional | Possible values are:
Approach e EMBEDDED




Attribute Type

Condition

Description

e DECOUPLED
e REDIRECT

OAuth will be subsumed by the value REDIRECT

scaMethods | Array of
authentication

objects

Conditional

Might be contained, if several authentication methods are
available. (name, type)

Response body

Attribute

Type Condition

Description

_links

Links Mandatory

A list of hyperlinks to be recognised by
the TPP. The actual hyperlinks used in
the response depend on the dynamical
decisions of the ASPSP when processing
the request.

Remark: All links can be relative or full
links, to be decided by the ASPSP.

Type of links admitted in this response,
(further links might be added for ASPSP
defined extensions):

"scaStatus": The link to retrieve the
scaStatus of the corresponding
authorisation sub-resource.

"selectAuthenticationMethod": This is a
link to a resource, where the TPP can
select the applicable second factor
authentication methods for the PSU, if
there are several available
authentication methods and if the PSU
is already sufficiently authenticated.. If
this link is contained, then there is also
the data element "scaMethods"
contained in the response body

scaStatus

SCA Status | Mandatory

transactionFees

Amount Optional

Might be used by the ASPSP to
transport the total transaction fee
relevant for the underlying payments.
This field includes the entry of the
currencyConversionFees if applicable.

currencyConversionFees

Amount Optional

Might be used by the ASPSP to
transport specific currency conversion
fees related to the initiated credit
transfer.

estimatedTotalAmount

Amount Optional

The amount which is estimated to be
debted from the debtor account

estimatedInterbankSettlementAmount

Amount Optional

The estimated amount to be
transferred to the payee.




Attribute Type Condition | Description

transactionFeelndicator Boolean Optional If equals “true”, the transaction will
involve specific transaction cost as
shown by the ASPSP in their public
price list or as agreed between ASPSP
and PSU.

If equals "false" or is not used, the
transaction will not involve additional
specific transaction costs to the PSU
unless the fee amount is given
specifically in the data elements
transactionFees and/or
currencyConversionFees.

psuMessage Max500Text | Optional

Example

Request

PUT https://api.testbank.com/vl/payments/domestic-credit-transfer-bgn/quwer3456tzui7890
authorisations/123auth456

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721

PSU-ID: PSU-1234

Response

HTTP/1.x 200 OK

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
ASPSP-SCA-Approach: DECOUPLED

Date: Sun, 06 Aug 2017 15:05:47 GMT

Content-Type: application/json

{

"scaStatus": "psuldentified",
"psuMessage": "Please use your BankApp for transaction Authorisation.",
" links™“:{

"scaStatus": {"href":"/vl/payments/domestic-credit-transfers-bgn/qwer3456tzui7890/
authorisations/123auth456"}

}
}

7.2.2. ObmeH Ha aHHUMe 3a aemeHmukauusi Ha [lon3eameris
(Update PSU Data Authentication) upe3 metoan Ha 3YU Decoupled nnu Embedded
ToBa noBukBaHe ce manonssa ot AIY, korato cneg HadanHOTO NOBUKBAHE € MOny4veH
OTroBop OT TUN "updatePsulAuthenication" Wnu ,updateEncryptedPsulAuthenication™ T.e.
AMYOC unsunckea ygoctoBepeHue ot Nonssartens.

- [loBukBaHe B Cnyqaﬁ Ha UCKaHe 3a NHnumnmnpaHe Ha niallaHe
PUT /v1/{payment-service}/{paymentId}/{payment-product}/authorisations/{authorisationId}

Cnep nckane ot ANYOC ce ygoctoBepsiBaT gaHHWTe Ha lMon3BaTtens B npoueca Ha MHULMUpaHe
Ha nnailyaHe

- [loBuKBaHe B crnyyan Ha UCKaHe 3a OTMsiHA Ha NnawjaHe
PUT /v1/{payment-service}//{payment-product} {paymentId}/cancellation-authorisations/
{authorisationId}

- [loBukBaHe B crnyyan Ha UCKaHe 3a cbrracue 3a nHdopmaums 3a cMeTka
PUT /vl1/consents/{consentId}/authorisations/{authorisationId}


https://api.testbank.com/v1/payments/qwer3456tzui7890/domestic-credit-transfer-bgn/

Cnep uckaHe ot ANYOC ce ygoctoBepsBaT U akTyanuampaT gaHHuTe Ha [Non3satens B 6a3aTa 3a
cbrnacue no ycnyrute ,MHdopmauua 3a cmeTka“.

- [NoBuKBaHe B cnyqal7| Ha aBTOpuM3auund Ha KOlHMUa OT nnallaHn4a
PUT /v1/signing-baskets/{basketId}/authorisations/{authorisationId}

Path
Attribute Type Description
payment-service String The possible values are “payments”, “bulk-payments” and “periodic-
payments”
payment-product String The payment product, under which the payment under paymentld has
been initiated.
It shall be checked by the ASPSP, if the payment-product is matching
the payment initiation addressed by paymentid.
paymentld, String Resource identification of the related payment initiation, signing
basketld or basket or consent resource.
consentld
authorisationld String Resource identification of the related Payment Initiation, Signing
Basket or Consent authorization sub-resource.
authorisationld String Resource identification of the related Payment Cancellation
authorization sub-resource
Query Parameters - Hava
Request header
Attribute Type Condition | Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
PSU-ID String Conditional | Contained if not yet contained in a preceding request, and
mandated by the ASPSP in the related response
PSU-ID-Type | String Conditional | Contained if not yet contained in a preceding request, and
mandated by the ASPSP in the related response
PSU- String Conditional | Contained if not yet contained in a preceding request, and
Corporate-ID mandated by the ASPSP in the related response. This field is
relevant only in a corporate context.
PSU- String Conditional | Contained if not yet contained in a preceding request, and
Corporate- mandated by the ASPSP documentation. Might be mandated by
ID-Type the ASPSP in addition if the PSU-Corporate-ID is contained.
Request body
Attribute Type Condition | Description
psuData PSU Data Mandatory | The password, encryptedPassword, additionalPassword, or

additionalEncryptedPassword subfield is used, depending
whether the password or the additional password needs to be
sent and depending on encryption requirements of the ASPSP




Attribute

Type

Condition

Description

as indicated in the corresponding hyperlink contained in the
preceding response message of the ASPSP.

Remark for Future: More details on the encrypted password
transport will be published by a future bulletin.

Response Code

HTTP response code is 200.

Response header

Attribute Type Condition | Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
ASPSP-SCA- String Conditional | Possible values are:
Approach e EMBEDDED
e DECOUPLED
e REDIRECT

OAuth will be subsumed by the value REDIRECT

Response body

Attribute Type Condition | Description
chosenSca Method Authenticati | Condition | A definition of the provided SCA method is
on object al contained, if only one authentication
method is available, and if the Embedded
SCA approach is chosen by the ASPSP.
challengeData Challenge Condition | Challenge data might be contained, if only
al one authentication method is available.
scaMethods Array of Condition | Might be contained, if several
authenticati | al authentication methods are available.
on objects (name, type)




Attribute

Type

Condition

Description

_links

Links

Condition
al

A list of hyperlinks to be recognised by the
TPP. Might be contained, if several
authentication methods are available for
the PSU.

Type of links admitted in this response:
"updateAdditionalPsuAuthentication" The
link to the payment initiation or account
information resource, which needs to be
updated by an additional PSU password.
This link is only contained in rare cases,
where such additional passwords are
needed for PSU authentications.
"updateAdditionalEncryptedPsuAuthentic
ation" The link to the payment initiation or
account information resource, which
needs to be updated by an additional
encrypted PSU password. This link is only
contained in rare cases, where such
additional passwords are needed for PSU
authentications.
"selectAuthenticationMethod": This is a
link to a resource, where the TPP can
select the applicable second factor
authentication methods for the PSU, if
there were several available
authentication methods. This link is only
contained, if the PSU is already identified
or authenticated with the first relevant
factor or alternatively an access token, if
SCA is required and if the PSU has a choice
between different authentication
methods. If this link is contained, then
there is also the data element
"scaMethods" contained in the response
body.

"authoriseTransaction": The link to the
resource, where the "Transaction
Authorisation Request" is sent to. This is
the link to the resource which will
authorise the transaction by checking the
SCA authentication data within the
Embedded SCA approach.

"scaStatus": The link to retrieve the
scaStatus of the corresponding
authorisation sub-resource.

scaStatus

SCA Status

Mandator
y




Attribute Type Condition | Description

transactionFees Amount Optional | Might be used by the ASPSP to transport
the total transaction fee relevant for the
underlying payments. This field includes
the entry of the currencyConversionFees if
applicable.

currencyConversionFees Amount Optional | Might be used by the ASPSP to transport
specific currency conversion fees related
to the initiated credit transfer.
estimatedTotalAmount Amount Optional | The amount which is estimated to be
debted from the debtor account

estimatedInterbankSettlementAm | Amount Optional | The estimated amount to be transferred
ount to the payee.
transactionFeelndicator Boolean Optional | If equals “true”, the transaction will

involve specific transaction cost as shown
by the ASPSP in their public price list or as
agreed between ASPSP and PSU.

If equals "false" or is not used, the
transaction will not involve additional
specific transaction costs to the PSU unless
the fee amount is given specifically in the
data elements transactionFees and/or
currencyConversionFees.

psuMessage Max500Text Optional

3ABEJIEXKA: lNMpn rpewHa napona AMNY Ttps6bea ga noucka oT [lon3satens ga BbBede OTHOBO
naponata. HoBo-BbBeaeHaTa napona Tpssbea ga 6bae obHoBeHa Mo cbwma NbT. [lpenopbyBa ce
AONMYOC pa wvHdopmupa [ANY 3a ToBa ype3 gobaesaHe Ha cekuus _links B gonbriHMTENHaTa
MHoOpMauua 3a rpewka W npeacrtaBaHe Ha cboTBeTHata updatePsuAuthentication  wnu
updateEncryptedPsuAuthentication xunepspb3ka.

Example

Request in case of Embedded Approach

PUT https://api.testbank.com/vl/payments/domestic-credit-transfers-
bgn/qwer3456tzui7890/ authorisations/123auth456
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721
PSU-ID: PSU-1234
{
"psuData": {
"password": "startl2"

}

}

Response in case of the Embedded Approach

HTTP/1.x 200 OK

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl£f7721
ASPSP-SCA-Approach: EMBEDDED

Date: Sun, 06 Aug 2017 15:05:47 GMT

Content-Type: application/json

{ "scaStatus": "psuAuthenticated",

" links":{


https://api.testbank.com/v1/payments/domestic-credit-transfers-bgn/qwer3456tzui7890/
https://api.testbank.com/v1/payments/domestic-credit-transfers-bgn/qwer3456tzui7890/

"authoriseTransaction": {"href": "/vl/payments/domestic-credit-transfers-bgn/1234-
wertig-983/authorisations /123auth456"}

}
}

7.2.3. ObmeH Ha 0aHHUMe npu u3bop Ha Memoo 3a aemeHmukauus c I'loszeamerns
(Update PSU Data - Select Authentication Method)

ToBa noBukBaHe ce m3nonsea ot AlY, korato cneg HavyanHoto noBukBaHe AMNYOC e
BbpHan oTroBop oT TUn "selectAuthenticationMethod" T.e. ONMYOC nogabpxa HAKOKO MeToaa
3a ygoctoBepsaBaHe Ha [NonasaTtens.

- [NoBuKBaHe B cnyqal7| Ha UCKaHe 3a NnHnumnmnpaHe Ha nriallaHe
PUT /v1/{payment-service}/{payment-product}/{paymentId}/authorisations/{authorisationId}

AKTyanuaupa gaHHUTe 3a MHMUMMpaHe Ha nnawlaHus Ypes3 gaHHW 3a [MonseaTens, ako ToBa ce
nanckea ot AMNMNYOC.

- [loBukBaHe B crniyyaun Ha UCKaHe 3a OTMsiHA Ha nnawjaHe
PUT /v1/{payment-service}/{payment-product}/{paymentId}/cancellation-authorisations/
{authorisationId}

- [loBukBaHe B criyy4aun Ha UCKaHe 3a cbrracue 3a nHopmMauus 3a cMmeTka
PUT /vl1/consents/{consentId}/authorisations/{authorisationId}

Cneg uckane ot AMNYOC ce akTyanuanpart aBTopM3aumoHHNTE gaHHW Ha [NonseaTtens B 6asarta 3a
cbrnacuve no ycnyrute ,MIHpopmauus 3a cmeTka“.

- [NoBuKBaHe B cnyqaﬁ Ha aBTOpuM3auund Ha KOolHMLUa OT nnawaHnAa
PUT /vl1/signing-baskets/{basketId}/authorisations/{authorisationId}

Path Parameters

Attribute Type Description

payment-service String The possible values are “payments”, “bulk-payments” and “periodic-
payments”

payment -product String Only in case of an Update Data Request in a Payment Initiation context.

The payment product, under which the payment under paymentld has
been initiated.

It shall be checked by the ASPSP, if the payment-product is matching
the payment initiation addressed by paymentid.

paymentld, String Resource identification of the related payment initiation, signing

basketld or basket or consent resource.

consentld

authorisationld String Resource identification of the related Payment Initiation, Signing
Basket or Consent authorization sub-resource.

authorisationld String Resource identification of the related Payment Cancellation

authorization sub-resource

Query Parameters - Hama

Response Code
HTTP response code is 200.



Request header

Attribute Type Condition | Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
Request body
Attribute Type Condition | Description
authentication | String Mandatory | The authentication method ID as provided by the ASPSP.
Methodld

Response Code

HTTP response code equals 200.

Response header

Attribute Type Condition | Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
ASPSP-SCA- String Conditional | Possible values are:
Approach e EMBEDDED
e DECOUPLED
e REDIRECT

OAuth will be subsumed by the value REDIRECT

Response body

Attribute

Type

Condition | Description

chosenSca Method

Authentication
object

Conditional

A definition of the provided SCA
method is contained, if only one
authentication method is available,
and if the Embedded SCA approach is
chosen by the ASPSP.

challengeData

Challenge

Conditional

Challenge data might be contained, if
only one authentication method is
available.




Attribute

Type

Condition

Description

_links

Links

Conditional

A list of hyperlinks to be recognised
by the TPP. The actual hyperlinks used
in the response depend on the
dynamical decisions of the ASPSP
when processing the request.
Remark: All links can be relative or full
links, to be decided by the ASPSP.
Remark: This method can be applied
before or after PSU identification. This
leads to many possible hyperlink
responses.

Type of links admitted in this
response, (further links might be
added for ASPSP defined extensions):

"scaRedirect": In case of an SCA
Redirect Approach, the ASPSP is
transmitting the link to which to
redirect the PSU browser.

"scaOAuth": In case of a SCA OAuth2
Approach, the ASPSP is transmitting
the URI where the configuration of
the Authorisation Server can be
retrieved. The configuration follows
the OAuth 2.0 Authorisation Server
Metadata specification.

"confirmation™:

Might be added by the ASPSP if either
the "scaRedirect" or "scaOAuth"
hyperlink is returned in the same
response message. This hyperlink
defines the URL to the resource which
needs to be updated with

¢ a confirmation code as retrieved
after the plain redirect authentication
process with the ASPSP
authentication server or

® an access token as retrieved by
submitting an authorization code
after the integrated OAuth based
authentication process with the
ASPSP authentication server.

"updatePsuldentification":

The link to the authorisation or
cancellation authorisation sub-
resource, where PSU identification
data needs to be uploaded.




Attribute

Type

Condition

Description

"updatePsuAuthentication":

The link to the authorisation or
cancellation authorisation sub-
resource, where PSU authentication

data needs to be uploaded.
"updateEncryptedPsuAuthentication":
The link to the authorisation or
cancellation authorisation sub-
resource, where encrypted PSU
authentication data needs to be
uploaded.

"authoriseTransaction":

The link to the authorisation or
cancellation authorisation sub-
resource, where the authorisation
data has to be uploaded, e.g. the TOP
received by SMS.

"scaStatus": The link to retrieve the
scaStatus of the corresponding
authorisation sub-resource.

scaStatus

SCA Status

Mandatory

transactionFees

Amount

Optional

Might be used by the ASPSP to
transport the total transaction fee
relevant for the underlying payments.
This field includes the entry of the
currencyConversionFees if applicable.

currencyConversionFees

Amount

Optional

Might be used by the ASPSP to
transport specific currency conversion
fees related to the initiated credit
transfer.

estimatedTotalAmount

Amount

Optional

The amount which is estimated to be
debted from the debtor account

estimatedInterbankSettlementAmount

Amount

Optional

The estimated amount to be
transferred to the payee.

transactionFeelndicator

Boolean

Optional

If equals “true”, the transaction will
involve specific transaction cost as
shown by the ASPSP in their public
price list or as agreed between ASPSP
and PSU.

If equals "false" or is not used, the
transaction will not involve additional
specific transaction costs to the PSU
unless the fee amount is given
specifically in the data elements
transactionFees and/or
currencyConversionFees.

psuMessage

Max500Text

Optional




Example
Request in case of Embedded Approach

PUT https://api.testbank.com/vl/payments/domestic-credit-transfers-bgn/qwer3456tzui7890/
authorisations/123auth456

X-Request-ID: asdfoeljkasdfoelkjasdf-123479093

{

authenticationMethodId: "myAuthenticationID"
}

Response in case of the Embedded Approach

HTTP/1.x 200 OK
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721
ASPSP-SCA-Approach: EMBEDDED
Date: Sun, 06 Aug 2017 15:05:47 GMT
Content-Type: application/json
{
"scaStatus": "scaMethodSelected",
"chosenScaMethod": {
"authenticationType": "SMS OTP",
"authenticationMethodId": "myAuthenticationID"},
"challengeData": {
"otpMaxLength": "6",
"otpFormat": "integer"},
" links": {
"authoriseTransaction": {"href":"/vl/payments/domestic-credit-transfers-bgn/1234-
wertig-983/authorisations /123auth456"}
}

7.3. Aemopu3sauyuss Ha mpaH3akuuu (Transaction Authorization)

Tasu cekumsa onncea npoueca Ha aBTopu3auusa Ha TpaH3akuusi, KOMTO Ce M3Mon3Ba caMo
npn Embedded meTtoa Ha 3YW.

- [loBukBaHe B cnyyan Ha UCKaHe 3a UHULMMpPAHE Ha nnawaHe
PUT /vl1/payments/{payment-product}/{paymentId}/authorisations/{authorisationId}

MogaBa gaHHM 3a pasnnalwlaHe, kouto noanexat Ha 3YW aBTopusaumsa ot AMNYOC

- [loBukBaHe B crniyyan Ha UCKkaHe 3a OTMsIHA Ha nnawlyaHe
PUT /v1/{payment-service}/{payment-product}/{paymentId}/cancellation-
authorisations/{authorisationId}

- [loBukBaHe B crnyyaun Ha UCKaHe 3a cbrracue 3a nHopMauus 3a cMeTka
PUT /vl1/consents/{consentId}/authorisations/{authorisationId}

- TMoBuKkBaHe B cry4ait Ha aBTOPU3aLMS Ha KOLLUHWULA OT MnallaHus
PUT /v1/signing-baskets/{basketId}/authorisations/{authorisationId}

Path
Attribute Type Description



https://api.testbank.com/v1/payments/domestic-credit-transfers-bgn/qwer3456tzui7890/

payment-product String The related payment product of the payment initiation to be
authorized.

paymentld, String Resource identification of the related payment initiation, signing

basketID or basket or consent resource.

consentld

authorisationld String Resource identification of the related Payment Initiation, Signing
Basket or Consent authorization sub-resource.

authorisationld String Resource identification of the related Payment Cancellation
authorization sub-resource

Query Parameters - Hama

Request header

Attribute Type Condition Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the initiating
party.

Authorization String Conditional | Is contained only, if the optional Oauth Pre-Step was performed.

Request body

Attribute Type Condition Description
scaAuthenticationData | String Mandatory | SCA authentication data, depending on the chosen authentication
method. If the data is binary, then it is base64 encoded.

Response Code
HTTP response code is 200.

Response header

Attribute Type Condition | Description
X-Request-ID uuiD Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Response body

Attribute Type Condition | Description
scaStatus SCA Status | Mandatory

3ABEJNEXKA: B cnyyanm Ha HekopekTHu scaAuthenticationData, OIMY Tpsbsa ga noucka oOT
[MonsBaTens ga BbBeAe OTHOBO AaHHUTE 3a yOoOCTOBepsABaHe, kKaTo NoBTopu Nbpeo metoaa 3YWN. B
3aBUCMMOCT OT U3MbITHEHNETO Ha CbOTBETHUA MeToA Ha 3YW, AlNY ce Hyxaae:

e UM Aa Bb30OHOBW MpoLeca Ha NMb/HO OTOpM3MpaHe, KaTo reHepupa HOB MOA-pecypc 3a
aBTOpM3aums, Hanp. B criydyan Ha SMS OTP,




UM aa nanpaTtu HOBO-TeHepupaHu AaHHW 3a yOOoCToBepsiBaHe OT KIIMEHTCKO YCTPOWMCTBO,
Mo CbLUMS HAYUH, KaKTO MbpBUA MbT, Hanp. B cnyyan Ha CHIP OTP.

AOMYOC nHdopmupa [ONY 3a ToBa ype3 gobassHe Ha cekuma _links B gonbnHUTENHaTa

nHdopMauus 3a rpewka M npeaocraBsHe Ha CbOTBETHaTa xunepBpb3ka startAuthorisation wnu
transactionAuthorisation.

Example

Request

PUT https://api.testbank.com/vl/payments/domestic-credit-transfers-bgn/qwer3456tzui7890/

authorisations/ 123auth456
X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl£7721

{

"scaAuthenticationData": "123456"

}

Response in case of the embedded approach

Response Code 200

Response body

"scaStatus": "finalised",
" links":{
"scaStatus": {"href":"/vl/payments/domestic-credit-transfers-bgn/qwer3456tzui7890/
authorisations/123auth456"}

}

7.4. [lonyyasaHe Ha asmopu3auusi 3a Nnoo-pecypc

CnepgawmTte KOMaHaM ce U3nonsearT 3a fa ce npenocrasm MmacumBe OT I/I,El,eHTI/I(bI/IKaTOpI/I Ha

pecypca 1 Ha BCUYKM reHepupaHn Noa-pecypcu 3a asTopusaums.

NoBukBaHe B KOHTeKcTa Ha ckaHe 3a MHUUMnNpaHe Ha nnaiwjaHe
GET /vl1/{payment-service}/{payment-product}/{paymentId}/authorisations

NMoBuKBaHe B KOHTEKCTa Ha UCKaHe 3a cbrinacue 3a VIHCbOpMaU,VIH no CMeTKa
GET /vl1/consents/{consentId}/authorisations

NMoBMKBaHe B KOHTEKCTa Ha aBTopusauumda n noanmceBaHe Ha KolwHULUaTa
GET /v1/signing-baskets/{basketId}/authorisations

Path Parameters

Attribute Type Description

payment-service String The possible values are “payments”, “bulk-payments” and “periodic-payments”

payment-product String The payment product, under which the payment under paymentld has been
initiated.



https://api.testbank.com/v1/payments/domestic-credit-transfers-bgn/qwer3456tzui7890/

It shall be checked by the ASPSP, if the payment-product is matching the payment
initiation addressed by paymentld.

paymentld, basketld String Resource identification of the related payment initiation, signing basket or
or consentld consent resource.

Query Parameters - Hama

Request Header

Attribute Type Condition Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the initiating
party.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was
performed in a pre-step or an OAuth2 based SCA was performed in
the current PIS transaction or in a preceding AlS service in the
same session, if no such OAuth2 SCA approach was chosen in the
current PIS transaction.

Request Body - Hama

Response Code
HTTP response code equals 200.

Response Header

Attribute Type Condition Description
X-Request-ID uuID Mandatory ID of the request, unique to the call, as determined by the initiating
party.

Response Body

Attribute Type Condition Description

authorisationlds Array of String | Mandatory | An array of all authorisationlds connected to this payment,
signing basket or consent resource.

Example

Request

GET https://api.testbank.com/vl/payments/domestic-credit-transfers-bgn/1234-wertig-
983/authorisations

Accept: application/json

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl£f7723

Date: Sun, 06 Aug 2017 15:04:07 GMT

Response
HTTP/1.x 200 Ok
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7723
Date: Sun, 06 Aug 2017 15:04:08 GMT



Content-Type: application/json
{
"authorisationIds": ["123auth456"]

7.5. [llpoeepka Ha 3YU cmamyc

CnepaBalumTe KOMaHaM ce M3Non3BaT 3a NpoBepKa Ha cTaTyca Ha 0Topu3npaHusl pecypc.

NMoBuKBaHe B KOHTEeKcTa Ha UckaHe 3a UWHNUMnpaHe Ha nnawaHe

GET /vl1l/{payment-service}/{payment-product}/{paymentId}/authorisations/ {authorisationId}

NoBukBaHe B KOHTeKcTa Ha MckaHe 3a oTMsiHa Ha nnawaHe

GET/v1/{payment-service}/{payment-product}/{paymentId}/cancellation-authorisations
/{authorisationId}

NMoBMKBaHe B KOHTEKCTa Ha UCKaHe 3a cbrnacue 3a VIH(*)OpMaLI,VIFl no CMeTKa

GET /vl1/consents/{consentId}/authorisations/{authorisationId}

NMoBuKBaHe B KOHTEKCTa Ha aBTopusauunda m noaonncBaHe Ha KowHuUUaTa

GET /vl1/signing-baskets/{basketId}/authorisations /{authorisationId}

Path Parameters

Attribute Type Description

payment-service String The possible values are “payments”, “bulk-payments” and “periodic-
payments”

payment-product String The payment product, under which the payment under paymentlid has

been initiated.
It shall be checked by the ASPSP, if the payment-product is matching
the payment initiation addressed by paymentid.

paymentld, basketld String Resource identification of the related payment initiation, signing

or consentld basket or consent resource.

authorisationld String Resource identification of the related Payment Initiation, Signing
Basket or Consent authorization sub-resource.

authorisationld String Resource identification of the related Payment Cancellation

authorization sub-resource

Query Parameters - Hama

Request Header



Attribute Type Condition Description

X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the initiating
party.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication was

performed in a pre-step or an OAuth2 based SCA was performed in
the current PIS transaction or in a preceding AlS service in the
same session, if no such OAuth2 SCA approach was chosen in the
current PIS transaction.

Request Body - Hama

Response Code
HTTP response code equals 200.

Response Header

Attribute Type Condition Description
X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined by the initiating
party.
Response Body
Attribute Type Condition Description
scaStatus SCA Status | Mandatory This data element is containing information about the status of
the SCA method applied.
Example
Request

GET https://api.testbank.com/vl/payments/domestic-credit-transfers-bgn/1234-wertig-
983/authorisations/123auth456
Accept: application/json
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£f7721
Date: Sun, 06 Aug 2017 15:04:07 GMT

Response

HTTP/1.x 200 Ok

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
Date: Sun, 06 Aug 2017 15:04:08 GMT
Content-Type: application/json

{

"scaStatus":

}

"finalised"

7.6. 3aseka 3a nomenbpxoeHue

Tasu 3asiBKa ce 13nonsea, Korato B Npeaxo4HNsa OTrOBOP Ce CbAbpiKa XunepBpb3kaTta OT TUM
,confirmation“ n ako e npunoxeH redirect metoq 3a aBTopmsauus. lNpeaun 3asekata ga 6bae
nanpateHa ot MY, Tpsabea ga ce nsenede Ko 3a aBTopm3aums, CbOTBETHO M KOA 3a




notebpxaeHue, ot AlNY cnen obpaboTtkata Ha 3YW npu npeHaco4BaHe KbM CbpBbpa 3a
aBTopusauma Ha OMYOC.

B cnyyan Ha nHTerpmpanmna nogxoa Ha OAuth 3YW, uanoctHata npoueaypa 3a ycnewHo
nony4yaBaHe Ha Ko 3a aBTopu3auus U TOKEH 3a AOCTbI € onucaHa B pasgen 13.

B cnyyan Ha noaxopn Ha redirect 3YW, npouenyparta 3a ussnvyaHe Ha koga 3a aBTopusauus e
onucaHa B crniegsalunTe nogpasgenu. lenctesutenHoTo cbobLLeHne 3a 3asiBKa 3a NOTBbPXAEHME €
onucaHo B pasgen 7.6.4, kakto 3a nHterpupanusa nogxon Ha OAuth2 3YW, Taka u 3a nogxoda 3a
redirect 3YW.

7.6.1. [NosiyyasaHe Ha KOO 3a nomebp)xoeHue npu rnodxoda Ha redirect 3YU
AMY tpabea ga dwmkcupa cecusita Ha lNMonssatens B 6paysbpa Ha [IMY ¢ nonce, kbaeTo YacT
OT Hero e yHukaneH “state” napameTsp.

Mpn nogroToBkaTa Ha ua3npawjaHe Ha 3asBkaTa 3a aBTopusauund, [Ny Tpsbea

e [a cb3pante XSRF TokeH 3a egHokpaTHa ynotpeba, konTto we 6bae npegageH Ha AMNMYOC B
napametbpa "state" n,
e [a 06GBbpXKeTe Tasn CTOMHOCT C TeKyLlaTa cecusi B NOTPeOMTENCKNS areHT.
3abenexka: B cnyyan Ha nHterpupanusa nogxog Ha OAuth 3YW, [NY tpsibsa aa reHepupa
AONBbIHUTENHO ,nonce“ 3a napaMmeTbpa 3a Npean3BukaTencTeo. Toea CcbLlo TpsabBa ga 6bae
00BBHP3aHO CbC cecusiTa Ha NOTPEOUTENCKNSA areHT.

7.6.2. N3uckeaHusi kbMm HT TP 3asiska bpay3bpa Ha [lonzsameris
AOMY tpsabea ga npenpatn ,state” napameTbpa kaTto NnapameTbp Ha 3asiBKaTa kbM [lonseaTens,
KoeTo we gosege oo GET HTTP 3aaBka oT 6pay3bpa Ha lNonasaTens, KakTo ce N3NCKBa, KakTo
cneppga:

MapameTbp Ha 3aABKaTa 3a aBTopmu3auusa Ha NonsBatensa (GET 3asaBka)

Attribute Type Condition Description
state string mandated state parameter as defined by the TPP as a unique parameter and
bound to the PSU/TPP session.

Example

GET ASPSP-Redirect-URI?state=1234567er

Cnep npoBexgaHeTo Ha aBTeHTUdMKaLMSATa Ha KnNneHTa Ha cbpBbpa Ha OIMYOC, AMYOC otrosaps
CbC CcblUua “state” napameTbp 1 yHMKanNeH Ko 3a NOTBbPXKAEHME, CBbP3aH C pecypca Ha
aBTOpPM3auUMA KaTo NapamMeTpu Ha 3asBkaTa. ,confirmationCode” we ce cbabpxa camo ako 3YU e
YCMELUHO U3MbITHEHO.

MapameTbp Ha 3asiBKaTa 3a aBTopusauus Ha MonsBaTtens (OTroBop Ha GET 3asBka)

Attribute Type Condition Description

state string mandated state parameter as used in the corresponding request.

code string conditional unique authorisation code of the ASPSP, bound to the related
transaction, in case of Integrated OAuth SCA Approach.

confirmationCode | string conditional unique authorisation code of the ASPSP, bound to the related
transaction, in case of Redirect SCA Approach.

Example in case of Redirect SCA Approach
http 3027?state=1234567er&confirmationCode=2256ffgh

7.6.3. [lpedsapumesiHo ycriogue 3a 3asi8ka 3a nomebpxxoeHue
Korato nonyun Ha GET 3aaBka ot 6pay3bpa Ha NMonssatens, AlY Tpsabsa aa nposepwu, ganu
,State” napameTbpa e cBbp3aH ¢ Tekywata cecusi. CTonHocTTa Ha ,state” e cBbp3aHa ¢ TekywaTta




cecua B noTpebutenckus areHT. AKO NnpoBepkaTta e nonoxutendHa, torasa [y nocnegsawo
obpaboTtBa

e B KOHTekcTa Ha nHterpupanusa OAuth 3YW nogxon ¢ nssnuyaHe Ha access Bearer TokeH,
KaKTO € onncaHo B pasaen 13 Ha To3m JOKYMEHT, U crnepf ToBa NpoAbiKaea, KakTo € OnmMcaHo
B pasgen 7.6.4.

e B KOHTEKCTa Ha noaxopda Ha redirect 3YU gupekTHo, KakTo e onucaHo B pasgen 7.6.4.

AKO npoBepkaTta He ycrnee, TpaH3akuuaTa Tpsbsa ga 6vae cnpsiHa ot A1Y.

7.6.4. Aemopu3upaHe Ha 3asgeKkama 3a rnomebpxoeHue
V|3BVIKBaHe B KOHTEKCTa Ha 3asiBKa 3a MHULUMUNpaHe Ha ninawjaHe

PUT /vl1/{payment-service}/{payment-
product}/{paymentId}/authorisations/{authorisationId}

O6HoBsABa AaHHMTE Ha Nof-pecypca 3a aBTopu3aums Ha MHULMMPAHO NnallaHe Ha CbpBbpa No
aBTOpuU3aLMOHEH Ko, ako ce nanckea ot [MYOC.

M3BuKBaHe B KOHTEKCTa Ha 3asiBKa 3a OTMSAHA Ha UHULUMNPAHO NnnawjaHe

PUT /vl1/{payment-service}/{payment-product}/{paymentId}/cancellation-
authorisations/{authorisationId}

O6HoBsIBa AaHHMTE Ha Nog-pecypca 3a OTMsHA Ha MHMUMMPAaHO NialjaHe Ha CbpBbpa Mno
aBTOPM3aLMOHEH Ko, ako ce nanckea ot [MYOC.

N3BukBaHe B KOHTEKCTa Ha 3asiBKa 3a Cb3oaBaHe Ha cbrnacue
PUT /vl1/consents/{consentId}/authorisations/{authorsationId}

O6HoBsIBa AaHHMUTE Ha cbrnacueTo 3a nHdopMaumsi N0 CMeTKa Ha CbpBbpa N0 aBTOPU3ALMOHEH
Kon, ako ce usnckasa ot ANMyOC.

N3BuKBaHe B KOHTEKCTa Ha 3asiBKa 3a MHOXXeCTBeHa aBTOopu3auuda npuv nnawjaHe
PUT /vl1/signing-baskets/{basketId}/authorisations/{authorisationId}

O6HoBsIBa AaHHUTE Ha KOLWHULATa C NOANMUCKU Ha CbpBbpa NO aBTOPU3ALIMOHEH KO, ako Ce M3NCKBA
ot ANMYOC.

Path Parameters

Attribute Type Description

payment-service String The possible values are “payments”, “bulk-payments” and “periodic-
payments”

payment-product String The payment product, under which the payment under paymentld has been
initiated.

It shall be checked by the ASPSP, if the payment-product is matching the
payment initiation addressed by paymentld.

paymentld, basketld | String Resource identification of the related payment initiation, signing basket or

or consentld consent resource.

authorisationld String Resource identifciation of the related Payment Initiation, Signing Basket or
Consent authorisation sub-resource

authorisationld String Resource identification of the related Payment Cancellation authorisation sub-

resource

Query Parameters

No specific query parameters.



Request Header

Attribute Type Condition Description

X-Request-ID uuID Mandatory ID of the request, unique to the call, as determined by the initiating
party.

Authorization String Conditional Authorization Bearer Token as retrieved by the TPP in case the
integrated OAuthSCA Approach as described in Section 13.

Request Body

Attribute Type Condition Description

confirmationCode | String Conditional Confirmation Code as retrieved by the TPP from the redirect based
SCA process as described in Section 7.6.1 ff.

Response Code
HTTP response code is 200.
Response Header

Attribute Type Condition Description

X-Request-ID uuIiD Mandatory ID of the request, unique to the call, as determined by the initiating
party.

scaStatus SCA Status Mandatory Value "finalised" if the transaction authorisation and confirmation
was successful.

Value "failed" if the transaction authorisation or confirmation was
not successful.

_links Links Mandatory A list of hyperlinks to be recognised by the TPP. The actual
hyperlinks used in the response depend on the dynamical decisions
of the ASPSP when processing the request.

Remark: All links can be relative or full links, to be decided by the
ASPSP.

Type of links admitted in this response, (further links might be
added for ASPSP defined extensions):

"status": The link to retrieve the status of the corresponding
transaction resource.

psuMessage Max512Text | Optional

Example for integrated OAuth solution

Request

PUT https://api.testbank.com/vl/payments/sepa-credit-
transfers/qwer3456tzui7890/authorisations/123auth456

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721

Authorization: Bearer 1234567

Response

HTTP/1.x 200 OK

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£7721

Date: Sun, 06 Aug 2017 15:05:47 GMT

Content-Type: application/json




{

"scaStatus": "finalised",

" links":{

"status": {"href":"/vl/payments/sepa-credit-transfers/qwer3456tzui7890/status"}
}

Example for redirect solution

Request

PUT https://api.testbank.com/vl/payments/sepa-credit-
transfers/qwer3456tzui7890/authorisations/123auth456

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
{ "confirmationCode": "2256ffgh"}

Response

HTTP/1.x 200 OK

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£f7721
Date: Sun, 06 Aug 2017 15:05:47 GMT

Content-Type: application/json

{

"scaStatus": "finalised",

" links":{

"status": {"href":"/vl/payments/sepa-credit-transfers/qwer3456tzui7890/status"}
}

}



8. MoanuceaHe Ha KowHuua

8.1. (Cnb30aeaHe Ha 3asi6Ka 3a NoONUC Ha KOWHUUa

Cb3paBaHe Ha KoLUHMUA 3a Noanuc
POST /vl1/signing-baskets/

Path Parameters - Hama

Query Parameters - Hama

Request Header

Attribute

Type

Condition

Description

Content-Type

String

Mandatory

application/json

X-Request-ID

uuiD

Mandatory

ID of the request, unique to the call, as determined by the
initiating party.

PSU-ID

String

Conditional

Client ID of the PSU in the ASPSP client interface. Might be
mandated in the ASPSP’s documentation.

It might be contained, even if an OAuth2 based
authentication was performed in a pre-step or an OAuth2
based SCA was performed in an preceding AlS service in the
same session. In this case the ASPSP might check whether
PSU-ID and token match, according to ASPSP documentation.

PSU-ID-Type

String

Conditional

Type of the PSU-ID, needed in scenarios where PSUs have
several PSU-IDs as access possibility.

In this case, the mean and use is then defined in the ASPSP’s
documentation.

PSU-Corporate-ID

String

Conditional

Identification of a Corporate in the Online Channels
Might be mandated in the ASPSP’s documentation. Only used
in a corporate context.

PSU-Corporate-ID-
Type

String

Conditional

This is describing the type of the identification needed by the
ASPSP to identify the PSU-Corporate-ID content. Mean and
use is defined in the ASPSP’s documentation. Only used in a
corporate context.

Authorization

String

Conditional

Bearer Token. Is contained only, if an OAuth2 based
authentication was performed in a pre-step or an OAuth2
based SCA was performed in an preceding AlS service in the
same session.

Consent-ID

String

Optional

This data element may be contained, if the signing basket
transaction is part of a session, i.e. combined AIS/PIS service.
This then contains the "consentld" of the related AIS one off
consent, which was performed prior to this bulk signing.

PSU-IP-Address

String

Mandatory

The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU
and TPP.

If not available, the TPP shall use the IP Address used by the
TPP when submitting this request.

TPP-Redirect-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers a redirect over an
embedded SCA approach.

If it equals "false", the TPP prefers not to be redirected for
SCA. The ASPSP will then choose between the Embedded or




Attribute Type Condition Description
the Decoupled SCA approach, depending on the choice of the
SCA procedure by the TPP/PSU.
If the parameter is not used, the ASPSP will choose the SCA
approach to be applied depending on the SCA method chosen
by the TPP/PSU.

TPP-Redirect-URI String Conditional | URI of the TPP, where the transaction flow shall be redirected
to after a Redirect. Mandated for the Redirect SCA Approach
(including OAuth2 SCA approach), specifically when TPP-
Redirect-Preferred equals "true".
It is recommended to always use this header field.

TPP-Nok-Redirect-URI | String Optional If this URI is contained, the TPP is asking to redirect the
transaction flow to this address instead of the TPP-Redirect-
URI in case of a negative result of the redirect SCA method.
This might be ignored by the ASPSP.

TPP-Explicit- Boolean Optional Must equal "true", if contained.

Authorisation- Remark: No optimisation processes for creating authorisation

Preferred resources for signing baskets implicitly, since anyhow several
calls have been submitted.

Request Body

Attribute Type Condition | Description

paymentlds Array of String Optional | An array of paymentlds. Array may not be empty.

consentlds Array of String Optional | An array of consentlds. Array may not be empty.

Response Code

The HTTP response code equals 201.

Response Header

Attribute Type Condition Description

Location String Mandatory Location of the created resource (if created)

X-Request-ID uuiD Mandatory ID of the request, unique to the call, as determined by the initiating
party.

ASPSP-SCA- String Conditional This data element must be contained, if the SCA Approach is already

Approach fixed. Possible values are:

e EMBEDDED
e DECOUPLED
e REDIRECT

The OAuth SCA approach will be subsumed by REDIRECT.

Response Body




Attribute Type Condition Description
transactionStatus | Transaction Mandatory | The nonpayment related values defined in Section 14.23 might
Status be used like RCVD, ACTC, CANC or RIJCT
basketld String Mandatory | resource identification of the generated signing basket resource.
scaMethods Array of Conditional | This data element might be contained, if SCA is required and if
authentication the PSU has a choice between different authentication methods.
objects Depending on the risk management of the ASPSP this choice
might be offered before or after the PSU has been identified
with the first relevant factor, or if an access token is transported.
If this data element is contained, then there is also an hyperlink
of type "startAuthorisationWithAuthenticationMethodSelection"
contained in the response body.
These methods shall be presented towards the PSU for selection
by the TPP.
chosenSca Authentication | Conditional | This data element is only contained in the response if the APSPS
Method object has chosen the Embedded SCA Approach, if the PSU is already
identified e.g. with the first relevant factor or alternatively an
access token, if SCA is required and if the authentication method
is implicitly selected.
challengeData Challenge Conditional | Itis contained in addition to the data element
"chosenScaMethod" if challenge data is needed for SCA.
In rare cases this attribute is also used in the context of the
"startAuthorisationWith PsuAuthentication" link.
_links Links Mandatory | A list of hyperlinks to be recognised by the TPP. The actual

hyperlinks used in the response depend on the dynamical
decisions of the ASPSP when processing the request.

Remark: All links can be relative or full links, to be decided by
the ASPSP.

Type of links admitted in this response, (further links might be
added for ASPSP defined extensions):

"startAuthorisation":

In case, where an explicit start of the transaction authorization is
needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).

"startAuthorisationWithPsuldentification":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the PSU
identification data.

"startAuthorisationWithPsuAuthentication":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the PSU
authentication data.

"startAuthorisationWithEncryptedPsuAuthentication":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the encrypted
PSU authentication data.

"startAuthorisationWithAuthentication MethodSelection":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while selecting the
authentication method. This link is contained under exactly the
same conditions as the data element "scaMethods"




Attribute Type Condition Description

"startAuthorisationWithTransactionAuthorisation": The link to
the authorization end-point, where the authorization sub-
resource has to be generated while authorizing the transaction
e.g. by uploading an OTP received by SMS.

"self": The link to the payment initiation resource created by this
request. This link can be used to retrieve the resource data.

psuMessage Max500Text Optional Text to be displayed to the PSU
tppMessages Array of TPP Optional Messages to the TPP on operational issues.
Message
Information
Example
Request

POST https://api.testbank.com/vl/signing-baskets

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721

PSU-IP-Address: 192.168.8.78

PSU-GEO-Location: GE0:52.506931;13.144558

PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0
Date: Sun, 06 Aug 2017 15:02:37 GMT

{
"paymentIds": ["123qwert456789", "12345gqwert7899"]

Response (always with explicit authorization start)

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721

ASPSP-SCA-Approach: REDIRECT

Date: Sun, 06 Aug 2017 15:02:42 GMT

Location: https://www.testbank.com/psd2/v1/signing-baskets/1234-basket-567
Content-Type: application/json

{

"transactionStatus": "RCVD",

"basketId": "1234-basket-567",

" links": {
"self": {"href": "/vl1/signing-baskets/1234-basket-567"},
"status": {"href": "/vl/signing-baskets/1234-basket-567/status"},

"startAuthorisation":
{"href": "/v1l/signing-baskets/1234-basket-567/authorisations"}



8.2. [lony4yaeaHe Ha 3asi6Ka 3a MOONUC Ha KOWHUUa

lNoBukBaHe:
GET /vl1/signing-baskets/{basketId}
MN3uckBa Aa ce BbpHe OornncaHmne Ha CbAbp>XaHNETO B KOLWWHULATa

Path Parameters - Hama

Attribute Type
basketld String

Description

ID of the corresponding signing basket object.

Query Parameters - Hama

Request Header

Attribute Type Condition Description

X-Request-ID uuID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Authorization String Conditional | Is contained only, if an OAuth2 based authentication was

performed in a pre-step or an OAuth2 based SCA was
performed in the current PIS transaction or in a preceding AlS
service in the same session, if no such OAuth2 SCA approach
was chosen in the current signing basket transaction.

Request body - Hama

Response Code
The HTTP response code equals 200.

Response Header

Attribute Type Condition Description
X-Request-ID uuID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.
Response body
Attribute Type Condition Description
payments array of Optional payment initiations which shall be authorised through this
paymentld signing basket.
consents array of Optional consent objects which shall be authorised through this
consentld signing basket.
transactionStatus Transaction Mandatory | Only the not explicitly payment related codes like RCVD,
Status PATC, ACTC, RICT are used. For a list of all transactionStatus
codes permitted for signing baskets, cp. Section 8.3.
_links Links Optional The ASPSP might integrate hyperlinks to indicate next
(authorisation) steps to be taken. Type of links admitted in
this response, (further links might be added for ASPSP
defined extensions):




Example

Request

GET https://api.testbank.com/v1l/signing-baskets/1234-basket-567
99391c7e-ad88-49ec-a2ad-99ddcbl1£7721

X-Request-ID:
06 Aug 2017 15:05:46 GMT

Date: Sun,

Response

HTTP/1.x 200 Ok
99391c7e-ad88-49ec-a2ad-99ddcbl1£7721

X-Request-1ID:
06 Aug 2017 15:05:47 GMT
Content-Type:

Date: Sun,

{

"payments'":

application/Jjson

"transactionStatus": "ACTC"

8.3.

NoBuKkBaHe:

["1234pay567","1234pay568","1234pay888"],

3asieka 3a cmamyc Ha KOwWHuUua 3a noonuc

GET /vl1/signing-baskets/{basketId}/status

Nanckea aa ce BbpHe cTaTyca Ha KollHuuaTa

Path Parameters

Attribute

Type

Description

basketld

String

ID of the corresponding signing basket object.

Query Parameters - Hama

Request Header

Attribute Type Condition | Description

X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined
by the initiating party.

Authorization | String Conditional | Is contained only, if an OAuth2 based authentication

was performed in a pre-step or an OAuth2 based
SCA was performed in the current PIS transaction or
in a preceding AIS service in the same session, if no
such OAuth2 SCA approach was chosen in the
current signing basket transaction.

Request Body - Hama

Response Code

The HTTP response code equals 200.




Response Header

Attribute Type Condition | Description

X-Request-ID uuiD Mandatory ID of the request, unique to the call, as
determined by the initiating party.

Response Body

Attribute Type Condition | Description

transactionStatus

Transaction
Status

Mandatory

Only the codes RCVD, ACTC, PATC, CANC
or RICT are supported for signing baskets.
For a list of all transactionStatus codes
permitted for signing baskets, cp. Section
8.3.

Example

Request

GET https://api.testbank.com/vl/signing-baskets/1234-basket-567/status

X-Request-1ID:
Date:

Response
HTTP/1.x 200 Ok
X-Request-ID:

Date:
Content-Type:

{

99391c7e-ad88-49ec-a2ad-99ddcbl1£f7721
Sun, 06 Aug 2017 15:05:49 GMT

99391c7e-ad88-49ec-a2ad-99ddcbl1£7721
Sun, 06 Aug 2017 15:05:51 GMT
application/Jjson

"transactionStatus": "ACTC"

}



https://api.testbank.com/v1/signing-baskets/1234-basket-567

8.4. MHoxecmeeHa 3YU npu nodnuc Ha KoWHUUa

3asBkaTa 3a cb3aaBaHe Ha KOoLHULATa 3a Noanuc, onpeaenexHa no-rope, € HesaBucuma oT
HeobxogumocTTa oT obpaboTka Ha efHa wnu nosedve HMBa Ha 3YW T.e. He3aBuMCcUMMO OT Bpoda Ha
aBTOpM3aUMnTe, HEOBXOANMM 3a U3MbITHEHNETO HA BCUYKM TPaH3aKLMK, CbAbpXKallu ce B KoLHMUaTa.

OTroBopbT 3a Cb3gaBaHe Ha KOoLHMUA 3a nognuc ¢ egHo HMBO Ha 3YW Gelwwe geduHupaH
no-rope B T03M pasgen. lNo-gony e obsacHeH npoueca npu MHoxecTBeHa 3YWM B cbobLieHMEeTO
"Cb3gaBaHe Ha KolHuua 3a nognuc'.

N36opbT Ha 3YWM meToa He ce nmogabpka 4ypes xunepBpb3ka B oTroBopa. CTapTbT Ha
MHOXXECTBEHa aBTopmu3auna 3a BCUYKM METOAN e eaHakbB. B To3n cnyvan Han-Hanpepq Tpsibea ga ce
reHepupa noj-pecypc 3a aBTopusauus, crensaH ot Bpb3kaTa "startAuthorisation”.

Response body npn MHoxecTtBeHa 3YU

Attribute Type Condition Description
transactionStatus | Transaction Mandatory | The non payment related values defined in Section 14.23 might
Status be used like RCVD, ACTC, PATC, CANC or RICT
basketld String Mandatory | Resource identification of the generated signing basket
resource.
_links Links Mandatory | A list of hyperlinks to be recognised by the TPP. The actual

hyperlinks used in the response depend on the dynamical
decisions of the ASPSP when processing the request.

Remark: All links can be relative or full links, to be decided by
the ASPSP.

Type of links admitted in this response, (further links might be
added for ASPSP defined extensions):

"startAuthorisation":

In case, where an explicit start of the transaction authorization is
needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).
"startAuthorisationWithPsuldentification":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the PSU
identification data.

"startAuthorisationWithPsuAuthentication":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the PSU
authentication data.
"startAuthorisationWithEncryptedPsuAuthentication":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the encrypted
PSU authentication data.

"self": The link to the payment initiation resource created by this
request. This link can be used to retrieve the resource data.

psuMessage Max500Text Optional Text to be displayed to the PSU
tppMessages Array of TPP Optional Messages to the TPP on operational issues.
Message

Information




8.5. AHynupaHe Ha KowHuua 3a nodnuc ( Cancellation of Signing Baskets)

AHynMpaHeTO Ha KolHWuaTa 3a NOAMUC e pas3peLleHo AoKaTo HAMa (UM MMma YacTuyHa)
aBTOpM3aLMs 3a KolHMLATa 3a NognucBaHe.

lNoBukBaHe:
DELETE /vl1/signing-baskets/{basketId}

N3TpuBa cbanageHa KoLLHMLA 3a NOANUC, AOKaTo He e OTopusupaHa

Path Parameters - Hama

Attribute Type Description
basketld String ID of the corresponding signing basket object to be deleted.

Query Parameters - Hama

Request Header

Attribute Type Condition Description

X-Request-ID uuID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Authorization String Conditional | Is contained only, if an OAuth2 based SCA has been used in a
pre-step.

Request body - Hama

Response Code
The HTTP response code is 204 in case of successful deletion.

Response Header

Attribute Type Condition Description
X-Request-ID uuID Mandatory | ID of the request, unique to the call, as determined by the
initiating party.

Response body - Hama

Example

Request
DELETE https://api.testbank.com/vl/signing-baskets/qwer3456tzui9876
X-Request-ID 99391c7e-ad88-49%ec-a2ad-99ddcbl£7757
Date Sun, 13 Aug 2017 17:05:37 GMT

Response

HTTP/1.x 204 No Content
X-Request-ID: 99391c7e-ad88-4%ec-a2ad-99ddcbl£f7757
Date: Sun, 13 Aug 2017 17:05:38 GMT



9. KombuHMpaHe Ha MHPOPMALMOHHM U NNATEKHWN YCAYTU
(Combination of AlS and PIS Services)

M3nbnHeHneTo Ha cecmmte B CMUCba Ha KoMbuHaumst ot AIS m PIS ycnyrm e
He3adbliKUTeNnHa XapakTepucTuka Ha To3n uHTepdenc. B cnyyan, ye AMNMYOC nogabpxa Tasm
dYHKUMOHANHOCT, TO TpsbBa Aa Aage sicHa nHopmMaums 3a Toea vpes ceosata PSD2 aokymeHTauus.

Tasn dyHKUMA MOXe Aa € OT 3Ha4YeHue, Korato ca Heob6xoaAMMIN MHPOPMAaLIMOHHM YCIyrn 3a
CMeTKa B paMKUTE Ha WHULMMPAHE Ha nnawaHusi, ocobeHo 3a BGaHKUTE KOMTO M3Mon3BaT NakeTHU
obpaboTkn (batch booking). B To3u cnyyanm e HeobxogmMmo cbriacue 3a OOCTbN A0 CbOTBETHATa
MHdopmauusa 3a npoduna, BX. Pasgen 6.4. CvotBeTHMAT metoq GET 3a 4yeTeHe Ha AaHHUTE B
npodwvna n3nonssa napameTbpa Header "Consent-ID".

OY moxe ga usnonsea kato napamMeTbp MAEHTUPUKALMOHHUA HOMED Ha CblflacueTo B
metona POST npwu npunaraHe Ha nckaHeTo 3a nHMumMmMpaHe Ha nnawaxe (Pasgen 5.3.). Npegnocraska
3a uM3nonsBaHe Ha WOEHTU(PUKALUMOHHUA HOMEP Ha CbracuMeTo B MOCMEeABaLLOTO MCKaHe 3a
MHMLMKMPaHe Ha nnallaHe e, vYe e 3agageH dnar "combinedServicelndicator" B uckaHeTo 3a cbrnacue
3a MHopmauma 3a cmeTka, Pasgen 6.3.1.

M3nonssaHeTo Ha "Consent-ID " B nocnegeawoto MHUUMmMpaHe Ha nnailiaHe crnej tosa Lwe
AoBefe 4o TOBa, Ye HAMa Aa ce nomcka OTHOBO NMbpBU (hakTop 3a yaoctoBepsiBaHe. Taka ve [ANMYOC
HAMa OTHOBO fAa npefocTaBM Bpb3ka 3a ygoctoBepsiBaHe Ha [lonseaTtensa. B cnyvanm Ha
ocBoboxagaBsaHe oT 3YM 3a cbOTBETHOTO NnawaHe, ToBa MOXe Aa AoBede OO0 CUTyauust, Npu KOSTO
He e HeobxooMMO [OOMbAHUTESNHO YyOocToBepsABaHe Ha [lonseBaTend - nnawaHeTo we O6bae
N3BbpLLUEHO 6€3 OOMBIHUTENHO NOTBBbPXAEHME.

B cnyyan Ha ocBoboxgasaHe oT 3YM 3a CbOTBETHOTO NnalaHe (M3KIMYeHust No cMucbna
Ha [upekTmnBara), nnawaHeTo e 6bae M3nbiHeHO 6e3 No-HaTaTbLUHO NOTBbLPXAEHME.

B cnyyan Ha metog OAuth2, cboTBETHUTE AOCTBLNU Ype3 TOKbH TpsbBa ga nogabpxaT
aHamnornm4yHo Tasm PyHKUMSI.



10. lMoTebpKAEHUE 33 HA/IMYHOCT Ha CPeaCcTBa NO CMETKA

10.1. YcmaHoesieaHe Ha cbaJsiacue 3a [lomebpxdeHuUe 3a HaJlu4HOCmM Ha cpedcmea
no cMemka
[MpouechbT 3a ycTaHOBABaHe Ha cbrnacue 3a lNoTebpXaaBaHe 3a HanNMYHOCT Ha cpeacTea no
CMeTKa e CbLUMAT, KaKTo Npu yCTaHOBSIBaHe Ha cbriacue 3a MHdopmaums no cmeTka.
YCTaHOBABAHETO Ha TOBa Cblfacue He e 3agbI/DKUTENHO [a ce npepoctaBs oT XS2A
nHTepgenca cnopen Article 65 (b), [PSD2], 3awoTo TO CbWO MOXe Aa (PYyHKUUA Ha OHNanH
GaHKMpaHeTo unu Jopu xapTueHo 6asupaH npouec. JJonbnHUTENHATa ycnyra onvcaHa Tyk npegnara
yCTaHOBsIBAHe Ha cbrnacue 3a [MoTBbpXOeHue 3a HanuM4YHOCT Ha cpefcTBa KaTto yacTt oT XS2A
nHTEepdenca.
[MbpBO ce ycTaHoBSABa cbrnacue kaTo Non3eatensa gasa cbrnacue Ha AMNYOC ga npegocrtasu
Ha MY (PIISP) goctbn 4O KOHKpeTHa CMeTKa.
Cnep ToBa cbrnacmeTo ce aBTopusnpa/nognucea npec AMNYOC ypes Y.
PesyntaTtbT OT npoueca e pecypc Ha cbrnacmeto. Agpec Ha pecypca e BbpHaT Ha [AIMY u 10
MoXe Aa ro gocrtbnea vped GET 3asBka. OBeKTbT Ha CbrfacMeTo CbabpKa AeTannun 3a cMeTkaTa,
BanmuaHocT n Consent-ID.
Cb3pageHoOTO cbrnacue MoXxe aa ce uanonssa UMMANLUUTHO UK eKCNINLUNTHO:
e Ako API-to funds-confirmations He nogabpra Consent-ID, ToraBa cboTBeTHOTO 3a [Mon3BaTena
cbrnacume ce nposepasa BbTpewHo B ANYOC;
e Ako ANYOC npepgoctasa APl 3a cbrnacue 3a MNotebpraeHme 3a HaAMYHocCT, Torasa Consent-ID
ce npeaasa B nosae Ha HTTP xeabpa.

10.1.1. Obuw npeaned Ha 0aHHUMe 8 ycay2ama ,, YcmaHoesgaHe Ha chasiacue 3a

[TomebpxdeHue 3a Hasu4yHocm Ha cpedcmea no cmemea”
M3nonsea ce cbms Moges Ha AaHHK, onucaH B ycnyrata ,MIHpopmauma no cmeTtka®“.

10.1.2. OcobeHocm npu ckanacue 3a lNomebpxxdeHue 3a HasiuyHocm rno MHO20-

gajzlymHa cMemka
Cobrnacmeto cbabpXa cMmeTKa, 3a KoATO TO € pJageHo. Banyrata Ha cmeTkata e
He3aab/mKUTENHo nosne B obekTa 3a cMeTKa.
B cny4an Ha MHOro-BanyTHa cMeTka ce uma npeasui, Ye e agpecupaHa cmeTkaTa ¢ BanyraTta
no nogpasbupaHe, ako He e ykaszaHa BanyTa B 3asBkata Ha [lMY. CmeTkata ¢ Banyrtata no
nogpasdupane ce onpegens ot AMNYOC.

10.1.3. 3asieKka 3a ycmaHo8s18aHe Ha cbariacue

MNoBukKBaHe
POST /v2/consents/confirmation-of-funds

CvspaBa Covrnacue B ANYOC oTHOCHO [loTBbpXKAeHWEe 3a HanM4YHOCT A0 KOHKPETHO
nocoyeHaTta CMeTKa B 3asiBKaTa.

Hama ctpaHu4yHu ecekTun
3a pasnuka oT ycTaHOBsiBaHe Ha cbrinacue 3a VHpopmMaumnsa no cMeTka, HAMa CTPaHUYHM
edreKkTn Npu ycTaHoBsIBaHe Ha cbrnacue 3a [NoTBbpxaeHue 3a Hanm4HoCT.

Query parameters
Hama Query parameters

Request header



Attribute

Type

Condition

Description

X-Request-ID

uuiD

Mandatory

ID of the request, unique to the call, as determined by the
initiating party.

PSU-ID

String

Conditional

Client ID of the PSU in the ASPSP client interface. Might be
mandated in the ASPSP’s documentation.

It might be contained even if an OAuth2 based authentication
was performed in a pre-step In this case the ASPSP might
check whether PSU-ID and token match, according to ASPSP
documentation.

PSU-ID-Type

String

Conditional

Type of the PSU-ID, needed in scenarios where PSUs have
several PSU-IDs as access possibility.

PSU-Corporate-ID

String

Conditional

Might be mandated in the ASPSP's documentation. Only used
in a corporate context.

PSU-Corporate-ID-
Type

String

Conditional

Might be mandated in the ASPSPs documentation. Only used
in a corporate context.

PSU-IP-Address

String

Mandatory

The forwarded IP Address header field consists of the
corresponding HTTP request IP Address field between PSU
and TPP.

If not available, the TPP shall use the IP Address used by the
TPP when submitting this request.

Authorization

String

Conditional

If OAuth2 has been chosen as pre-step to authenticate the
PSU.

TPP-Redirect-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers a redirect over an
embedded SCA approach. If it equals "false", the TPP prefers
not to be redirected for SCA. The ASPSP will then choose
between the Embedded or the Decoupled SCA approach,
depending on the choice of the SCA procedure by the
TPP/PSU. If the parameter is not used, the ASPSP will choose
the SCA approach to be applied depending on the SCA
method chosen by the TPP/PSU.

TPP-Redirect-URI

String

Conditional

URI of the TPP, where the transaction flow shall be redirected
to after a Redirect. Mandatory for the SCA OAuth Approach.

TPP-Nok-Redirect-URI

String

Optional

TPP-Explicit-
Authorisation-
Preferred

Boolean

Optional

If it equals "true", the TPP prefers to start the authorisation
process separately, e.g. because of the usage of a signing
basket. This preference might be ignored by the ASPSP, if a
signing basket is not supported as functionality.

If it equals "false" or if the parameter is not used, there is no
preference of the TPP. This especially indicates that the TPP
assumes a direct authorisation.

TPP-Notification-URI

String

Optional

URI for the Endpoint of the TPP-API to which the status of the
consent should be sent.

This header field may by ignored by the ASPSP, cp. also the
extended service definition in [XS2A-RSNS].




Attribute Type

Condition

Description

TPP-Notification- String
Content-Preferred

Optional

The string has the form

status=X1, ..., Xn

where Xi is one of the constants SCA, PROCESS, LAST and
where constants are not repeated.

The usage of the constants supports the following semantics:
SCA: A notification on every change of the scaStatus attribute
for all related authorisation processes is preferred by the TPP.
PROCESS: A notification on all changes of consentStatus or
transactionStatus attributes is preferred by the TPP.

LAST: Only a notification on the last consentStatus or
transactionStatus as available in the XS2A interface is
preferred by the TPP.

This header field may be ignored, if the ASPSP does not
support resource notification services for the related TPP.

TPP-Brand-Logging- String
Information

Optional

This header might be used by TPPs to inform the ASPSP about
the brand used by the TPP towards the PSU. This information
is meant for logging entries to enhance communication
between ASPSP and PSU or ASPSP and TPP.

The ASPSP might ignore this field.

Request body

Attribute Type

Condition

Description

access Account
Access

Mandatory

Requested access services.

cardNumber Max35Text

Optional

Card Number of the card issued by the PIISP. Should be
delivered if available.

cardExpiryDate ISODate

Optional

Expiry date of the card issued by the PIISP

cardInformation Max140Text

Optional

Additional explanation for the card product.

Response Code

HTTP Response Code equals 201.

Response Header

Attribute Type Condition Description
Location String Mandatory Location of the created resource.
X-Request-ID uuIiD Mandatory ID of the request, unique to the call, as determined by the
initiating party.
ASPSP-SCA- String Conditional Possible values are:
Approach e EMBEDDED
e DECOUPLED
e REDIRECT
OAuth will be subsumed by the constant value REDIRECT
Response body
Attribute Type Condition Description
consentStatus Consent Mandatory | authentication status of the consent

Status




Attribute

Type

Condition

Description

consentld

String

Conditional

Identification of the consent resource as it is used in the API
structure
Shall be contained, if a consent resource was generated.

scaMethods

Array of
Authentication
Objects

Conditional

This data element might be contained, if SCA is required and if
the PSU has a choice between different authentication
methods. Depending on the risk management of the ASPSP this
choice might be offered before or after the PSU has been
identified with the first relevant factor, or if an access token is
transported. If this data element is contained, then there is also
a hyperlink of type "selectAuthenticationMethods" contained in
the response body.

These methods shall be presented towards the PSU for
selection by the TPP.

chosenSca Method

Authentication
Object

Conditional

This data element is only contained in the response if the APSPS
has chosen the Embedded SCA Approach, if the PSU is already
identified with the first relevant factor or alternatively an access
token, if SCA is required and if the authentication method is
implicitly selected.

challengeData

Challenge

Conditional

It is containded in addition to the data element
chosenScaMethod if challenge data is needed for SCA.

In rare cases this attribute is also used in the context of the
updatePsuAuthentication link.

_links

Links

Mandatory

A list of hyperlinks to be recognised by the TPP.

Type of links admitted in this response (which might be
extended by single ASPSPs as indicated in its XS2A
documentation):

"scaRedirect": In case of an SCA Redirect Approach, the ASPSP
is transmitting the link to which to redirect the PSU browser.
"scaOAuth": In case of an OAuth2 based Redirect Approach, the
ASPSP is transmitting the link where the configuration of the
OAuth2 Server is defined.

"startAuthorisation":

In case, where an explicit start of the transaction authorisation
is needed, but no more data needs to be updated (no
authentication method to be selected, no PSU identification nor
PSU authentication data to be uploaded).
"startAuthorisationWithPsuldentification":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
identification data.
"startAuthorisationWithPsuAuthentication":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while uploading the PSU
authentication data.

"startAuthorisationWithEncryptedPsu Authentication":

The link to the authorization end-point, where the authorization
sub-resource has to be generated while uploading the
encrypted PSU authentication data.
"startAuthorisationWithAuthentication MethodSelection":
The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while selecting the




Attribute Type Condition Description

authentication method. This link is contained under exactly the
same conditions as the data element "scaMethods".
"startAuthorisationWithTransactionAuthorisation":

The link to the authorisation end-point, where the authorisation
sub-resource has to be generated while authorising the
transaction e.g. by uploading an OTP received by SMS.

"self": The link to the Establish Account Information Consent
resource created by this request. This link can be used to
retrieve the resource data.

"status": The link to retrieve the transaction status of the
account information consent.

"scaStatus": The link to retrieve the scaStatus of the
corresponding authorisation sub-resource. This link is only
contained, if an authorisation sub-resource has been already

created.
psuMessage Max500Text Optional Text to be displayed to the PSU, e.g. in a Decoupled SCA
Approach
Example
Request

POST https://api.testbank.com/v2/consents/confirmation-of-funds

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl£7756

PSU-IP-Address: 192.168.8.78

PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; 1rv:54.0) Gecko/20100101
Firefox/54.0

Date: Sun, 06 Aug 2017 15:05:37 GMT

{

"account":

{ "iban": "DE40100100103307118608" 1},

"cardNumber": "1234567891234",

"cardExpiryDate": "2020-12-31",

"cardInformation": "MyMerchant Loyalty Card",

"registrationInformation": "Your contract Number 1234 with MyMerchant is completed

with the registration with your bank."

}
Response in case of a redirect

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%9ec-a2ad-99ddcbl£f7721
ASPSP-SCA-Approach: REDIRECT

Date: Sun, 06 Aug 2017 15:05:47 GMT

Location: "v2/consents/confirmation-of-funds/1234-wertig-983"
Content-Type: application/json

{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"scaRedirect": {"href": "https://www.testbank.com/authentication/1234-wertig-983"},
"status": {"href": "/v2/consents/confirmation-of-funds/1234-wertig-983/status"},
"scaStatus": {"href": "v2/consents/confirmation-of-funds/1234-wertig-983/

authorisations/123auth567"}
}
}

Response in case of a redirect with a dedicated start of the authorisation process

HTTP/1.x 201 Created




X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1£f7721

ASPSP-SCA-Approach: REDIRECT

Date: Sun, 06 Aug 2017 15:05:47 GMT

Location: "v2/consents/confirmation-of-funds/1234-wertig-983"

Content-Type: application/json

{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"startAuthorisation": {"href": "v2/consents/confirmation-of-funds/1234-wertiqg-
983/authorisations"}

}

}

Response in case of the OAuth2 approach with an implicit generated authorisation
resource

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl£f7721
ASPSP-SCA-Approach: REDIRECT

Date: Sun, 06 Aug 2017 15:05:47 GMT

Location: "v2/consents/confirmation-of-funds/1234-wertig-983"
Content-Type: application/json

{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"self": {"href": "/v2/consents/confirmation-of-funds/1234-wertig-983"},

"scaStatus": {"href": "v2/consents/confirmation-of-funds/1234-wertig-
983/authorisations/123auth567"},

"scaOAuth": {"href": "https://www.testbank.com/ocauth/.well-known/oauth-

authorization-server"}
}
}

Response in case of the decoupled approach

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49ec-a2ad-99ddcbl1£7721

ASPSP-SCA-Approach: DECOUPLED

Date: Sun, 06 Aug 2017 15:05:47 GMT

Location: "v2/consents/confirmation-of-funds/1234-wertig-983"

Content-Type: application/json

{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"startAuthorisationWithPsuldentification": {"href": "/v2/consents/confirmation-of-
funds/1234-wertig-983/authorisations™}

}

}

Response in case of the embedded approach

HTTP/1.x 201 Created

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1£f7721

ASPSP-SCA-Approach: EMBEDDED

Date: Sun, 06 Aug 2017 15:05:47 GMT

Location: "v2/consents/confirmation-of-funds/1234-wertig-983"

Content-Type: application/json

{

"consentStatus": "received",

"consentId": "1234-wertig-983",

" links": {

"startAuthorisationWithPsuAuthentication": {"href": "/v2/consents/confirmation-of-
funds/1234-wertig-983/authorisations™}

}

}



10.1.4.
NoBukBaHe

UckaHe 3a cbcmosiHue Ha 3asiskama (Get Status Request)

GET /v2/consents/confirmation-of-funds/{consentId}/status

M3nonsea ce 3a npoBepka Ha CbCTOAHMETO Ha CblNacneTo 3a nOTBBPMﬂeHMe Ha

HaIlM4yHOCT.

Path Parameters:

Attribute Type Description
consentld String The consent identification assigned to the created resource.
Query parameters
Hama
Request header
Attribute Type Condition Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the initiating
party.
Authorization | String Conditional | Is contained only, if an OAuth2 based SCA was performed in the

corresponding consent transaction or if OAuth2 has been used in a
pre-step.

Request Body
Hama

Response Code
HTTP Response Code equals 200.

Response Header

Attribute Type Condition Description
X-Request-ID | UUID Mandatory | ID of the request, unique to the call, as determined by the initiating
party.

Response Body
Attribute Type Condition Description
consentStatus | Consent Mandatory | This is the overall lifecycle status of the consent.

Status
Example
Request

GET https://api.testbank.com/v2/consents/confirmation-of-
funds/qwer3456tzui7890/status

X-Request-1ID:
PSU-IP-Address:
PSU-User-Agent: Mozilla/5.0
Firefox/54.0
Date:

Sun,

99391c7e-ad88-49ec-a2ad-99ddcbl1£f7721
192.168.8.78

(Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101

06 Aug 2017 15:05:46 GMT




Response

HTTP/1.x 200 Ok

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721
Date: Sun, 06 Aug 2017 15:05:47 GMT

Content-Type: application/json

{

"consentStatus": "valid"
}

10.1.5. 3aseka 3a cbObpxaHue Ha cwenacuemo (Get Consent Request)
MNoBukBaHe

GET /v2/consents/confirmation-of-funds/{consentId}
prLu,a CbAbpXaHMETO Ha Cbrlliacue rno nOTBbp)K,D,eHI/Ie 3a Hanu4HocT. Taka ce nogaBsaTt

AaHHuTe kbM [Y, korato cbrnacneTo e gMpekTHo ynpasnsasaHo mexay OMYOC v NonseaTtens,
Hanp. B Redirect 3YU noaxoa.

Path Parameters:

Attribute Type Description

consentld String ID of the corresponding consent object as returned by an Account Information
Consent Request

Query parameters
Hama

Request header
CoblwmTte kakto npu pasgen 10.1.4

Request Body
Hama

Response Code
HTTP Response Code equals 200.

Response Header
CobwuTe KakTo npu pasgen 10.1.4

Response Body

Attribute Type Condition Description
account Account Mandatory | Account, where the confirmation of funds service is
Reference aimed to be submitted to.
cardNumber Max35Text Optional Card Number of the card issued by the PIISP. Should
be delivered if available.
cardExpiryDate ISODate Optional Expiry date of the card issued by the PIISP
cardInformation Max140Text | Optional Additional explanation for the card product.
registrationinformation | Max140Text | Optional Additional registration information.
consentStatus Consent Mandatory | The status of the consent resource.
Status




Example

Request

GET https://api.testbank.com/v2/consents/confirmation-of-funds/gwer3456tzui7890
Response

HTTP/1.x 200 Ok

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7721
Date: Sun, 06 Aug 2017 15:05:47 GMT

Content-Type: application/json

{

"account":
{ "iban": "DE40100100103307118608" 1},
"cardNumber": "1234567891234",
"cardExpiryDate": "2020-12-31",
"cardInformation": "MyMerchant Loyalty Card",
"consentStatus": "valid"
}
10.1.6. MHoxecmeeHo 3YU npu YcmaHogsigaHe Ha cbesiacue 3a [lomebpxXoeHue

3a Ha/lu4Hocm no MHO20-8aslymHa cMemka
M3nonaea ce cbluma mHoxecTBeH 3YW, onncaH B ycnyrata ,MHdopmaums no cmeTtka“.

10.1.7. UsmpueaHe Ha Cbenacue 3a [lomebpxoeHue 3a Hasau4Hocm

TPP moxe ga mu3tpue cbrnacneTo 3a MNoTebprkaeHWe 3a HalMYHOCT NpU HeoBXoaMMOCT, Ypes
CnegHoTO NOBUKBAHE:

NMoBukBaHe

DELETE /v2/consents/confirmation-of-funds/{consentId}

Path Parameters:

Attribute Type Description
consentld String Contains the resource-ID of the consent to be deleted.

Query parameters
Hama

Request header
CobwuTe KakTo npu pasgen 10.1.4

Request Body
Hawma

Response Code
The HTTP response code equals 204 for a successful cancellation.

Response Header
CobLwmTte kakto npu pasgen 10.1.4



Response Body
Hama

Example

Request

DELETE https://api.testbank.com/v2/consents/confirmation-of-
funds/qgwer3456tzui7890

X-Request-ID 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7757

Date Sun, 13 Aug 2017 17:05:37 GMT

Response

HTTP/1.x 204 No Content
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcblf7757
Date: Sun, 06 Aug 2017 15:05:47 GMT


https://api.testbank.com/v2/consents/confirmation-of-funds/qwer3456tzui7890
https://api.testbank.com/v2/consents/confirmation-of-funds/qwer3456tzui7890

10.2. O6w npeased Ha OaHHUMe 8 ycryz2ama ,[lomebpxx0eHue 3a HaJluU4MHOCM Ha

cpedcmea‘“

CnepgHaTa Tabnvua geduHnpa TEXHUYECKOTO OnucaHne Ha abCcTpakTHUS Mogern Ha OaHHW,
onpegeneH B [XS2A OR] 3a ycnyrata 3a vHuuMmMpaHe Ha nnawaHus. KonoHute gasat o6, norneg
BbpXxy API npoTokonuTe, KakTo cneaea:

KonoHnaTa "Data element" nanonssa abcTpakTHUTE enemMeHTH Ha AaHHW, 3a Ja AOCTaBu
Bpb3KaTa KbM Npasunata n geuH1LnnTe Ha ponw.
KonoHata Attribute encoding naBa onpefeneHneTo 3a genctBuTenHo kogupaHe B API
XS2A, kaKkTo € AenHNPaHO B TO3N AOKYMEHT.
KonoHute "Location" onpegenat kora CbOTBETHUTE €fleMeHTU Ha [daHHuTe ce
TpaHcnopTupar kato napametpu Ha HTTP Ha HuBO path, header unu body n ca B3eTtu ot
ceptudmkatute elDAS.
KonoHa "Usage" paea obuw, nperneg Ha W3NOn3BaHETO Ha €NeMeHTU OT AaHHU B
pasnuyHuTe yenyrm n APl nosuksanus. B [XS2A OR] obaxgaHuaTta XS2A ce onvcsar kaTo
abcTtpakTHu API noBunkBaHus. Te3n obaxaaHus e 6baaT TEXHUYECKM peanuanpaHm Kato
komaHga HTTPS POST. ObaxagaHuaTta popmmpaT NoBMKBaAHE 3a:

e 3asiBka 3a notebpxaeHne (Confirmation Request), kosto e eamHcTBeHo API

NoBMKBaHe B paMKuTe Ha ycrnyrata [NoTBbpxaeHue 3a HanMYHOCT Ha cpeacTsa.

M3nonaBa ce creaHOTO U3nonsBaHe Ha CbKpalleHnsa B konoHute "Location n Usage "

X: TO3n enemeHT OT JaHHUTE ce TpaHCnopTupa Ha CbOTBETHOTO HUBO.

m: 3agbmKNUTENHO

0: HesagbmkutenHo 3a usnonasane ot Ay

c. YcnoBHO. YCNOBMETO € OnucaHo B agpecupaHuTe npu MNPUIOXHUA nporpameH
nutepdenc (API) 3a cnyyan, onpegenenn ot ANyOC.

Location Usage
. . . o 2 - @
Data element Attribute encoding < 3 N E £ 8| <5
1 8| & |8%(88|8¢
T = g o 2
Provider Identification X m
Consent-ID X c
TPP Registration Number m
TPP Name m
TPP Role m
& TPP National Competent
= . m
= Authority
b Request Identification X-Request-ID X m m
o
= TPP Certificate Data TPP-Signature-Certificate X C
S Further signature related Dicest « c
g data &
TPP Electronic Signature Signature X c
Card Number cardNumber X o
Account Number account X m
Name Payee payee X o]
Transaction Amount instructedAmount X m
o U A
ﬁ g £| Request Identification X-Request-ID X m m




TPP Message Information

tppMessages

10.3. MexaHu3bM Ha [TomebpixOeHuUe 3a HaJIU4YHOCM Ha cpedcmea

MNoBukKkBaHe
POST /v1/funds-confirmations

Cb3naBa 3asiBka 3a noTBbpxaeHue Ha cpeactea B [ANMYOC.

Query Parameters - Hama

Request header

Attribute Type Condition Description
X-Request-ID uuiD Mandatory | ID of the request, unique to the call, as determined by the initiating
party.
Consent-ID string Conditional | Shall be provided if the consent of the PSU has been provided
through the consent process as defined in [XS2A-COFC].
Otherwise not used.
Digest cp. Conditional | Is contained if and only if the "Signature" element is contained in
Section Error! the header of the request.
Reference
source not
found.
Signature cp Conditional | A signature of the request by the TPP on application level. This
Section Error! might be mandated by ASPSP.
Reference
source not
found.
TPP-Signature- | String Conditional | The certificate used for signing the request, In base64 encoding.
Certificate
Authorization | String Optional This field might be used in case where a consent was agreed
between ASPSP and PSU through an OAuth2 based protocol,
facilitated by the TPP.
Request body
Attribute Type Condition Description
cardNumber String n.a The request might be rejected If present.
account Account Mandatory | PSU’s account number.
Reference
payee Max70Text Optional The merchant where the card is accepted as an information to the
PSU.
instructedAmount | Amount Mandatory | Transaction amount to be checked within the funds check
mechanism.

Response code
The HTTP response code equals 200

Response header




Attribute Type Condition Description
X-Request-ID uuIiD Mandatory | ID of the request, unique to the call, as determined by the initiating
party.

Response body

Attribute Type Condition Description
fundsAvailable Boolean Mandatory Equals "true" if sufficient funds are available at the time of the
request, "false" otherwise.

Mpn nHTepnpeTnpaHeTo Ha ckaHeTo 3a [NoTBbpXKAEHME Ha cpeacTBaTa 3a MHOro-BasyTHH
CMEeTKM ce npunarat cnegHute npasuna:

e [lonbnHUTENEH HOMEP Ha KapTa MOXe a OTroBaps Ha nog-cMmeTka (BanyTa).

e AKO HAMa HOMep Ha KapTaTa, HO ce cbabpxa NaeHTudukatopsT Ha Non3satens - no
nogpasbupaHe ce npoBepsiBa CMeTkaTa Ha KrneHTa.

e AKO HAMa HOMep Ha KapTaTta, HO ce cbabpxa WoeHTudukatop Ha [lonssatens,
NpeHTudukatopa Ha CmeTkaTa u Kog Ha BanyTtaTa — npoBepsBa Ce Hanu4yHoOCTTa Ha
cpeAcTBa B CbOTBETHATa NoA-CMeTKa.

e Ako ce cbabpxaT Homepa Ha kapTaTa* n VpgeHTudukatopbT Ha noTpebuTtenckaTa
CwmeTKa - npoBepsiBa ce nog-cMeTkaTa, agpecupaHa KbM KapTaTta.

e AkOo HomepbT Ha kapTaTa® He e perucTtpupaH KbM nog-cMeTka, unn HomepbT Ha
KapTaTa* e permcTpmpaH KbM Apyra nog-cMeTka, TO HOMEPbBT Ha KapTaTa ce UrHopmpa
1 ce NpoBepsiBa HANMYHOCTTa NO CMeTKaTa.

*Homep Ha kapTa He MOoXe [a ce nogaea B siBeH BuA. AKO He ce Nnon3Ba Macka 3a ToBa nore, 3asiBkaTa
MOXXe Aa Obae OTXBbprieHa.

Example
Request

POST https://api.testbank.com/v1l/funds-confirmations
Content-Type: application/json
X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721
Date: Sun, 06 Aug 2017 15:02:37 GMT
{
"account": {"iban": "DE23100120020123456789"},
"instructedAmount": {"currency": "EUR", "amount": "123"}

Response

{"fundsAvailable": "true"}




11. CTpyKTypa Ha OCHOBHMW NNATEXHU NPOAYKTH

CtaHpapTbT onpedensd CTPYKTypuTe Ha nnaTtexHute npoayktn, kouto Tpsibea pa ce
nogavpxat oT AMNYOC. Tpsbea ga ce o6bpHE BHUMaHWE Ha dpakTa Ye CTPYKTYypuUTE Ha OCHOBHUTE
NpoAayKTW 3a nrawiaHe Ha eBpPONEnCKMs nasap ca paswMpeHn € Luenl CbBMECTUMOCT KbM MECTHUTE
cneumukn.

11.1. EQuHUYHO niauwiaHe
Mpu onucaHneTo Ha CTPYKTypuTe € U3NOoN3BaHO oLBeTABaHe,
pa3no3HaBaHETO Ha LenTa Ha eniemeHTa n atpmbyTta oT CTpykTypaTa.
- Ha 64an goH e onucaHneTo cbrnacHo ctaHgapTta Ha bepnvHckaTta rpyna
- Ha XBbnT ooH e paswmpeHoTo onncaHme rno U3McKBaHe Ha MeCTHUTe crneungukm
- Ha 3eneH goH ca gonbNHEHNsATa CBbP3aHn C NnawaHna KbM BogkeTHU NHCTUTYUUN.

KOeTo noanomara

11.1.1. Cmpykmypa 8 JSON ghopmam
. The following table gives an overview on the Bulgarian National
National standard . .
I standard generic defined JSON' structures of standard payment
products for single payments.

domestic- | domestic- Cross-
Data Element Type budget- credit- SEPA-Credit- | border CT

transfer- |transfer- Transfer (non

BGN BGN SEPA)
endToEndldentification Max35Text |optional optional optional optional
debtorAccount (incl. type) 2;?2:enntce mandatory | mandatory |mandatory |mandatory
debtorld * Max35Text |n.a. n.a. n.a. n.a.
ultimateDebtor Max70Text | mandatory |n.a. n.a. n.a.
instructedAmount (inc. Curr.) Amount mandatory | mandatory | mandatory |mandatory

. Currency
transactionCurrency * n.a. n.a. n.a. n.a.
Code
. Account
creditorAccount mandatory | mandatory | mandatory |mandatory
Reference
creditorAgent BICFI optional optional optional optional
creditorAgentName ** Max140Text | n.a. n.a. n.a. optional
creditorName Max70Text | mandatory | mandatory |mandatory |mandatory
creditorld * Max35Text |n.a. n.a. n.a. n.a.
creditorAddress Address optional optional optional mandatory
ultimateCreditor * Max70Text |n.a. n.a. n.a. n.a.
purposeCode Ez(rjp;ose mandatory | n.a. n.a. n.a.
chargeBearer gz::ngode n.a. n.a. optional conditional
remittancelnformationUnstructured | Max140Text | Mandatory | Mandatory | Optional Optional
remittancelnformation Array of
UnstructuredArray * Max140Text | ™ n-a n-a- n-a
remittancelnformationStructured * | Remittance |n.a. n.a. n.a. n.a.
requestedExecutionDate * ISODate n.a. n.a. n.a. n.a.
requestedExecutionTime * ISODateTime | n.a. n.a. n.a. n.a.
) Service Level . . . .

servicelevel Code optional optional optional optional




budgetPaymentDetails

Budget
Payment
Details

mandatory | n.a. n.a. n.a.

* MapkupaHume nonema He ca npunoxumu 3a eepcusi 1.2 Ha cmaHdapm BUCTPA, HO e 8b3MOXHO da ce
u3sriondsam & criedsawju sepcuu

*x Ampu6ymume ce nodasam cvc cmoliHocm camo 8 caaydaume, Koeamo cMmemeKama Ha rosyvyamersida He € 8

IBAN ¢popmam u 3a baHkama Ha nony4yamens He e npedocmaseH SWIFT BIC.

Account Reference

Attribute Type Condition Description

iban IBAN Conditional If BGN Budget transfer, position 13 must
contain "8" or "3" only.

bban BBAN Conditional payment accounts without IBAN

pan * String n.a.

maskedPan String Conditional

msisdn String Conditional

currency Currency Code | optional

* Cuen onpocTABaHe Ha apXUTEKTYpPHUTE pelueHna nsnckaHu ot PCI DSS, B Tasu Bepcus Ha
cTaHAapTa, aTpMbyT pan He ce M3nonsea.

Amount
Attribute Type Condition Description
currency Currency Code | Mandatory ISO 4217 code
content LIS:IIOnegr Point Mandatory The decimal separator is a dot.

Address
Attribute Type Condition Description
street Max70Text Optional
buildingNumber String Optional
city String Optional
postalCode String Optional
country Country Code | Mandatory

Remittance

Attribute Type Condition Description
reference Max35Text Mandatory The actual reference
referenceType Max35Text Optional
referencelssuer Max35Text Optional




Budget Payment Details

Attribute Type Condition Description

Regulatory -
regulatoryReportType O e mandatory | Regulatory Report Type — 1 digit code

. . Document Number issued by Government

documentNumber String optional .

authority
documentDate ISODate spstiteiel Docum‘ent Date issued by Government

authority
taxPayerld String 10 digits | optional Tax Payer Id

. Tax Payer Type — 3 CAP letters code

taxPayerType Tax Type Code | optional (Cyrilliciallowed)

Payment . -
paymentCategory O optional Payment Category — 6 digit code
fromDate ISODate optional From Date — start of period date
endDate ISODate optional End Date — end of period date

Codes Table

Code attribute Type Description

Purpose Code

String 4 letters

GOVT - Constant marker budget payment

Service Level Code

String 4 letters

SEPA - Used for SEPA payment

URGP — Used for payments through RTGS System
SDVA — Used for Cross border CT. Payment must be
executed with same day value to the creditor.

NEXT - Used for Cross border CT. Payment must be
executed with next working day value to the creditor
SPOT - Used for Cross border CT. Payment must be
executed with spot working day value to the creditor

Charge Bearer Code

String 4 letters

DEBT - Borne By Debtor

CRED - Borne By Creditor

SHAR - Shared In Credit Transfer context
SLEV - Used for SEPA payments

Regulatory Report Type

String - 1 digit

1 - Declaration

2 - Inspection Act

3 - Penalty Decree

4 - advance payment

5 - batch property number
6 - enforced collection order
9 - others

Tax Type Code

String 3 letters

EFH / EGN - Personal ID
EWK / EIK - Corporate ID
JIHY / PNF - Foreign Person ID

paymentCategory

String - 6 digits

110000 - HAM (NRA)
551111 - HOM (NSSI)
561111 - H30OK (NHIF)
581111 - A3NO (SCPI)




Examples

1. Domestic credit transfer BGN (with URGP marker for RTGS)

Request Body

{
"instructedAmount": {"currency": "BGN", "amount": "123.50"},
"debtorAccount": {"iban": "BG94BANK12341234567890"},
“serviceLevel" : "URGP",
"creditorName": "Receiver Merchantl1l23",
"creditorAccount": {"iban": "BG96BGBK43210123456789"},
"remittanceInformationUnstructured": "Information for Merchant and payment"

2. Domestic budget transfer BGN

Request Body
{

"instructedAmount": {"currency": "BGN", "amount": "123.50"},
"purposeCode": "GOVT",
"debtorAccount": {"iban": "BG94BANK12341234567890"},
"creditorName": "Receiver TD NRA SOFIA",
"creditorAccount": {"iban": "BG47BNBG96668123456789"},
"budgetPaymentDetails": {

"regulatoryReportType": "1",

"taxPayerId": "9904281234",

"taxPayerType": "EGN",

"paymentCategory": "110000",

"fromDate": "20170101",

"endDate": "20171231"},
"ultimateDebtor": "Name Surname Family",
"remittanceInformationUnstructured": "Tax payment ZDDFL info"

3. SEPA credit transfer (with SEPA Service level marker)

Request Body
{

"instructedAmount": {"currency": "EUR", "amount": "123.50"},
"chargeBearer": "SLEV",

"debtorAccount": {"iban": "BG94BANK12341234567890"},

"creditorName": "Receiver Merchantl23",

"creditorAccount": {"iban": "DE23100120020123456789"},
"remittanceInformationUnstructured": "Information for Merchant and payment"

4. Cross border credit transfer

Request Body with IBAN present on SPOT value date
{

"instructedAmount": {"currency": "USD", "amount": "123.50"},

"paymentType": "SPOT",

"chargeBearer": "SHAR",

"debtorAccount": {"iban": "BG94BANK12341234567890"},

"creditorName": "Receiver Merchantl23",

"creditorAccount": {"iban": "TR73TURKBANKO0000001234567890"},

"creditorAddress": {"country": "TR", "city": "Istanbul", "street": "Main Street 25"},

"remittanceInformationUnstructured": "Information for Merchant and payment"



Request Body without IBAN and SWIFT BIC for Creditor Agent and NEXT value date

{

"instructedAmount": {"currency": "USD", "amount": "123.50"},
"paymentType": "NEXT",

"chargeBearer": "SHAR",

"debtorAccount": {"iban": "BG94BANK12341234567890"},
"creditorAccount": {"bban": "0123456789"},

"creditorAgentName": "BANK Name of the Merchant, Turkey, Istanbul,
"creditorName": "Receiver Merchantl1l23",

"creditorAddress": {"country": "TR", "city": "Istanbul", "street":

21 Central street",

"Main Street 25"},

"remittanceInformationUnstructured": "Information for Merchant and payment"



11.1.2. Cmpykmypa 8 XML 1SO20022 kod
Level Data elements ISO Type Description BGN Budget 1BGN Credit| SEPACredit| Cross-
Transfer Transfer | Transfer |border CT
1 +<GrpHdr> [1..1] GroupHeader M M M M
1.1 ++<Msgld> [1..1] |Text Messageldentification M M M M
1.2 ++<CreDtTm> [1..1] | DateTime |CreationDateTime M M M M
13 ++<NbOfTxs> [1..1] |Text NumberOfTransactions M M M M
1.4 ++<CtrlSum> [0..1] |Quantity ControlSum M M M M
1.5 ++<InitgPty> [1.1] [+ InitiatingParty Opt Opt Opt Opt
15.1 +++<Nm> [0..1] |Text Name Opt Opt Opt Opt
152 +++<PstIAdr> [0.1] |+ PostalAddress Opt Opt Opt Opt
1521 +H++<StrtNm> [0..1] |Text StreetName Opt Opt Opt Opt
1522 ++++<BldgNb> [0..1] |Text BuildingNumber Opt Opt Opt Opt
1523 +H+<PstCd> [0..1] |Text PostCode Opt Opt Opt Opt
1524 +H++<TwnNm> [0..1] |Text TownName Opt Opt Opt Opt
1525 ++<Ctry> [0..1] |CodeSet Country Opt Opt Opt Opt
153 +H<ld> [0.1] |£ Identification Opt Opt Opt Opt
Organisation Identification
+
1531 :::S:ftl:ili [1.1] |+ Or}ﬂfﬁz EZ;]ti_ﬁcation Opt Opt Opt Opt
<Prvtld>[1..1]%
2 +<PmtInf> [1..%] Payment Information M M M M
21 ++<PmtInfld> [1..1] [Text rdaeyr:iiir;z::;rmation M M M M
22 +<PmtMtd> [1..1] |CodeSet Payment Method M M M M
24 ++<PmtTpInf> [0..1] |% Payment Type Information M n.a. n.a. n.a.
241 +++<CtgyPurp> [0..1] CategoryPurpose M n.a. n.a. n.a.
2411 ++++<Cd> [1..1] |Text Constant "GOVT" M n.a. n.a. n.a.
242 +++<Svclvl> [0.1] | Service Level Opt Opt Opt Opt
2421 ++++<Cd> [1..1] |CodeSet Code Opt Opt Opt Opt
25 ++<Dbtr> [1..1] [+ Debtor M M M M
251 +++<Nm> [0..1] [Text Name M M M M
252 +++<Pst|Adr> [0.1] [+ PostalAddress M M M M
2521 ++++<StrtNm> [0..1] |Text StreetName Opt Opt Opt Opt
2522 ++++<BldgNb> [0..1] |Text BuildingNumber Opt Opt Opt Opt
2523 +H++<PstCd> [0..1] |Text PostCode Opt Opt Opt Opt
2.5.2.4 +H++<TwnNm> [0..1] |Text TownName Opt Opt Opt Opt
2525 ++++<Ctry> [0..1] [CodeSet Country M M M M
253 +H<ld> [0.1] [+ Identification M M M M
Organisationldentification
2334 :::Srrftl Ej>> [1.1] |+ or} p:.?,;iljz Llntllfll :ation M M M M
<Prvtld>[1..1] %
26 ++<DbtrAcct> [1.1] |£ DebtorAccount M M M M
26.1 +H<ld> [1.1] [+ Identification M M M M
26.1.1 ++++<IBAN> [1..1] |ldentifierSet [IBAN M M M M




2.7 ++<DbtrAgt> [1..1] [+ DebtorAgent M M M M
271 +++<Fininstnld> [1.1] [+ Financial Institution M M M M

Identification
2711 ++++<BICFI> [0..1] |IdentifierSet |BICFI M M M M
2712 +HH<Nm> [0..1] [Text Name M M M M
2713 ++++<Pst|Adr> [0.1] |+ PostalAddress Opt Opt Opt Opt
27131  [+++++<StrtNm> [0..1] |Text StreetName Opt Opt Opt Opt
27132  [+++++<BldgNb> [0..1] |Text BuildingNumber Opt Opt Opt Opt
27133  [+++++<PstCd> [0..1] |Text PostCode Opt Opt Opt Opt
27134  [+++++<TwnNm> [0..1] |Text TownName Opt Opt Opt Opt
27135 +H+++<Ctry> [0..1] [CodeSet Country BG BG BG BG
58 H<CAtTrTxInf> (1.4 Credit Tr;.ansfer Transaction M M M M

Information
281 +++<Pmtld> [1..1] Paymentldentification M M M M
2811 ++++<Instrid> [0..1] [Text Instructionldentification Opt Opt Opt Opt
2.8.1.2 ++++<EndToEndId> [0..1] [Text EndToEndldentification Opt Opt Opt Opt
282 +H<Amt> [1..1] [Text Amount M M M M
2821 +++<InstdAmt Ccy="AAA"> |[1..1] |Amount InstructedAmount "BGN" "BGN" "EUR" M

ChargeBearer

DEBT BorneByDebtor
283 ++<ChrgBr> [0.1] |codeset ::f\'; zﬁziiyﬁfd'tor Opt Opt Opt M

Credit Transfer context

SLEV -in case of SEPApmnt
284 ++H+<CdtrAgt> [1..1] [+ CreditorAgent M M M M
2841 ++++<Finlnstnld> [1.1] [+ ::(ijr:]rt'licf::;lt?;t]itution M M M M
28411 +++++<BICFI> [0..1] |ldentifierSet |BICFI M M M Opt
28412 +HH<Nm> [0..1] [Text Name M M M M
28413  |+++++<PstlAdr> [0.1] |£ PostalAddress Opt Opt Opt Opt
284131 [++++++<StrtNm> [0..1] |Text StreetName Opt Opt Opt Opt
284132 |[++++++<BldgNb> [0..1] |Text BuildingNumber Opt Opt Opt Opt
284133 [++++++<PstCd> [0..1] |Text PostCode Opt Opt Opt Opt
284134 |[++++++<TwnNm> [0..1] |Text TownName Opt Opt Opt Opt
284135 |++H+<Ctry> [0..1] [CodeSet Country M M M M
285 +++<Cdtr> [0..1] [+ Creditor M M M M
2.85.1 +HH<Nm> [0..1] [Text Name M M M M
2.85.2 ++HH+<PstlAdr> [0..1] |+ PostalAddress M M M Opt
28521  [+++++<StrtNm> [0..1] |Text StreetName Opt Opt Opt Opt
28522  [+++++<BldgNb> [0..1] |Text BuildingNumber Opt Opt Opt Opt
28523  [+++++<PstCd> [0..1] |Text PostCode Opt Opt Opt Opt
28524  [+++++<TwnNm> [0..1] |Text TownName Opt Opt Opt Opt
28525  [+++++<Ctry> [0..1] |CodeSet Country Opt Opt Opt Opt
286 +++<CdtrAcct> [0..1] [+ CreditorAccount M M M M
2.8.6.1 +HH<Id> [1.1] | Identification M M M Opt
2.86.1.1 +++++<|BAN> [1..1] |ldentifierSet |IBAN M M M Opt
2.86.12 +++++<Othr> [1..1] Other n.a. n.a. n.a. Opt
286121 [+r+H+<id> [1..1] |Text Identification n.a. n.a. n.a. Opt




287 +++<RgltryRptg> [0..10] |+ RegulatoryReporting M n.a. n.a. n.a.
2.8.7.1 ++++<Dtls> [0..¥] Details M n.a. n.a. n.a.
287.1.1 HHH<TP> [0..1] |CodeSet Regulatory Report Type M n.a. n.a. n.a.
28712 +++++<Inf> [0..*] |Text :;?A;Ezzu;f;iz’th:?ber / Opt n.a. n.a. n.a.
28.7.13 ++++<Dt> [0..1] |Date Date - JaTa Ha AOKYMEHT Opt n.a. n.a. n.a.
288 +H+<Tax> [0..1] Tax Opt n.a. n.a. n.a.
2.88.1 ++++<Dbtr> [0..1] Debtor Opt n.a. n.a. n.a.
2.88.1.1 ++++<Taxld> [0..1] |Text Taxldentification Opt n.a. n.a. n.a.
28.8.1.2 +++++<TaxTp> [0..1] |Text EZ):\ITZFE)IEK/PNF Opt n.a. n.a. n.a.
28813 +++++<Authstn> [0..1] Authorisation Opt n.a. n.a. n.a.
288131 [++H+++<Nm> [0..1] [Text Name Opt n.a. n.a. n.a.
2.8.82 ++++<Rerd> [0..%] Record Opt n.a. n.a. n.a.
2.8.8.2.1 +H++<Ctgy> [0..1] |CodeSet Payment Category Opt n.a. n.a. n.a.
28822 +++++<Prd> [0..1] Period Opt n.a. n.a. n.a.
288221 |++++++<FrToDt> [0..1] |+ FromToDate Opt n.a. n.a. n.a.
2882211 |+++++++<FrDt> [1..1] |Date FromDate Opt n.a. n.a. n.a.
2882212 |+++++++<ToDt> [1..1] |Date ToDate Opt n.a. n.a. n.a.
289 ++<RmtInf> [0..1] Fnefzi:;:;zi M M M

2.89.1 ++++<Ustrd> [0..¥] [Text Unstructured M M M M

11.2. lMepuoduyHo nnawaHe / [MnawaHe c 60ew, 8asiLOP

[NepuoduyHo nnawaHe - Request Body

AOMNYOC Ttpsbea ga noco4vn B cBodATa cneumdukaums ganu npmemMa To3v Bug nnawaHus.
CTpykTypaTta Ha Te3u nnawaHus MOXe Ada BKNYBa BCEKM tag Ha OCHOBHOTO nnaiiaHe (pasgen
11.1.1.) KaTO B AOMbI/IHEHNE CE N3MNON3BaT MapkepuTe onnucaHn B pasgen 5.3.4.

[MnawaHe ¢ 60ew sanbop - Request Body

AOMYOC Tpabea ga nocoun ganu npuvema To3M BuA nnawaHusa. CTpyKTypaTa Ha Tesu
nnawaH1s MoXe [a BKN4YBa BCekn tag Ha 0OCHOBHOTO nnawaHe (pasgen 11.1.1.) kaTto B 4ONBbIIHEHME
ce mnsnonsea cneundpunyHmsa atpmbyT "requestExecutionDate" kato He3agbmkuTenHo none (optional)
BMECTO (n.a).



11.3. Macoeo nnawaHe

Tasu cneundukauusa npegnara pyHkuusa 3a macoso / rpynoso nnawaHe B JSSON kogmpaHe
KaTo He3agblkuTenHa kpanHa Touka. PopmaTbT Ha MaAcOBOTO MrallaHe npeacTasnsiBa Macue OT
eOVHUYHWN NnawaHnd, npegwectBaH OT eAMHHa nnaTtexHa MHdopmauus, NpunoXmma KbM BCAKO
OTAEeNHO nnaljaHe B Macuea.

Data element

Type

Condition

Description

batchBookingPreferred

String

Optional

If this element equals true, the PSU prefers only one
booking entry. If this element equals false, the PSU prefers
individual booking of all contained individual transactions.
The ASPSP will follow this preference according to contracts
agreed on with the PSU.

debtorAccount (incl.
type)

Account
Reference

Mandatory

paymentinformationld

Max35Text

n.a.

Unique identification as assigned by the sending party to
unambiguously identify this bulk payment.

This attribute may be used by ASPSPs or communities as an
optional field.

Remark for Future: This attribute might be made
mandatory in the next version of the specification.

requestedExecutionDate

ISODate

Optional

If contained, the payments contained in this bulk will be
executed at the addressed date. This field may not be used
together with the field requestedExecutionTime.

requestedExecutionTime

ISODateTime

Optional

If contained, the payments contained in this bulk will be
executed at the addressed Date/Time. This field may not be
used together with the field requestedExecutionDate.

payments

Bulk Entry

Mandatory

The Bulk Entry Type is a type which follows the JSON
formats for the supported products for single payments, see
Section 11.1, excluding the data elements

e debtorAccount,

e requestedExecutionDate,

e requestedExecutionTime.

These three data elements may not be contained in any
bulk entry.

Example

"batchBookingPreferred":
"debtorAccount":
"requestedExecutionDate":

"payments":

{"iban":

true,

"DE40100100103307118608"},
"2018-08-01",

[{JSON based payment initiation 1}, {JSON based payment initiation 2}]



12. Nopanuc (Signatures)

Mpn cnyvanTte B kouto AMNYOC mnsnckea ot AlNMY ga ce npeacrasu ¢ umdpos nognmc (no
AeduHuumMmTe Ha [signHTTP]) B 6noka HTTP-Requests, nognuceT TpsibBa aa nokpmea M3bpoeHuTe no-
HaZo0sy N3UCKBAHUS CbIacHO UM B AOMbIIHEHUE Ha cekumns 4 [signHTTP]

12.1. 3adw/mkumenHa 3aznaeka “Digest”

KoraTto AIMY ce npencrasu ¢ undpos NOANUC, 3aabiMKUTENHO Tpsabea aa Bkntoun n Digest
3arnaBka no gepuHmnumata Ha [REC3230]. Ta Tpabea aa cbabpxa wudpupad (Hash) HK3, nsuncnex
OT TAMNOTO Ha cbobLleHneTo. AKo cbobLleHneTo He cbabpxa Tano (body), Digest 3arnaBkata Tpsbsa
Aa cbabpxa xewa (hash) Ha npa3HOTO cbobLeHne. ANropuTMnUTE, KOUTO MoraT Aa 6baaT 3non3saHu
3a usuncnsieaHe Ha Digest B KOHTeKcTa Ha Tasu cneundukaums, ca SHA-256 n SHA-512, kakto e
nedvmHnpaHo B [RFC5843].

12.2. UN3uckeaHusi e 3az2naeka “Signature”

KakTo e gecmHnpaHo B Cekunsa 4, 3arnaeka "Signature / Mognuc" Tpsibea aa npucberea
3aabmkmtenHo. CTpykTypaTta Ha 3arnaekaTa Ha "llognuc" e geduHupana B [signHTTP], cekunsa
4.1.2.2, a B cneggawaTa Tabnumua ca n3bpoeHun namckBaHndaTa KbM 3arnaBkaTta "Signature” ot
[signHTTP] n gonbnHUTENHUTE N3NCKBaHUS, cneundundHn sa PSD2-nHtepdeica.

Elements of the "Signature" Header

Element | Type Condition Requirement Error! Reference Additional Requirement
source not found.

keyld String | Mandatory | The keyld field is a string that the Serial Number of the TPP's certificate
server can use to look up the included in the "TPP-Signature-
component they need to validate the | Certificate" header of this request.
signature. It shall be formatted as follows:

keyld="SN=XXX,CA=YYYYYYYYYYYYYYYY"
where “XXX" is the serial number of the
certificate in hexadecimal coding given
in the TPP-Signature-Certificate-Header
and "YYYYYYYYYYYYYYYY" is the full
Distinguished Name of the Certification
Authority having produced this
certificate.



https://tools.ietf.org/html/rfc3230
https://www.rfc-editor.org/rfc/rfc5843.txt

Elements of the "Signature" Header

Element Type Condition Requirement Error! Reference Additional Requirement
source not found.
Algorithm | String | Mandatory | The "Algorithm" parameter is used Mandatory
(Optional in | to specify the digital signature The algorithm must identify the same
[signHTTP]) | algorithm to use when generating algorithm for the signature as described
the signature. Valid values for this for the TPP's public key (Subject Public
parameter can be found in the Key Info) in the certificate (Element
Signature Algorithms registry located | "TPP-Signature-Certificate") of this
at Request.
http://www.iana.org/assignments/si | It must identify SHA-256 or SHA-512 as
gnature-algorithms and MUST NOT Hash algorithm.
be marked "deprecated". It is
preferred that the algorithm used by
an implementation be derived from
the key metadata identified by the
'keyld' rather than from this field.
[...]The 'algorithm' parameter [..] will
most likely be deprecated in the
future.
Headers String | Mandatory | The "Headers" parameter is used to | Mandatory.
(Optional in | specify the list of HTTP headers Must include
[signHTTP]) | included when generating the e 'digest",

signature for the message. If
specified, it should be a lowercased,
guoted list of HTTP header fields,
separated by a single space
character. If not specified,
implementations MUST operate as if
the field were specified with a single
value, the ‘Date” header, in the list
of HTTP headers. Note that the list
order is important, and MUST be
specified in the order the HTTP
header field-value pairs are
concatenated together during
signing.

e 'x-request-id",
Must conditionally include

e '"psu-id", if and only if "PSU-ID"
is included as a header of the
HTTP-Request.

e '"psu-corporate-id", if and only if
"PSU-Corporate-ID" is included
as a header of the HTTP-
Request.

e '"tpp-redirect-uri", if and only if
"TPP-Redirect-URI" is included
as a header of the HTTP-
Request.

No other entries may be included.

Remark: It is intended to introduce a
new http header in a coming version.
This new header shall indicate the
creation date of a request on the side of
the TPP. This new header shall also to
be included in this "Headers" element.




Elements of the "Signature" Header
Element Type Condition Requirement Error! Reference Additional Requirement
source not found.
Signature | String | Mandatory | The "signature" parameter is a base | [No additional Requirements]
64 encoded digital signature, as
described in RFC 4648 [RFC4648],
Section 4. The client uses the
“algorithm™ and “headers’ signature
parameters to form a canonicalised
“signing string’. This “signing string’ is
then signed with the key associated
with “keyld" and the algorithm
corresponding to “algorithm’. The
‘signature’ parameter is then set to
the base 64 encoding of the
signature.

Example

KoraTto AMY mn3npawia 3asaska 6e3 nognuc (np.1 B pasgen 5.3.1), Ta narnexaga taka:

Request

POST https://api.testbank.com/vl/payments/domestic-credit-transfers-bgn

Content-Encoding: gzip

Content-Type: application/Jjson

X-Request-ID: 99391c7e-ad88-4%ec-a2ad-99ddcblf7721

PSU-IP-Address: 192.168.8.78

PSU-ID: PSU-1234

PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0

TPP-Redirect-URI:
https%$3A%2F%2Fclient%2Eexample%2Ecom%2Fcb&code Cchallenge Mmethod="S256"

Date: Sun, 06 Aug 2017 15:02:37 GMT

Request Body
{

"instructedAmount": {"currency": "BGN", "amount": "123.50"},
"debtorAccount": {"iban": "BG94BANK12341234567890"},
"paymentType":{"ServiceLevel" : "URGP"},

"creditorName": "Receiver Merchantl123",

"creditorAccount": {"iban": "BG96BGBK43210123456789"},
"remittanceInformationUnstructured": "Ref Number Merchant"

}
TANoTO Ha CbOOLLEHNETO 3a MHMUMMPAHE Ha MnallaHe MoXe Aa ce U34ncnm no Metoq
Base64 B cumBOneH HU3:

ew0KImluc3RydWNOZWRBbWI1bnQiOiB7ImNlcnJ1lbmN5I50ogIkJHTiIsICIib2502W50I0gIjEyMy41MCIOLAOKI
MR1YNRvckFjY291bnQi0iB7ImliYW4i0iAiQkc5NEJBTksxMjMOMTIzZNDU2Nzg5MCI9LAOKInBheWl 1bnRUeXB1T
p7I1NlcnZpY2VMZXZ1bCIgOiAiVVIHUCIILAOKIMNYZWRpdGOyTmFtZSI6ICISZWNLaXZ1lciBNZXJjaGFudDEyMy I
sDQ0iY3J12G10b3JBY2NvdW50IjogeyIpYmFuljogIlkJHOTZCROJLNDMyMTAXMIMONTY 30Dk fSwNCiJyZWlpdHRh
bmN1SW5mb3Jt YXRpb25VbnNOcnVjdHVYZWQi01iAiUmVmIES1bWJI1ciBNZXJjaGFudCINCnO=

Example
KoraTto AIMY m3npalua cbuaTa 3asBka ¢ noanuc rsa-sha256

TanoTo Ha cbobLWEHNETO 3a MHMLMMpPAHE Ha NnalwlaHe TpsibBa ga 6bae Nnpens3vmncreHo no
anroputbm SHA-256 B kpuntnpaH cumeoneH H13 (hash):

6dea20996b11661£0d41e6fb4c97£7118£db91b9%1e7e2697449629%ae9£21fe36


https://www.ietf.org/rfc/rfc4648.txt

n cnep ToBa Ton Aa 6bae npemsyuncneHd no meton Base64 kato cumBoneH HK3 3a Digest:
NmMR1IYTIWOTk2YJExXN]YxZJBKNDF1INmMZiNGMS5N2Y3MTE4ZmMRiIOTFiOTF1IN2UyNJk3NDQSNJISYWUSZ)IxZmUzNg==
ToraBa 3asiBKaTa 3a MHULMMPaHE Ha NnallaHe e uma cnegHus Bua:

Request

POST https://api.testbank.com/vl/payments/bgn-credit-transfers

Content-Encoding: gzip

Content-Type: application/json

X-Request-ID: 99391c7e-ad88-49%ec-a2ad-99ddcbl1f7721

PSU-IP-Address: 192.168.8.78

PSU-ID: PSU-1234

PSU-User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0

TPP-Redirect-URI:
https%$3A%2F%2Fclient%2Eexample%2Ecom%2Fcb&code Cchallenge Mmethod="S256"

Date: Sun, 06 Aug 2017 15:02:37 GMT

Digest: SHA-256=
NmMRLYTIwOTk2YJExN]YxZjBkNDF1NmZiNGM5N2Y3MTE4ZmRiIOTFiOTFIN2UyNS k3NDQ5NSISYWUS5Z ] IxZmUzNg==

Signature:
keyId="SN=9FAl, CA=CN=D-TRUST%$20CA%202-1%202015,0=D-Trust%$20GmbH, C=DE",
algorithm="rsa-sha256",
headers="Digest X-Request-ID PSU-ID TPP-Redirect-URI Date",
signature="Base64 (RSA-SHA256 (
ODASOTZKkNWJImZTU3NDJIJMDh1ZDk2YTY5MmJI1Y2NJMGI5NDZKNGMAN ) I2MWZKMTBKNTE3ZTc5N2IyOGEWN2QzZQ==) ) "

TpPP-Signature-Certificate: TPP's eIDAS Certificate

{

"instructedAmount": {"currency": "BGN", "amount": "123.50"},
"debtorAccount": {"iban": "BG94BANK12341234567890"},
"paymentType": {"ServicelLevel" : "URGP"},

"creditorName": "Receiver Merchantl1l23",

"creditorAccount": {"iban": "BG96BGBK43210123456789"},
"remittanceInformationUnstructured": "Ref Number Merchant"

}

- Kpuntupanus Tekct (hash) ce npeunsdncnssa no metog Base64 B cumBoneH Hu3 3a Digest:
NmR1IYTIWOTk2YJExXN]YxZIBKkNDF1NMZiNGM5N2Y3MTE4ZmRiOTFiOTF1IN2UyNG k3NDQSNJISYWUSZ ) IxZmUzNg==

- HeobxognmuTte napameTpu 3a obpasyBaHe Ha NOANUC ca CregHuTeE:
Digest: SHA-256
X-Request-ID:
PSU-1ID:
TPP-Redirect-URI:
Date: Sun, 06 Aug 2017 15:02:37 GMT

- CTtounHoCTMTE Ha napamMmeTpuTe CbOTBETHO Ca.:

NmR1IYTIwOTk2YJExN]YxZjJBKNDFINmMZiNGMS5N2Y3MTE4ZmRiOTF1iOTFIN2UyNjk3NDQON]ISYWUSZ ] IxZmUzNg==
99391c7e-ad88-49%ec-a2ad-99ddcbl£7721

PSU-1234

https%$3A%2F%2Fclient%2Eexample$2Ecom$2Fcb&code Cchallenge Mmethod="S256"

Sun, 28 Jan 2018 16:45:37 GMT

- 3a HM3BLT OT CTOMHOCTK Ha NapameTpu ce nadmcnasa hash no metoga SHA-256:
80996d5bfe5742c08ed96a692beccc0b946d4c86261£d10d517e7970b28a07d3e

- CTtonHocTTa Ha kogupanus (hash) cumonHus HM3 B SHA-256 oTHOBO ce npeobpa3syBa B

ko Baseb4:
ODASOTZKNWImMZTU3NDJJMDh1ZDk2YTYS5MmJI1Y2NJMGISNDZKNGMANJI2MWZKMTBKNTE3ZTc5N2IyOGEWN2QzZQ==



13. M3uckBaHua npu u3nonssaHe Ha OAuth2 metop Ha 3YU
Requirements on the OAuth2 Protocol

M3nonaeaHeTo Ha API 3a OAuth2 npoTokon e gedpuHnpaHo B [REC 6749]. To3n npoTokon
MOXe Oa ce m3nonasa no m3bop. B To3n pasgen ca onpegeneHn AOMbAHUTENHU U3UCKBaHUSA 3a
npoToKona.

M3nckBaHuaTa 3a obmeH Ha gaHHm mexay OMY n OAuth Server Ha [IINTYOC ca ngeHTuyHm
C U3MCKBaHUATa 3a 06MeH Ha aaHHu mexay OMY n nHtepdenca doctvn go cmetka (Pasgen 3).

OTroBopbT OT TMN “code”, KakTO W paspellaBalumTe TUNoBe "aBTopu3auMOHEH kon /
authorization_code" 1 "akTyanuasaumsi Ha TOKbH / refresh_token" ce npenopbyBaT OT Ta3u cneumngukaums.

Ot AMNYOC ce nsncksa ga npegoctass Ha ATY koHPUrypaunoHHU JaHHWN, CbOTBETCTBALUM
Ha cneundukauymuaTa "OAuth 2.0 Authorization Server Metadata".

13.1. 3asieka 3a aemopu3ayus (Authorization Request)
B "3agaBka 3a aBTopusauusa" Ha LMY kbM aBTopu3aumoHHMsa cbpBbp Ha AMNYOC ca
AedUHUPaHM crnegHnTe napameTpu:

Query Parameters

Attribute Condition Description
response_type Mandatory | “code” is recommended as response type.
client_id Mandatory | organizationldentifier as provided in the elDAS certificate. The

organizationldentifier attribute shall contain information using the following
structure in the presented order:

- "PSD" as 3-character legal person identity type reference;

- 2 character ISO 3166 country code representing the NCA country;

- hyphen-minus "-“ and

- 2-8 character NCA identifier (A-Z uppercase only, no separator)

- hyphen-minus "-" and

- PSP identifier (authorization number as specified by NCA).

scope Mandatory | PIS: The scope is the reference to the payment resource in the form
“PIS:<paymentld>".

AIS: The scope is the reference to the consent resource for account access in
the form “AlS:<consentld>"

PIIS: The scope is the reference to the consent resource for granting consent
to confirmation of funds in the form "PlIS:<consentld>".

Note: The resource ids chosen by the ASPSP need to be unigue to avoid
resource conflicts during the SCA process.

state Mandatory | A dynamical value set by the TPP and used to prevent XSRF attacks.

redirect_uri Mandatory | The URI of the TPP where the OAuth2 server is redirecting the PSU after the
authentication.

code_challenge Mandatory | PKCE challenge according to cryptographic RFC 7636
(https://tools.ietf.org/html/rfc7636) used to prevent code injection attacks.

code_challenge_method Optional Code verifier transformation method, is “S256” or “plain”. “S265" is

recommended by this specification.

Example

GET /authorise?responseType=code&clientId="PSDES-BDE-3DFD21" &

scope=ais%3Al234-wertig-983+offline access&

state= S8NJ7uqk5fY4EJNvP G FtyJu6pUsvHI9js¥Yni9dMAJIwé&

redirect uri=https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcbé&

code challenge method="S256"

code challenge=5c305578£8£19b2dcdb6c3c955c0aa709782590b4642eb890097e43917cd0£36 HTTP/1.1
Host: api.testbank.com


https://www.ietf.org/rfc/rfc6749.txt

13.2. Omeoeop 3a aemopu3auus (Authorization Response) ce cbcmou om csieGHuUme
0daHHU

HTTP Response Code 302

Query Parameters

Attribute Condition Description
Location: Mandatory |redirect URI of the TPP
code Mandatory |Authorization code
state Mandatory |Same value as for the request.
Example

HTTP/1.1 302 Found

Location: https://client.example.com/cb
?7code=Splx10BeZQQYbYS6WxSbIA
&state=S8NJ7ugk5£fY4EjNVvP G FtyJubpUsvHOjs¥Yni9dMAJw

13.3. 3asieka 3a mokbH (Token Request)

AOMY wsnpawa 3asBka ¢ POST Ao kparvHaTa To4yka “TOKbH”, 3a Aa pa3MeHu Koga 3a
aBTOpM3aUus, NpeaocTaBeH B OTTOBOP Ha aBTOpM3auuMsiTa 3a AOCTbM C TOKbH UK 3a 0GHOBsIBaHe Ha
TOKbH. M3nonseaT ce cnegHuTe napameTpu:

Request Parameters

Attribute Condition Description

grant_type Mandatory | "authorisation_code" is recommended as response type.

client_id Mandatory | cp. Definition in Section Error! Reference source not found.

code Mandatory | Authorisation code from the authorisation response

redirect_uri Mandatory | the exact uri of the TPP where the OAuth2 server redirected the user agent to
for this particular transaction

code_verifier Mandatory | PKCE verifier according to cryptographic RFC 7636
(https://tools.ietf.org/html/rfc7636) used to prevent code injection attacks.

Example

POST /token HTTP/1.1

Host: https://api.testbank.com

Content-Type: application/x-www-form-urlencoded

client id="PSDES-BDE-3DFD21"

&grant_ type=authorisationCode

&code=Splx10BeZQQYbYSO6WxSOIA

&redirect uri= https%3A%2F%2Fclient%2Eexample%2Ecom%2Fcb

&code verifier=7814hj4dhjai87gghjz9%hahdeud9qu771367647864676787878

OrY ce yooctoBepsiBa No BpeMe Ha Tasu 3asiBka, kato nanonsea "OAuth 2.0 Mutual TLS
Client Authentication and Certificate Bound Access Tokens" 3aegHo cbc cepTudmkaTta My no elDAS.

13.4. Omeogop om mokbH (Token response)
AMYOC u3nonssa B OTroBopa cu crnegHUTe napameTpu

Response Parameters



Attribute Condition | Description

access_token | Mandatory | Access Token bound to the scope as requested in the authorisation request and
confirmed by the PSU.

token_type Mandatory | Set to "Bearer"

expires_in Optional The lifetime of the access token in seconds
refresh_token | Optional Refresh Token, which can be utilised to obtain a fresh access tokens in case the
previous access token expired or was revoked. Especially useful in the context of AlS.
scope Mandatory | the scope of the access token
Example

HTTP/1.1 200 OK
Content-Type: application/json
Cache-Control: no-store
Pragma: no-cache
{
"access token": "S1AV32hkKG",
"token type": "Bearer",
"expires in": 3600,
"refresh token": "tGzv3JokFOXG5Qx2TIKWIA"
"scope": "exampleScope"

13.5. O6HoesieaHe Ha mun pa3peuwieHue ¢ mokbH (Refresh Token Grant Type)

AMYOC moxe oa nsgage HOB TUN pa3peLleHne C TOKbH Mo CBOE yCMOTpeHue, Hanp. ako AMY
n3nonsea CTaHgapTHaTa CTOMHOCT Ha obxeaTta "offline_access" nnu ako nHankaTopa 3a NOBTOPEHUE
" recurringlndicator" e HacTpoeH Ha "true".

13.6. 3asisku API (API request)
Mpw n3nonseaHe Ha nogxon Ha 3YWM OAuth, nocnegBawmTe 3asBk/ 3a NPUITOXHUA NPOrpameH
nHTepdgenc (API) ce paspewasat ype3 cboTBeTHUS OAuth Access Token. [JOCTbNBT C TOKbH ce

nanpawia o npunoxHusa nporpameH nHtepdenc (API), kato ce nsnonaea 3arnaskata "Authorization”
n "BEARER", kakTo e getpmnHuparo B RFC 6750.

Cnepga npumep 3a 3asBka 3a API
GET /vl/payments/sepa-credit-transfers/1234-wertigq-983/status HTTP/1.1
Host: https://api.testbank.com
Authorization: Bearer S1AV32hkKG


https://tools.ietf.org/html/rfc6750

14. Tunose AaHHM U KOHCTPYKUMM (Complex Data Types and Code Lists)

B cnegpawuTte Tabnuuu ce cbabpxaT OeUHUUMM Ha KOHCTPYMpaHW TUMOBE AaHHU
N3Non3BaHu B CEKUUNTE Ha NapameTpuTe B TO3N AOKYMEHT

14.1. PSU Data

Attribute Type Condition Description
password String Conditional |Contains a password in plaintext.
encrypted String Conditional |Is used when a password is encrypted on application level.
Password
additional String Conditional | Contains an additional password in plaintext
Password
additional String Conditional Is provided when the additional password is used and is
Encrypted encrypted on application level.
Password
14.2. TPP Message Information
Attribute Type Condition Description
category String Mandatory Only "ERROR” or "WARNING" permitted
code Message Mandatory
Code
path String Conditional
text Max500Text Optional Additional explaining text.
14.3. Amount
Attribute | Type Condition | Description
currency | Currency Mandatory | 1ISO 4217 Alpha 3 currency code
Code
amount String Mandatory | The amount given with fractional digits, where fractions must be compliant

to the currency definition. Up to 14 significant figures. Negative amounts
are signed by minus.

The decimal separator is a dot.

Example: Valid representations for EUR with up to two decimals are:

e 1056
e 5768.2
e -150
e 5877.78
14.4. Address
Attribute Type Condition Description
streetName Max70text Optional




buildingNumber String Optional
townName String Optional
postalcode String Optional
country Country code | Mandatory
14.5. Remittance
Attribute Type Condition Description
reference Max35text Mandatory | The actual reference.
referenceType Max35text Optional
referencelssuer Max35text Optional
14.6. Links
Attribute Typ | Conditio | Description
e n
scaRedirect href | Optional | A link to an ASPSP site where
Type SCA is performed within the
Redirect SCA approach.
scaOAuth href | Optional | The link refers to a JSON
Type document specifying the OAuth
details of the ASPSP’s
authorisation server. JSON
document follows the definition
given in
https://tools.ietf.org/html/draft
-ietf-oauth-discovery.
confirmation href | Optional | "confirmation": Might be added
Type by the ASPSP if either the

"scaRedirect"” or "scaOAuth"
hyperlink is returned in the
same
response message. This
hyperlink defines the URL to the
resource which needs to be
updated with
e 3 confirmation code as
retrieved after the plain
redirect authentication
process with the ASPSP
authentication server or
e an access token as
retrieved by submitting
an authorization code
after the integrated
OAuth based



https://tools.ietf.org/html/draft-ietf-oauth-discovery
https://tools.ietf.org/html/draft-ietf-oauth-discovery

Attribute

Typ

Conditio
n

Description

authentication process
with the ASPSP
authentication server.

startAuthorisation

href
Type

Optional

A link to an endpoint, where the
authorisation of a transaction
or the authorisation of a
transaction cancellation shall be
started. No specific data is
needed for this process start.

startAuthorisationWith Psuldentification

href
Type

Optional

The link to an endpoint where
the authorisation of a
transaction or of a transaction
cancellation shall be started,
where PSU identification shall
be uploaded with the
corresponding call.

updatePsuldentification

href
Type

Optional

The link to the payment
initiation or account
information resource, which
needs to be updated by the PSU
identification if not delivered
yet.

startAuthorisationWith ProprietaryData

href
Type

Optional

A link to the endpoint, where
the authorisation of a
transaction or of a transaction
cancellation shall be started,
and where proprietary data
needs to be updated with this
call. The TPP can find the scope
of missing proprietary data in
the ASPSP documentation.

The usage of this hyperlink is
not further specified in the
specification but is used
analogously to e.g. the
startAuthorisation
withPsuldentification hyperlink.

updateProprietaryData

href
Type

Optional

The link to the payment
initiation or account
information resource, which
needs to be updated by the
proprietary data.

startAuthorisationWith PsuAuthentication

href
Type

Optional

The link to an endpoint where
the authorisation of a
transaction or of a transaction
cancellation shall be started,




Attribute

Typ

Conditio
n

Description

where PSU authentication data
shall be uploaded with the
corresponding call.

updatePsuAuthentication

href
Type

Optional

The link to the payment
initiation or account
information resource, which
needs to be updated by a PSU
password and eventually the
PSU identification if not
delivered yet.

updateAdditionalPsuAuthentication

href
Type

Optional

The link to the payment
initiation or account
information resource, which
needs to be updated by an
additional PSU password.

startAuthorisationWithEncrypted
TransactionAuthorisation

href
Type

Optional

The link to an endpoint where
the authorisation of a
transaction or of a transaction
cancellation shall be started,
where encrypted PSU
authentication data shall be
uploaded with the
corresponding call.

updateEncryptedPsuAuthentication

href
Type

Optional

The link to the payment
initiation or account
information resource, which
needs to be updated by an
encrypted PSU password and
eventually the PSU
identification if not delivered
yet.

updateAdditionalEncryptedPsuAuthentication

href
Type

Optional

The link to the payment
initiation or account
information resource, which
needs to be updated by an
additional encrypted PSU
password.

startAuthorisationWithAuthenticationMethodSelectio
n

href
Type

Optional

This is a link to and endpoint
where the authorisation of a
transaction or of a transaction
cancellation shall be started,
where the selected SCA method
shall be uploaded with the
corresponding call.

selectAuthenticationMethod

href
Type

Optional

This is a link to a resource,
where the TPP can select the
applicable second factor




Attribute

Typ

Conditio
n

Description

authentication methods for the
PSU, if there were several
available authentication
methods.

startAuthorisationWith
AuthenticationMethodSelection

href
Type

Optional

This is a link to and endpoint
where the authorisation of a
transaction or of a transaction
cancellation shall be started,
where the selected SCA method
shall be uploaded with the
corresponding call."

startAuthorisationWithTransactionAuthorisation

href
Type

Optional

A link to an endpoint, where an
authorization of a transaction
or a cancellation can be started,
and where the response data
for the challenge is uploaded in
the same call for the
transaction authorization or
transaction cancellation at the
same time in the Embedded
SCA Approach.

authoriseTransaction

href
Type

Optional

The link to the payment
initiation or consent resource,
where the "Transaction
Authorisation"Request" is sent
to. This is the link to the
resource which will authorise
the payment or the consent by
checking the SCA authentication
data within the Embedded SCA
approach.

self

href
Type

Optional

The link to the payment
initiation resource created by
the request itself.

This link can be used later to
retrieve the transaction status
of the payment initiation.

status

href
Type

Optional

Status of the resource.

scaStatus

href
Type

Optional

A link to retrieve the status of
the authorisation or
cancellation-authorisation sub-
resource.

account

href
Type

Optional

A link to the resource providing
the details of one account




Attribute

Typ | Conditio | Description

e n
balances href | Optional | Alink to the resource providing
Type the balance of a dedicated
account.
transactions href | Optional | Alink to the resource providing
Type the transaction history of a

dedicated account.

cardAccount href | Optional | Alink to the resource providing
Type the details of one card account.

cardTransactions href | Optional | A link to the resource providing
Type the transaction history of a

dedicated card account.

transactionDetails

href | Optional | A link to the resource providing
Type details of a dedicated
transaction.

first href | Optional | Navigation link for paginated
Type account reports.

next href | Optional | Navigation link for paginated
Type account reports.

previous href | Optional | Navigation link for paginated
Type account reports.

last href | Optional | Navigation link for paginated
Type account reports.

download href | Optional | Download link for huge AIS data
Type packages.

cardAccount href | Optional | Alink to the resource providing
Type the details of one card

account."

cardTransactions

href | Optional | Alink to the resource providing
Type the transaction history of a
dedicated card account.

14.7. href Type

Attribute Type Condition | Description
href String Mandatory
14.8. Authentication Object
Attribute Type Condition Description
authenticationType Authentication | Mandatory | Type of the authentication method.
Type
authenticationVersion String Conditional | Depending on the "authenticationType". This version can

be used by differentiating authentication tools used within
performing OTP generation in the same authentication
type. This version can be referred to in the ASPSP’s
documentation.




Attribute Type Condition Description

authenticationMethodld | Max35Text Mandatory | An identification provided by the ASPSP for the later
identification of the authentication method selection.

name String Mandatory | This is the name of the authentication method defined by
the PSU in the Online Banking frontend of the ASPSP.
Alternatively this could be a description provided by the
ASPSP like "SMS OTP on phone +49160 xxxxx 28".
This name shall be used by the TPP when presenting a list
of authentication methods to the PSU, if available.

explanation String Optional detailed information about the SCA method for the PSU

14.9. Authentication Type

Name Description

SMS_OTP An SCA method, where an OTP linked to the transaction to be authorized is sent to the PSU
through a SMS channel.

CHIP_OTP An SCA method, where an OTP is generated by a chip card, e.g. an TOP derived from an
EMV cryptogram. To contact the card, the PSU normally needs a (handheld) device. With
this device, the PSU either reads the challenging data through a visual interface like
flickering or the PSU types in the challenge through the device key pad. The device then
derives an OTP from the challenge data and displays the OTP to the PSU.

PHOTO_OTP An SCA method, where the challenge is a QR code or similar encoded visual data which can
be read in by a consumer device or specific mobile app.

The device resp. the specific app than derives an OTP from the visual challenge data and
displays the OTP to the PSU.

PUSH_OTP An OTP is pushed to a dedicated authentication APP and displayed to the PSU.

14.10. Challenge
Attribute Type Condition Description
image String Optional |PNG data (max. 512 kilobyte) to be displayed to the PSU,
Base64 encoding, cp. [RFC 4648].
This attribute is used only, when PHOTO_OTP or CHIP_OTP
is the selected SCA method.
data Array of | Optional |A collection of challenge data
Strings

imagelink String Optional | A link where the ASPSP will provides the challenge image for

the TPP.

otpMaxLength Integer | Optional |The maximal length for the OTP to be typed in by the PSU.

otpFormat String Optional |The format type of the OTP to be typed in. The admitted

values are “characters” or “integer”.

additional Information | String Optional |Additional explanation for the PSU to explain e.g. fallback

mechanism for the chosen SCA method. The TPP is obliged
to show this to the PSU.




14.11. Message Code

The permitted message error codes and related http response codes are listed below.

14.11.1.  Service unspecific HTTP Error Codes

Message Code HTTP Description

Response
Code

CERTIFICATE_INVALID 401 The contents of the signature/corporate seal certificate are not
matching PSD2 general PSD2 or attribute requirements.

ROLE_INVALID 401 The TPP does not have the correct PSD2 role to access this
service.

CERTIFICATE_EXPIRED 401 Signature/corporate seal certificate is expired.

CERTIFICATE_BLOCKED 401 Signature/corporate seal certificate has been blocked by the
ASPSP.

CERTIFICATE_REVOKED 401 Signature/corporate seal certificate has been revoked by QSTP.

CERTIFICATE_MISSING 401 Signature/corporate seal certificate was not available in the
request but is mandated for the corresponding.

SIGNATURE_INVALID 401 Application layer elDAS Signature for TPP authentication is not
correct.

SIGNATURE_MISSING 401 Application layer elDAS Signature for TPP authentication is
mandated by the ASPSP but is missing.

FORMAT_ERROR 400 Format of certain request fields are not matching the XS2A
requirements. An explicit path to the corresponding field might
be added in the return message.

This applies to headers and body entries. It also applies in cases
where these entries are referring to erroneous or not existing
data instances, e.g. a malformed IBAN.

PARAMETER_NOT_CONSISTENT 400 Parameters submitted by TPP are not consistent. This applies
only for query parameters."

PARAMETER_NOT_SUPPORTED 400 The parameter is not supported by the API provider. This code
should only be used for parameters that are described as
"optional if supported by API provider."

PSU_CREDENTIALS_INVALID 401 The PSU-ID cannot be matched by the addressed ASPSP or is
blocked, or a password resp. OTP was not correct. Additional
information might be added.

SERVICE_INVALID 400 (if The addressed service is not valid for the addressed resources

payload) or the submitted data.
405 (if HTTP
method)

SERVICE_BLOCKED 403 This service is not reachable for the addressed PSU due to a
channel independent blocking by the ASPSP. Additional
information might be given by the ASPSP.

CORPORATE_ID_INVALID 401 The PSU-Corporate-ID cannot be matched by the addressed

ASPSP.

CONSENT_UNKNOWN

403 (if path)

The Consent-ID cannot be matched by the ASPSP relative to the

400 (if header) | TPP.
CONSENT _INVALID 401 The consent was created by this TPP but is not valid for the
addressed service/resource.
CONSENT_EXPIRED 401 The consent was created by this TPP but has expired and needs

to be renewed.




Message Code HTTP Description
Response
Code

TOKEN_UNKNOWN 401 The OAuth2 token cannot be matched by the ASPSP relative to
the TPP.

TOKEN_INVALID 401 The OAuth2 token is associated to the TPP but is not valid for
the addressed service/resource.

TOKEN_EXPIRED 401 The OAuth2 token is associated to the TPP but has expired and
needs to be renewed.

RESOURCE_UNKNOWN 404 (if The addressed resource is unknown relative to the TPP.
account-id in An example for a payload reference is creating a signing basket
path) with an unknown resource identification.

403 (if other
resource in
path)

400 (if
payload)

RESOURCE_EXPIRED 403 (if path) The addressed resource is associated with the TPP but has
400 (if expired, not addressable anymore.
payload)

RESOURCE_BLOCKED 400 The addressed resource is not addressable by this request,

since it is blocked e.g. by a grouping in a signing basket.

TIMESTAMP_INVALID 400 Timestamp not in accepted time period.

PERIOD_INVALID 400 Requested time period out of bound.

SCA_METHOD_UNKNOWN 400 Addressed SCA method in the Authentication Method Select
Request is unknown or cannot be matched by the ASPSP with
the PSU.

SCA_INVALID 400 Method Application on authorisation resource (e.g.
Confirmation Request) blocked since SCA status of the resource
equals "failed".

STATUS_INVALID 409 The addressed resource does not allow additional
authorisation.

14.11.2.  PIS specific error codes
Message Code HTTP Description
Response
Code
PRODUCT _INVALID 403 The addressed payment product is not available for the PSU .
PRODUCT_UNKNOWN 404 The addressed payment product is not supported by the ASPSP.
PAYMENT_FAILED 400 The payment initiation POST request failed during the initial process.
Additional information may be provided by the ASPSP.
REQUIRED_KID_MISSING 401 The payment initiation has failed due to a missing KID. This is a
specific message code for the Norwegian market, where ASPSP can
require the payer to transmit the KID.
EXECUTION_DATE_INVALID 400 The requested execution date is not a valid execution date for the
ASPSP.
CANCELLATION _INVALID 405 The addressed payment is not cancellable e.g. due to cut off time

passed or legal constraints.




14.11.3.  AlS specific error codes
Message Code HTTP Description
Response
Code
CONSENT_INVALID 401 The consent definition is not complete or invalid. In case of being
not complete, the bank is not supporting a completion of the
consent towards the PSU. Additional information will be provided.
SESSIONS_NOT_SUPPORTED | 400 The combined service flag may not be used with this ASPSP.
ACCESS_EXCEEDED 429 The access on the account has been exceeding the consented
multiplicity without PSU involvement per day.
REQUESTED_FORMATS 406 The requested formats in the Accept header entry are not matching

_INVALID

the formats offered by the ASPSP.

14.11.4.

PIIS specific error codes

Message code

HTTP Response
Code

Description

CARD_INVALID 400 Addressed card number is unknown to the ASPSP or not
associated to the PSU.
NO_PIIS_ACTIVATION 400 The PSU has not activated the addressed account for the usage

of the PIIS associated with the TPP.

14.11.5.

Signing Basket Specific Error Codes

Message code

Code

HTTP Response

Description

REFERENCE_MIX_INVALID

400

The used combination of referenced objects is not supported in
the ASPSPs signing basket function.

REFERENCE_STATUS_INVALID

409

At least one of the references is already fully authorised.

14.12. Error Information




Attribute Type Condition Description

title Max70Text | Optional Short human readable description of error type. Could be in local
language. To be provided by ASPSPs.

detail Max500Text | Optional Detailed human readable text specific to this instance of the error.
XPath might be used to point to the issue generating the error in
addition.
Remark for Future: In future, a dedicated field might be introduced
for the XPath.

code Message Mandatory | Message code to explain the nature of the underlying error.

Code

14.13. Transaction status

Identification —

Payment Transaction Status Code

Code

Name

Definition

1[ACCP

Accepted Customer Profile

Preceding check of technical validation was successful. Customer
profile check was also successful.

2|ACSC

Accepted Settlement Completed

Settlement on the debtor's account has been completed.

Usage : this can be used by the first agent to report to the debtor that
the transaction has been completed.

Warning: this status is provided for transaction status reasons, not for
financial information. It can only be used after bilateral agreement

3|[ACSP

Accepted Settlement In Process

All preceding checks such as technical validation and customer profile
were successful and therefore the payment initiation has been accepted
for execution.

4|1ACTC

Accepted Technical Validation

Authentication and syntactical and semantical validation are successful

5|ACWC

Accepted With Change

Instruction is accepted but a change will be made, such as date or
remittance not sent.

6 | ACWP

Accepted Without Posting

Payment instruction included in the credit transfer is accepted without
being posted to the creditor customer’s account.

7| RCVD

Received

Payment initiation has been received by the receiving agent.

8| PDNG

Pending

Payment initiation or individual transaction included in the payment
initiation is pending. Further checks and status update will be
performed.

8 | PART

Partial acceptance

A number of transactions have been accepted, whereas another
number of transactions have not yet achieved 'accepted' status.
Remark: This code may be used only in case of bulk payments. It is
only used in a situation where all mandated authorizations have been
applied, but some payments have been rejected.”

9|RJCT

Rejected

Payment initiation or individual transaction included in the payment
initiation has been rejected.

10 | CANC

Cancelled

Payment initiation has been cancelled before execution
Remark: Change Request to ISO20022 is still needed.

14.14. Consent Status

Code

Description

received

yet.

The consent data have been received and are technically correct. The data is not authorised

rejected

The consent data have been rejected e.g. since no successful authorisation has taken place.




Code Description
partiallyAuthorised | The consent is due to a multi-level authorisation, some but not all mandated authorisations
have been performed yet.

valid The consent is accepted and valid for GET account data calls and others as specified in the
consent object.

revokedByPsu The consent has been revoked by the PSU towards the ASPSP.

expired The consent expired.

terminatedByTpp The corresponding TPP has terminated the consent by applying the DELETE method to the
consent resource.

AMYOC moxe ga pobasu gonbrnHUTENHUM KoAoBe. Tean kodoBe creq ToBa Ce CbabpXaT B
AokymeHTauuaTa Ha ANMYOC 3a nHtepdgenca XS2A.

14.15. SCA Status

Attribute Description
received An authorisation or cancellation-authorisation resource has been created successfully.
psuldentified The PSU related to the authorisation or cancellation-authorisation resource has been identified.

psuAuthenticated The PSU related to the authorisation or cancellation-authorisation resource has been identified
and authenticated e.g. by a password or by an access token.

scaMethodSelected | The PSU/TPP has selected the related SCA routine. If the SCA method is chosen implicitly since
only one SCA method is available, then this is the first status to be reported instead of

"received".

started The addressed SCA routine has been started.

unconfirmed SCA is technically successfully finalised by the PSU, but the authorisation resource needs a
confirmation command by the TPP yet.

finalised The SCA routine has been finalised successfully

failed The SCA routine failed

exempted SCA was exempted for the related transaction, the related authorisation is successful.

14.16. Account Access




Attribute Type Condition | Description
accounts Array of Optional Is asking for detailed account information.
Account If the array is empty, the TPP is asking for an accessible account list.
Reference This may be restricted in a PSU/ASPSP authorization dialogue.
balances Array of Optional Is asking for balances of the addressed accounts.
Account If the array is empty, the TPP is asking for the balances of all
Reference accessible account lists. This may be restricted in a PSU/ASPSP
authorization dialogue
transactions Array of Optional Is asking for transactions of the addressed accounts.
Account If the array is empty, the TPP is asking for the transactions of all
Reference accessible account lists. This may be restricted in a PSU/ASPSP
authorization dialogue
additional Additional Optional if | Is asking for additional information as added within this structured
Information Information | supported | object.
Access by API The usage of this data element requires at least one of the entries
provider "accounts"”, "transactions" or "balances" also to be contained in the
object. If detailed accounts are referenced, it is required in addition
that any account addressed within the additionallnformation
attribute is also addressed by at least one of the attributes
"accounts", "transactions" or "balances".
availableAccounts | String Optional if | Only the value "allAccounts" is admitted.
supported
by API
provider
availableAccounts | String Optional if | Only the value "allAccounts" is admitted.
WithBalance supported
by API
provider
allPsd2 String Optional if | Only the value "allAccounts" is admitted.
supported
by API
provider

14.17. Additional Information Access

Attribute Type Condition Description

ownerName Array of Optional Is asking for account owner name of the accounts referenced within.
Account If the array is empty in the request, the TPP is asking for the account
Reference owner name of all accessible accounts. This may be restricted in a

PSU/ASPSP authorization dialogue. If the array is empty, also the
arrays for accounts, balances or transactions shall be empty, if used.
The ASPSP will indicate in the consent resource after a successful
authorisation, whether the ownerName consent can be accepted by
providing the accounts on which the ownerName will be delivered.
This array can be empty.

14.18. Account Reference

This type is containing any account identification which can be used on payload-level to address
specific accounts. The ASPSP will document which account reference type it will support. Exactly one
of the attributes defined as "conditional" shall be used.



Remark: The currency of the account is needed, where the currency is an account characteristic
identifying certain sub-accounts under one external identifier like an IBAN. These sub-accounts
are separated accounts from a legal point of view and have separated balances, transactions etc.

Attribute Type Condition Description

iban IBAN Conditional

bban BBAN Conditional | This data elements is used for payment accounts which have no
IBAN.

pan String Conditional | Primary Account Number (PAN) of a card, can be tokenised by the
ASPSP due to PCI DSS requirements.

maskedPan String Conditional | Primary Account Number (PAN) of a card in a masked form.

msisdn String Conditional | An alias to access a payment account via a registered mobile phone
number.

currency Currency Optional ISO 4217 Alpha 3 currency code

Code

14.19. Account Details

Remark: The ASPSP shall give at least one of the account reference identifiers listed as
optional below.

Attribute Type Condition | Description

resourceld Max35Text Conditional | This is the data element to be used in the path when
retrieving data from a dedicated account, cp.

Section Error! Reference source not found. or

Section Error! Reference source not found. below. This
shall be filled, if addressable resource are created by the
ASPSP on the /accounts.

iban IBAN Optional This data element can be used in the body of the Consent
Request Message for retrieving account access consent
from this payment account, cp. Section Error! Reference
source not found..

bban BBAN Optional This data element can be used in the body of the Consent
Request Message for retrieving account access consent
from this account, cp. Section Error! Reference source not
found.. This data elements is used for payment accounts
which have no IBAN.

msisdn Max35Text optional An alias to access a payment account via a registered
mobile phone number. This alias might be needed e.g. in
the payment initiation service, cp. Section Error!
Reference source not found.. The support of this alias
must be explicitly documented by the ASPSP for the
corresponding API Calls.

currency Currency Mandatory | Account currency
Code
ownerName Max140Text | Optional Name of the legal account owner. If there is more than

one owner, then e.g. two names might be noted here.
For a corporate account, the corporate name is used for
this attribute.

Even if supported by the ASPSP, the provision of this field
might depend on the fact whether an explicit consent to




Attribute Type Condition | Description
this specific additional account information has been given
by the PSU.
name Max70Text Optional Name of the account given by the bank or the PSU in
Online-Banking
displayName Max70Text Optional Name of the account as defined by the PSU within online
channels.
product Max35Text Optional Product Name of the Bank for this account, proprietary
definition
cashAccountType | Cash Optional ExternalCashAccountTypelCode from ISO 20022
Account
Type
status String Optional Account status. The value is one of the following:
e '"enabled": account is available
o ‘'deleted": account is terminated
e "blocked": account is blocked e.g. for legal reasons
If this field is not used, than the account is available in the
sense of this specification.
bic BICFI Optional The BIC associated to the account.
linkedAccounts Max70 Text | Optional This data attribute is a field, where an ASPSP can name a
cash account associated to pending card transactions.
usage Max4Text Optional Specifies the usage of the account
- PRIV: private personal account
- ORGA: professional account
details Max500 Optional Specifications that might be provided by the ASPSP
Text - characteristics of the account
- characteristics of the relevant card
balances Array of Conditional
Balances
_links Links Optional Links to the account, which can be directly used for
retrieving account information from this dedicated
account.
Links to "balances" and/or "transactions"
These links are only supported, when the corresponding
consent has been already granted.
14.20. Card Account Details
Attribute Type Condition | Description
resourceld Max35Text Conditional | This is the data element to be used in the path when
retrieving data from a dedicated account, cp.
Section 6.7.2, cp. Section 6.7.3 or Section 6.7.4 below. This
shall be filled, if addressable resource are created by the
ASPSP on the /card-accounts endpoint.
maskedPan Max35Text Optional Primary Account Number (PAN) of a card in masked form.

This data element can be used in the body of the Consent




Attribute Type Condition | Description
Request Message for retrieving account access consent
from this card, cp. Section 6.3.1.1.
currency Currency Mandatory | Account currency
Code
ownerName Max140Text | Optional Name of the legal account owner. If there is more than
one owner, then e.g. two names might be noted here.
For a corporate account, the corporate name is used for
this attribute.
Even if supported by the ASPSP, the provision of this field
might depend on the fact whether an explicit consent to
this specific additional account information has been given
by the PSU.
name Max70Text Optional Name of the account given by the bank or the PSU in
Online-Banking
displayName Max70Text Optional Name of the account as defined by the PSU within online
channels.
product Max35Text Optional Product Name of the Bank for this account, proprietary
definition
status String Optional Account status. The value is one of the following:
e "enabled": account is available
o ‘'deleted": account is terminated
e "blocked": account is blocked e.g. for legal reasons
If this field is not used, than the account is available in the
sense of this specification.
usage Max500Text | Optional Specifies the usage of the account
- PRIV: private personal account
- ORGA: professional account
details Max500Text | Optional Specifications that might be provided by the ASPSP
- characteristics of the account
- characteristics of the relevant card
creditLimit Amount Optional Defines the credit limit of the PSU for all cards related to
this card account in total.
balances Array of Conditional | The specific card account balances associated to this card
Balances accounts.
_links Links Optional Links to the cardAccount, which can be directly used for

retrieving account information from this dedicated
account.

Links to "balances" and/or "cardTransactions"

These links are only supported, when the corresponding
consent has been already granted.

14.21. Balance Type

CnegHuTe B1aoBe canga uU3kniodBaT KpeauTHUTE NMMMUTU, OCBEH akO €1eMEHTbT
creditLimitincluded npucbcTBa 1 € paBeH Ha true B CbOTBETHUS DanaHCOB €MEMEHT.
MosicHeHue: ToBa onpeneneHve cnensa nornkata Ha 1ISO20022 3a onpefensiHe Ha Bugose 6anaHc.




Type

Description

closingBooked

Balance of the account at the end of the pre-agreed account reporting period. It is the sum of
the opening booked balance at the beginning of the period and all entries booked to the
account during the pre-agreed account reporting period.
For card-accounts, this is composed of

e invoiced, but not yet paid entries

expected

Balance composed of booked entries and pending items known at the time of calculation,
which projects the end of day balance if everything is booked on the account and no other
entry is posted.
For card accounts, this is composed of

e invoiced, but not yet paid entries,

e not yetinvoiced but already booked entries and

e pending items (not yet booked)

openingBooked

Book balance of the account at the beginning of the account reporting period. It always equals
the closing book balance from the previous report.

interimAvailable

Available balance calculated in the course of the account ‘servicer’s business day, at the time
specified, and subject to further changes during the business day. The interim balance is
calculated on the basis of booked credit and debit items during the calculation time/period
specified.
For card-accounts, this is composed of

e invoiced, but not yet paid entries,

e not yet invoiced but already booked entries

interimBooked

Balance calculated in the course of the account servicer's business day, at the time specified,
and subject to further changes during the business day. The interim balance is calculated on the
basis of booked credit and debit items during the calculation time/period specified.

forwardAvailable

Forward available balance of money that is at the disposal of the account owner on the date
specified.

nonlnvoiced Only for card accounts, to be defined yet.
14.22. Balance

Attribute Type Condition | Description

balanceAmount Amount Mandatory

balanceType Balance Mandatory

Type

creditLimitincluded Boolean Optional A flag indicating if the credit limit of the corresponding
account is included in the calculation of the balance, where
applicable.

lastChangeDateTime

ISODateTime | Optional This data element might be used to indicate e.g. with the
expected or booked balance that no action is known on the
account, which is not yet booked.

referenceDate ISODate Optional reference date of the balance
lastCommitted Max35Text Optional entryReference of the last commited transaction to support
Transaction the TPP in identifying whether all PSU transactions are already
known.
14.23. Account Report

Attribute

Type Condition Description




booked Array of | Conditional | Shall be contained if bookingStatus parameter is set to "booked"
transactions or "both".
pending Array of optional | Not contained if the bookingStatus parameter is set to
transactions "booked".
_links Links mandatory | The following links might be used within this context:
e account (mandatory)
o first (optional)
e next (optional)
e previous (optional)
e last (optional)
14.24. Transactions
Attribute Type Condition Description
transactionld String Optional Can be used as access-ID in the API, where
more details on an transaction is offered. If
this data attribute is provided this shows
that the AIS can get access on more details
about this transaction using the GET
Transaction Details Request as defined in
Section Error! Reference source not found.
entryReference Max35Text Optional Is the identification of the transaction as
used e.g. for reference for delta function
on application level. The same
identification as for example used within
camt.05x messages.
endToEndld Max35Text Optional Unique end to end identity.
mandateld Max35Text Optional Identification of Mandates, e.g. a SEPA
Mandate ID
checkld Max35Text Optional Identification of a Cheque
creditorld Max35Text Optional Identification of Creditors, e.g. a SEPA
Creditor ID
bookingDate ISODate Optional The Date when an entry is posted to an
account on the ASPSPs books.
valueDate ISODate Optional The Date at which assets become available
to the account owner in case of a credit
transactionAmount Amount Mandatory | The amount of the transaction as billed to
the account.
currencyExchange Array of Optional
Report
Exchange
Rate
creditorName Max70Text Optional Name of the creditor if a "Debited"
transaction
creditor Account Conditional
Account Reference
creditorAgent BICFI Optional
ultimate Max70Text Optional
Creditor
debtorName Max70Text Optional Name of the debtor if a "Credited"
transaction




Attribute Type Condition Description
debtorAccount Account Conditional
Reference
debtorAgent BICFI Optional
ultimateDebtor Max70Text Optional
remittance Max140Text | Optional
Information
Unstructured
remittancelnformationUnstructuredArray | Array of Optional Remark for Future:
Max140Text In version 2.0 these two unstructured
remittance fields might be merged.
remittance Max140Text | Optional Reference as contained in the structured
Information remittance reference structure (without
Structured the surrounding XML structure).
remittancelnformationStructuredArray Array of Optional NOTE:
Remittance More details about the Remittance Data
Type will be published in an Errata in due
course.
For usage of the fields e.g. for domestic
elements, Berlin Group should be
contacted. This would enable to publish
usage of structured remittance information
in the domestic payment documentation,
cp. [XS2A-DP].
additional Max500Text | Optional Might be used by the ASPSP to transport
Information additional transaction related information
to the PSU.
additionallnformation Structured Structured Conditional | Is used if and only if the bookingStatus
Additional entry equals "information". Every active
Information standing order related to the dedicated
payment account result into one entry.
purposeCode Purpose Optional
Code
bankTransaction Code Bank Optional Bank transaction code as used by the
Transaction ASPSP and using the sub elements of this
Code structured code defined by 1ISO20022
For standing order reports the following
codes are applicable:
"PMNT-ICDT-STDO" for credit transfers,
"PMNT-IRCT-STDQO" for instant credit
transfers
"PMNT-ICDT-XBST" for cross-border credit
transfers
"PMNT-IRCT-XBST" for cross-border real
time credit transfers and
"PMNT-MCOP-OTHR" for specific standing
orders which have a dynamical amount to
move left funds e.g. on month end to a
saving account
proprietaryBank Max35Text Optional proprietary bank transaction code as used

TransactionCode

within a community or within an ASPSP e.g.
for MT94x based transaction reports




Attribute Type Condition Description

balanceAfterTransaction Balance Optional This is the balance after this transaction.
Recommended balance type is
interimBooked.

_links Links Optional The following links could be used here:
transactionDetails for retrieving details of a
transaction.

14.25. Structured Additional Information Data Type
Attribute Type Condition Description
standingOrderDetails | Standing Mandatory | Details of underlying standing orders.

Order Details

14.26. Standing Order Details Data Type

Attribute

Type

Condition

Description

startDate

ISODate

Mandatory

The first applicable day of execution starting from this date the
first payment was/will be executed.

endDate

ISODate

Optional

The last applicable day of execution
If not given, it is an infinite standing order.

executionRule

String

Optional

"following" or "preceding" supported as values. This data
attribute defines the behavior when a transaction date
resulting from a standing order falls on a weekend or bank
holiday. The payment is then executed either the "preceding"
or "following" working day.

withinAMonthFlag

Boolean

Optional

This element is only used in case of frequency equals
"monthly".

If this element equals false it has no effect. If this element
equals true, then the execution rule is overruled if the day of
execution would fall into a different month using the
execution rule.

Example: executionRule equals "preceding", dayOfExecution
equals "02" and the second of a month is a Sunday. In this
case, the transaction date would be on the last day of the
month before. This would be overruled if withinAMonthFlag
equals true and the payment is processed on Monday the third
of the Month.

Remark: This attribute is rarely supported in the market.

frequency

Frequency
Code

Mandatory

The frequency of the recurring payment resulting from this
standing order.

monthsOfExecution

Array of
Max2Text

Conditional

The format is following the regular expression \d{1,2}. The
array is restricted to 11 entries. The values contained In the
array entries shall all be different and the maximum value of
one entry is 12.

This attribute is contained if and only if the frequency equals
"MonthlyVariable".

Example: An execution on January, April and October each

year is addressed by ["1". "4", "10"].

multiplicator

Numerical

Optional

This is multiplying the given frequency resulting the exact
frequency, e.g. Frequency=Weekly and multiplicator=3 means
every 3 weeks.




Attribute Type Condition Description

Remark: This attribute is rarely supported in the market.
dayOfExecution Max2Text Optional "31" is ultimo.

The format is following the regular expression \d{1,2}.

Example: The first day is addressed by "1".

The date is referring to the time zone of the ASPSP.
limitAmount Amount Conditional | limitAmount

Amount limit for fund skimming, e.g. skim all funds above this
limit to savings account, i.e. typically a specific periodic
payments with fixed remaining amount rather than fixed
transaction amount. Amount may be zero as well as below
zero, i.e. negative.

Constraints: transactionAmount needs to be zero and
bankTransactionCode needs to specify PMNT-MCOP-OTHR for
fund skimming

14.27. Card Account Report

Attribute Type Condition Description

booked Array of Card | mandatory | Card transaction, which have been booked already to the card
transactions account.

pending Array of Card | optional
transactions

_links Links mandatory | The following links might be used within this context:

cardAccount (mandatory)
first (optional)

next (optional)

previous (optional)

last (optional)

14.28. Card Transactions

Attribute Type Condition Description
cardTransactionld Max35Text Optional Unique end to end identity.
terminalld Max35Text Optional Identification of the Terminal, where the card has
been used.
transactionDate ISODate Optional date of the actual card transaction
acceptorTransactionDateTime ISODateTime | Optional Timestamp of the actual card transaction within
the acceptance system
bookingDate ISODate Optional booking date of the related booking on the card
account
transactionAmount Amount Mandatory | The amount of the transaction as billed to the card
account.
currencyExchange Array of Optional For card accounts, only one exchange rate is used.
Report
Exchange
Rate
originalAmount Amount Optional Original amount of the transaction at the Point of
Interaction in original currency
markupFeePercentage String Optional e.g. "0.3" for 0,3%.




Attribute Type Condition Description
markupFee Amount Optional Any fee related to the transaction in billing
currency.
cardAcceptorld Max35Text Optional Identification of the Card Acceptor (e.g. merchant)
as given in the related card transaction.
cardAcceptorAddress Address Optional Address of the Card Acceptor as given in the
related card transaction.
cardAcceptorPhone Phone Optional Merchant phone number
Number
merchantCategoryCode Merchant Optional Merchant Category Code of the Card Acceptor as
Category given in the related card transaction.
Code
maskedPAN Max35Text Optional The masked PAN of the card used in the
transaction.
transactionDetails Max140Text | Optional Additional details given for the related card
transactions.
invoiced Boolean Optional Flag indicating whether the underlying card
transaction is already invoiced.
proprietaryBankTransactionCode | Max35Text Optional proprietary bank transaction code as used within a
community or within an ASPSP e.g. for MT94x
based transaction reports
14.29. Report Exchange Rate
Attribute Type Condition | Description
sourceCurrency Currency Mandatory | Currency from which an amount is to be converted in a
Code currency conversion.
exchangeRate String Mandatory | Factor used to convert an amount from one currency
into another. This reflects the price at which one
currency was bought with another currency.
unitCurrency Currency Mandatory | Currency in which the rate of exchange is expressed in
Code a currency exchange. In the example 1EUR = xxxCUR,
the unit currency is EUR.
targetCurrency Currency Mandatory | Currency into which an amount is to be converted in a
Code currency conversion.
guotationDate ISODate Mandatory | Date at which an exchange rate is quoted.
contractldentification | String Optional Unique identification to unambiguously identify the
foreign exchange contract.

14.30. Payment Exchange Rate

Attribute Condition

Type

Description

unitCurrency Currency Code | Optional

Currency in which the rate of exchange is expressed in
a currency exchange. In the example 1EUR = xxxCUR,
the unit currency is EUR.

exchangeRate String Optional

Factor used to convert an amount from one currency
into another. This reflects the price at which one
currency was bought with another currency.




Attribute Type Condition | Description
contractldentificati | String Optional Unique identification to unambiguously identify the
on foreign exchange contract.
rateType String Optional Specifies the type used to complete the currency
exchange.
Only SPOT, SALE and AGRD is allowed.

14.31. Geo Location
Format using [RFEC 2426], i.e. “GEO:”<latitude>;< longitude >.

14.32. Frequency Code

The following codes from the EventFrequency7Code of ISO20022 are supported:
e Daily,

e Weekly,

e EveryTwoWeeks,

e Monthly,

e EveryTwoMonths,

e Quarterly,

e SemiAnnual,

e Annual,

e MonthlyVariable

14.33. Charge Bearer

Type Description

DEBT All transaction charges are to be borne by the debtor.

CRED All transaction charges are to be borne by the creditor.

SHAR In a credit transfer context, means that transaction charges on the sender side are to be borne

by the debtor, transaction charges on the receiver side are to be borne by the creditor. In a
direct debit context, means that transaction charges on the sender side are to be borne by the
creditor, transaction charges on the receiver side are to be borne by the debtor.

SLEV Charges are to be applied following the rules agreed in the service level and/or scheme.

14.34. Other ISO-related basic Types

The following codes and definitions are used from 1SO20022

e Purpose Code: ExternalPurposelCode

e Cash Account Type: ExternalCashAccountTypelCode

e Bank Transaction Code: ExternalBankTransactionDomainlCode

e BICFI: BICFIIdentifier

e IBAN: IBAN2007Identifier - pPattern: [A-Z]1{2}[0-9]1{2}[A-20-9]{1-30}
e BBAN: BBANIdentifier

e Phone Number: PhoneNumber

e Merchant Category Code: Category code conform to ISO 18245
e Service Level Code: ExternalServicelevellCode



https://www.ietf.org/rfc/rfc2426.txt

The following code is a concatenated code from 1SO20022

e BankTransactionCode: This code type 1is concatenating the three
I5020022 Codes Domain Code, Family Code and SubFamiliy Code by
hyphens, resulting in “DomainCode”-“FamilyCode”-“SubFamilyCode”.

Example: PMNT-RCDT-ESCT defining a transaction assigned to the PayMeNT Domain (PMNT),
belonging to the family of ReceivedCreDitTransfer (RCDT) that facilitated the
EuropeanSEPACreditTransfer (ESCT)

For all codes used in JSON structures, not the abbreviation defined for XML encoding, but the
name of the code is used as value. The following Codes are used from other ISO standards:

e Currency Code: Codes following ISO 4217 Alpha 3

e Country Code: Two characters as defined by ISO 3166

Further basic ISO data types:

e TISODateTime: A particular point in the progression of time defined
by a mandatory date and a mandatory time component, expressed in
either UTC time format (YYYY-MM-DDThh:mm:ss.sssZ), local time with
UTC offset format (YYYY-MM-DDThh:mm:ss.sss+/-hh:mm), or local time
format (YYYY-MMDDThh:mm:ss.sss). These representations are defined
in "XML Schema Part 2: Datatypes Second Edition - W3C Recommendation
28 October 2004" which is aligned with ISO 8601.

e TISODate: A particular point in the progression of time in a calendar
year expressed in the YYYY-MM-DD format.
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